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Building applications

Learn how to become an application developer using ServiceNow Al Platform low-code tools.
Start with what you know and use a library of reusable components and published applications
to modernize your legacy processes.

Get started
Learning about Phase 1: Planning Phase 2: Developing
creating applications your application your application
= </>
Learn basic information Plan how your Add components and
about application application will work. content to your application.

development.

Phase 3: Testing Phase 4: Deploying Phase 5: Maintaining
and debugging your application your application
your application

— Y

Deploy your application Review the status of your
Verify that the application to your production application and make
meets your business environment. changes as needed.

requirements.

What's new

Build apps smarter and deliver them faster with the new ServiceNow Studio. ServiceNow
Studio empowers platform developers with a modern, unified environment for building on the
ServiceNow Al Platform. ServiceNow Studio features streamlined navigation to applications and
metadata, integrated low-code tools, efficient tracking and packaging of development work that
accelerates development processes and enhances productivity.

App development phases

Learning about creating applications

Decide whether you want to build a new application or extend an existing
application. Check the ServiceNow Store and the ServiceNow Community for
existing solutions.
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Before building your first application, you may want to learn some basic information
about application development. This phase is optional, and you can complete it at
any time while you work on other phases.

« How ServiceNow Al Platform & is made up of tables and records. Learn how to
convert a spreadsheet into record data.

» How to Get a development instance to practice creating applications.

« How to find out Licensing for which application features require a subscription.

« How to contact Support for developers to ask questions about application
development.

E| Phase 1: Planning your application

The application development process starts with planning. Consider how the
application will work, who will use it, and how it will improve your users' experience.
Your application plan should answer the following questions:

« What are the goals, objectives, and outputs of your application?
« Who uses your application?

« Who has access to parts of the application?

» What tasks do people complete with your application?

» Where does the data come from?

« How do people interact with your application?

« What processes must the application support?

« What Ul experience does the application use?

« Is there an existing application available on the ServiceNow Store or the
ServiceNow Community that you can use or extend?

« What subscriptions does your application require?

Phase 2: Developing your application

During the development phase, you add the components and content of your
application. Most applications consist of the following:

Data

Information is stored in your application via tables that you configure.
For example, employee phone numbers or office locations.

Experience

Experiences are graphical interfaces that your users interact with. For
example, you can create a portal where users find information, submit
requests, or complete business tasks.

Logic and automation

Automate all the work in your application by adding logic and
automation. For example, you can build a Aow that sends a notification
to the admin when someone makes a request.

Security

Configure roles and access controls to limit who can use your
application. For example, you can restrict access to application data to
users who have a specific role.
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Choose a builder that matches the type of user experience that your application
provides.
« See Build apps using App Engine Studio to learn about low-code development.

« See Build workflows & to learn about creating automation with Workflow Studio or
Playbooks.

» See Builder library to learn about specialized application resources.

= Phase 3: Testing and debugging your application

Verify that the application meets your business requirements. Your testing should
cover the following elements:

« Record operations, such as create, read, update, and delete.
« User interface elements, such as views and Ul policies.

« Runtime operations, such as business rules and event script actions.

‘@ Phase 4: Deploying your application

After successfully testing an application, deploy it to your production environment
with your builder tool.

» See Managing app development using the App Engine Management Center to
learn about the App Engine Management Center
» See ServiceNow application repository to learn about the Application Repository.

» See System updalte sets to learn about classic deployment using update sets.

@ Phase 5: Maintaining your application

Use your Phase 2 builder tool to update and modify your application. Use your
Phase 3 testing tool to verify that your application still functions properly.

Applications and features

« Learning about developing on the ServiceNow Al Platform
« Planning your application

« Developing your application

« Testing and debugging applications

« Deploying applications

» Maintaining your application

Getting Started guide for developers

The ServiceNow Al Platform is a unified development environment for building intelligent,
enterprise-grade applications. Use it to automate workfiows, connect data across systems, and
deliver experiences to your users — without managing underlying infrastructure.
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Get started

The platform includes built-in Al capabilities, a low-code development environment, and
enterprise security and governance so that you can move from idea to production quickly.
Whether you're extending existing ServiceNow products or building new solutions, the platform
gives you the tools to scale and iterate as your needs change.

This guide walks you through the core steps of developing applications on the ServiceNow Al
Platform. Use it to set up your development environment, build and deploy apps, implement Al
and automation capabilities, and apply security and governance practices.

The guide is written for developers at all experience levels. If you're new to the platform, follow
each section in order so that you build foundational knowledge before moving to advanced
topics. If you're an experienced developer, use the guide as a reference to find specific tasks
quickly.

Plan your app before you start building

Planning your application before development ensures scalability, governance, and alignment
with organizational goals. Effective planning reduces duplication, helps prevent technical debt,
and ensures compliance with ServiceNow best practices. It also helps define clear objectives,

timelines, and resource requirements.

Key steps in planning

The key steps in planning are mentioned in the following list.
« Define the business problem and expected outcomes.
« Check if a similar app already exists to avoid duplication.
« Engage your platform admin to confirm timelines and SDLC protocols.
« Plan data models for reuse and interoperability.

« Identify analytics and reporting needs early in the design phase.

General guidelines

Plan upfront, use approved development tools, follow governance guidelines, and document
your plan for stakeholder review. Planning upfront saves time and ensures a smooth
development life cycle.

Design an app

Horizon is a modern UX framework that enables developers to create responsive, accessible,
and consistent user experiences across applications. Horizon provides a unified design system
that improves usability and performance. It supports accessibility standards and ensures a
consistent look and feel across the ServiceNow Al Platform.

Key design principles

1. Follow ServiceNow’s design guidelines for consistency.

2, Use Horizon components such as cards, lists, and Workspaces for a better enterprise design
experience.

3. Plan for responsive behavior to support multiple devices.
4. Verify accessibility conformance for all Ul elements.
© 2026 ServiceNow, Inc. All rights reserved. 8
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For more information, see Horizon Design System &.

Usage guidelines

Start with user personas to define workflows and Ul needs. Use Horizon’s reusable components
to reduce development time and maintain upgrade safety. Avoid unnecessary custom styling to
preserve governance.

Check timelines and SDLC guidelines

Engage your platform administrator early to confirm development timelines and follow
ServiceNow’s software development lifecycle (SDLC) best practices. Coordinating with your
admin ensures that your app development aligns with organizational governance, avoids delays,
and uses approved environments and tools.

Key actions

» Confirm development and deployment timelines with your admin.
« Understand the SDLC phases: planning, development, testing, deployment, and monitoring.

« Follow approved protocols for version control and change management.

Usage guidelines

Use source control for collaboration, avoid update sets for major changes, and document all
approvals. Early engagement with admins helps prevent governance issues and accelerates
delivery.

Plan data for reuse
Design your data model to support scalability, interoperability, and future reuse across

applications on the ServiceNow Al Platform.

Why plan for data reuse?

Planning data structures early helps prevent duplication, reduces maintenance costs, and
enables better reporting and integration across the ServiceNow Al Platform.

Key considerations

« Avoid creating individual or redundant data models.
» Use standard tables and fields wherever possible to maintain consistency.
» Normalize data to improve accuracy and simplify analytics.

« Verify that relationships between tables are well-defined for scalability.

Planning for analytics and reporting

Include analytics requirements during the design phase to enable meaningful reporting and
insights from the start. Analytics cannot be an afterthought when building on the ServiceNow
Al Platform. Defining KPIs and reporting needs during app design ensures that data is captured
correctly and supports dashboards, performance metrics, and decision-making.
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Key considerations

« Identify business KPls and reporting requirements upfront.
« Verify that your data model supports queries for analytics and dashboards.
« Plan for integration with ServiceNow performance analytics and reporting tools.

« Consider data retention and conformance requirements for analysis.

General guidelines

Embed analytics logic into workflows where possible, validate data quality during development,
and use ServiceNow's built-in reporting capabilities to avoid custom solutions. Document your
analytics plan for stakeholders.

Overview of building apps in ServiceNow

The ServiceNow Al Platform enables you to create global and custom applications. You can work
in classic lists and forms, or you can build apps using App Engine products.

What apps are in ServiceNow

A ServiceNow app is a package that performs a specific task for a specified group of users. Think
of an app as a container with a set of rules around who can access and edit it. For example,
ServiceNow apps can include an AP, a table, a workspace, a form, a flow, or any combination of
those things.

Some applications may only contain a few files, and others could contain thousands of files. In
ServiceNow Studio, you can create and work on different sized apps with a variety of file types,
depending on your permissions.

Vibe coding and standard app development

Vibe coding is an Al-driven approach to application development. Use vibe coding and
ServiceNow Al-powered app building tools to describe your goals in natural language, and
the ServiceNow Al Platform generates full-stack applications, workflows, and integrations. The
ServiceNow Al Platform automatically incorporates governance into the app creation process.

Vibe coding and using Al to build apps with the ServiceNow Al Platform collapses the traditional
app development lifecycle—from ideation to deployment—into minutes instead of weeks. For
more information, see Vibe coding and Al-assisted development on the ServiceNow Al Platform.

Traditional app development on the ServiceNow Al Platform usually takes place in ServiceNow
Studio. ServiceNow Studio provides a unified experience for all ServiceNow development
activities, enabling admins and developers to extend base system solutions and create custom
apps with ease.

Use ServiceNow Studio to build apps and app files with integrated tools, access and edit app
metadata in scoped and global apps, and package app changes for deployment, all in one
powerful development tool. For more information, see ServiceNow Studio.

Apps and plugins
In ServiceNow, applications and plugins are related but distinct concepts.

Applications are collections of ServiceNow components (tables, business rules, Ul pages, etc.)
that deliver specific functionality. They're essentially containers that bundle related features
together. Applications can be:
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« Custom-built by your organization

« Purchased from the ServiceNow Store

« Core applications that come with ServiceNow (like Incident Management)

Plugins are a specific type of application that adds functionality to your ServiceNow instance.
The key differences between plugins and apps are as follows.

« Plugins are typically installed via activation rather than traditional app installation.

« Plugins are often foundational components that other apps depend on.

« Once activated, plugins integrate deeply into the platform

« Plugins are harder to remove - you can't easily deactivate a plugin once it's in use.
Examples: ITIL, HR Service Delivery, Software Asset Management

() Note: All plugins are applications, but not all applications are plugins. Plugins are
the heavyweight, deeply-integrated applications that become part of your platform's
foundation.

Apps and workflows

Applications are collections of components that deliver functionality - the building blocks of your
ServiceNow instance.

Workfows are automation tools within ServiceNow that define a sequence of activities to
complete a process. Think of them as flowcharts that automate business processes. Workflows:

« Automate approvals, notifications, and task assignments.
« Define the step-by-step Alow of work (if X happens, then do Y).
« Are often part of an application.

« Use a drag-and-drop workflow editor.

Example: An approval workflow for purchase requests
The relationship: A workflow is a component that lives inside an application.

For instance, the Incident Management application might contain workfows that automatically
assign tickets, send notifications, or escalate issues.

() Note: Applications are the "what" (the functionality), workflows are the "how" (the
automated processes that make things happen).

Determining good candidates for apps in ServiceNow

Before creating an app in ServiceNow, determine if the idea is a good candidate for an
application.

Consider the following questions to determine if you should create an application.
« Can you configure or customize an existing application instead of building a new one? For
more information, see Modifying versus building an application.

« How many people will the application serve, and how often would they use it? If not many
people would use it frequently, is it worth the effort?

« Are you willing to maintain the application as things change over time?
© 2026 ServiceNow, Inc. All rights reserved. 11
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If creating a new application makes sense, then move forward.

Other considerations

There are other considerations you must factor into the decision of creating an app.

« Configuring and customizing existing applications can lead to complications with upgrading to
a new version of the ServiceNow Al Platform. If you customize your applications, you own that
code and are responsible for its upkeep.

« Creating apps in ServiceNow can have licensing and cost implications. Talk with your admin to
determine the best course of action.

« Customer service and tech support may not be able to support custom code and applications
because they don't know the expected functionality. Consider this when creating a new
application.

Examples of when to create apps

Instead of customizing an existing application, you can create apps with App Engine products
such as ServiceNow Studio. The following situations are great examples of when you could build
a new app.

« Net-new process: You're building a new process that doesn’t fit neatly into any of the existing
modules.

« Misaligned intent: You have a use case that could be built by customizing an OOTB app.
However, it doesn’t align with the app intent.

» Separate group workflow: Your process is unique, proprietary, or spans multiple departments.

Configure, customize, or build new apps

Configuration and customization are hallmarks of the ServiceNow Al Platform that enable your
company to customize workfows to fit its specific needs. You can also build new apps for novel
use cases or departmental processes that don't fit within the scope of your current applications.

Whichever way you choose to make changes to the platform and app functionality, consider the
following information to make the most informed choice.

Configuration and customization

While the terms configuration and customization may sound very similar, they mean different
things on the ServiceNow Al Platform. There are many ways you can update OOTB apps to work
for your use case. Whether you personalize, configure, customize, or create an application, there
are general guidelines for how to approach making your apps work for you. Each relevant term is
defined in the following table.

Terms and definitions

Term Definition

Personalization When users modify an application's look and
feel only for themselves.

Configuration When users modify an application's behavior
without making changes to Hows or the base
system code.
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Terms and definitions (continued)

Term Definition

Customization When users make any change to the Aows
or the code that are part of the baseline
installation on a ServiceNow instance.

Building new When a user builds a custom app using App

Engine products like ServiceNow Studio.

Impact of changes

The impact of changes you make on the platform can have cost and support implications.
Carefully consider the updates you want to make. See examples of each type of change and its
implications.

Examples and impact of each change

Change Examples Impact

Personalization » Choosing Dark mode or

Light mode.

» Does not change the
baseline code installation.

» Choosing which columnsto < Does notimpact customer
display in a table. support or interfere with
upgrades.

Configuration « Using built-in tools to add

tables and more.

« If you add code, you ownit,
even if it doesn’t alter the

« Setting instance-wide baseline code installation.

parameters. « Reverting a configuration
should not require code

« Using code to extend an
changes.

app’s functionality.

Customization

Building new apps
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» Adding custom tables.

» Adding custom integrations,
widgets, portals, or
workflows.

Creating new global or scoped
apps, ho matter the size or
purpose.

o Customer Service and cost
implications.

« Upgrading to a new version
requires reapplying
or reverting your
customizations.

« Can create technical debt.

« May impact licensing
agreements, based on
which products you have
provisioned.

Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.
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Examples and impact of each change (continued)

Examples

« May impact upgrades.

« May create technical debt
that must be managed.

What happens when you customize

When you customize an application, several things happen that you must be aware of.

1. Customizations trigger the platform to create a record on the Customer Update
[sys_update_xmll] table.
Each record on this table must be addressed when upgrading to a new version.

2. The platform skips customized records during platform upgrades. You must choose what
happens to customizations.
o Retain each customization.
o Revert each customization to the OOTB state.
© Merge the customizations with the base system.

3. With each retained customization, there could be customer support consequences. Because
Customer Support agents don't know what the expected behavior of a customization should
be, it's difficult to reproduce the issue on an OOTB instance and help with support cases.

Keep these situations in mind when you create customizations.

@ Tip: Remember, only customize an application when the customization extends the
intended purpose of the application. If it doesn't extend the intended purpose, consider
creating a new application.

Recommended order of changes

1. Personalize your instance and apps as much as you’d like.
2, Configure ServiceNow applications as much as you can before customizing them.

3. Customize an application to add functionality only when it extends the intent of the
application.

4. Use App Engine developer products, such as Creator Studio and ServiceNow Studio, to create
new applications rather than customizing an application to create functionality that doesn’t
align with its original purpose.

Parts of an application in ServiceNow

Applications in ServiceNow have tables, Ul elements, application files, integrations, and
dependencies, all with a layer of security through the entire app.
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Parts of an application

Security

Access
Settings

Context
Ul Elements Modules Awareness

Allow
Application Files Ul Actions Ga e
e Eibns REST Web JSON Data SOAP Web Allow Web
€3 Services Format Services : Services
Task Table Work Management Application . Entitlements

« Tables are the foundation of ServiceNow applications, where data is stored and new records
are created.

« Ul elements enable users to interact with your application. Menus, modules, lists, and forms
are just some of the Ul elements you can add to an application.

« Application files such as business rules, Ul actions, and workflows make up the bulk of your
application. They define how aspects of the application function and how people interact with
it.

« Integrations such as REST and SOAP Web services connect your application to third-party
systems and use them on the ServiceNow Al Platform.

» Dependencies are the elements of other applications that this application is dependent on.
These are listed as a related list in the application record.

Custom application record

The custom application record defines and identifies an application and all its associated
artifacts.

It's similar to a system dictionary record for a table or column in that it stores the most current
configuration of an application. The system automatically creates a custom application record
during the application creation process. You can use this record to perform the following tasks.
« Change the application name

« Change the application version

« View the scope the system uses to identify application files and configuration records

« Enable scoped administration

« Manage design and runtime access to the application

© 2026 ServiceNow, Inc. All rights reserved.
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o Select what JavaScript standards the application supports
o Select how the system tracks runtime API operations
o Permit or restrict access to tables from other applications
« Monitor or enforce subscriptions
« Select the default menu in which to display application modules
« Set the user role required to access the application
» Add or update a logo
« View all application files
« View resources from other applications on which the application depends
« View the run-time resource to which the application has been granted access

« View the design-time resources to which the application has been granted access

ServiceNow files in applications

ServiceNow files are digital documents and assets stored within the ServiceNow Al Platform that
serve various purposes across applications and workflows.

What are ServiceNow Files?

In ServiceNow, files are attachments that can be associated with records in the platform.
These include documents, images, spreadsheets, PDFs, and other file types. ServiceNow
stores file metadata in the [sys_attachment] table, while the actual file content is stored in the
[sys_attachment_doc] table.

Files are distinct from metadata

The fundamental difference between files and metadata is that application files are user data or
content managed within the platform, while application metadata is the platform configuration
that defines the application's structure, logic, and behavior. Metadata is what developers and
admins configure to build applications; files are what end users and processes upload or
generate within those applications.

Application file examples

Application files are the actual file attachments stored in the ServiceNow Al Platform file storage
system. These are binary data objects like:

« Documents (PDFs, Word files, Excel spreadsheets)

« Images (PNG, JPEG, GIF)

« Videos, audio files

« ZIP archives

« Any other uploaded file content.

These files are stored in the [sys_attachment] and [sys_attachment_doc] tables and represent
the actual content that users upload or the system generates.

How are files used in applications?
Files in ServiceNow applications serve several key functions:
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Record documentation: Files can be attached to incidents, change requests, knowledge
articles, and other records to provide supporting documentation, screenshots, or evidence. For
example, a user reporting an IT issue might attach a screenshot showing an error message.

Knowledge management: Knowledge base articles often include attached PDFs, images, or
other documents that provide detailed instructions or reference materials for end users and
support teams.

Workfow automation: Files can trigger or be part of automated workflows. For instance, a
business rule might process an uploaded spreadsheet, or a workflow could generate and attach
reports to records automatically.

Service Catalog: When users request services through the service catalog, they can upload
required documents like purchase requisitions, approval forms, or specifications that are then
processed as part of the fulfillment workfiow.

Integration and import: Files are used to import data into ServiceNow (like CSV imports for bulk
updates) or as outputs from integrations with external systems.

The platform provides APIs and scripting capabilities to programmatically create, read, update,
and manage attachments, making files a flexible component of custom ServiceNow applications.

ServiceNow metadata in applications

ServiceNow metadata refers to the configuration and structural definitions that make up a
ServiceNow application itself.

What is ServiceNow metadata?

Application metadata encompasses all the configuration elements that define how a ServiceNow
application works. Think of it as the "blueprint" of your application. It's not the data users create,
but rather the structure and rules that govern how the application behaves.

Files are distinct from metadata

The fundamental difference between files and metadata is that application files are user data or
content managed within the platform, while application metadata is the platform configuration
that defines the application's structure, logic, and behavior. Metadata is what developers and
admins configure to build applications; files are what end users and processes upload or
generate within those applications.

Metadata examples

There are many types of metadata you can associate with an application. Some examples are
included here.

Configuration records: Tables, fields, forms, lists, Ul policies, business rules, client scripts,
access control lists (ACLs), workflows, and other platform components that define how an
application works.

Application scope: In the ServiceNow scoped application model, metadata is organized into
applications that have their own namespace and can be version-controlled.

Update sets: Metadata changes are captured in update sets, which are collections of
configuration modifications that can be migrated between instances.

System definition: The structural elements stored in various system tables (like [sys_db_object]
for tables, [sys_dictionary] for fields, [sys_ui_section] for forms) that define the application's
behavior and appearance.
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How is metadata used in applications?
Metadata is used in applications in several different ways.

Application development: Developers use ServiceNow Studio or the platform interface to create
and modify metadata records. When you build a custom application, you create a collection of
related metadata that works together.

Scoped applications: The ServiceNow application scope model organizes metadata into
discrete applications with their own namespace (like x_company_appname). This prevents
naming conflicts and makes applications portable and manageable.

Version control: Metadata is tracked in update sets or source control, allowing you to capture
changes, migrate them between instances (development, test, production), and maintain version
history.

Platform interpretation: At runtime, ServiceNow reads the metadata to understand how to
render forms, enforce rules, execute logic, and control access.

Customization without coding: Much of the power of the ServiceNow Al Platform comes from
the ability to let administrators configure complex applications by creating and modifying
metadata records, often without writing code.

Application store: When you install applications from the ServiceNow Store, you import a
package of metadata that gets installed into your instance.

Automation basics for apps

Automation is central to ServiceNow application development and is a core strength of the
ServiceNow Al Platform. Automation enables developers to build applications that reduce
manual work, enforce consistency, and respond intelligently to business events.

What is automation in ServiceNow?

Automation in ServiceNow executes business processes, tasks, and application logic without
manual intervention. Automations can be triggered as a response to system events, user actions,
or scheduled intervals.

The most effective ServiceNow applications use automation strategically, identifying repetitive
tasks, bottlenecks, and manual processes that benefit most from automation. The goal is to
create intelligent applications that handle routine work automatically while escalating complex
issues to humans when needed, creating a balance between automation efficiency and human
judgment.

Benefits of automation

« Efficiency: Automation eliminates repetitive manual tasks, allowing users to focus on higher-
value work. What might take hours manually can happen in seconds automatically.

« Consistency: Automated processes follow the same rules every time, reducing human error
and ensuring conformance with policies and procedures.

« Scalability: As your organization grows, automated applications can handle increased volume
without proportionally increasing staff.

« Real-time response: Automation can react instantly to events, triggering immediate actions
like escalations, assignments, or remediation steps.

« Audit and Compliance: Automated workflows create clear audit trails and ensure that required
steps and approvals aren't skipped.
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Key automation capabilities in ServiceNow

Automation capabilities

Automation Description

Business rules

Workflows and Workflow Studio

Playbook

Scheduled jobs

Event Management and notifications

Ul policies and data policies

Script includes and scheduled script
executions
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Rules that execute automatically when records
are queried, inserted, updated, or deleted.
They can calculate field values, validate data,
create related records, send notifications,

or trigger integrations. For example, when

an incident's priority changes to "Critical," a
business rule might automatically assign it to a
senior technician and notify management.

Visual, no-code/low-code tools for

building complex, multi-step automated
processes. Workflows handle approvals,

task assignments, parallel processing, and
conditional logic. Workflow Studio offers a
more intuitive interface and better integration
capabilities. You might use flows to automate
employee onboarding, handling everything
from account creation to equipment ordering
to training assignment.

Interactive, step-by-step guides embedded
directly into ServiceNow records (like
incidents, problems, change requests, or
custom tables). They present users with a
sequence of activities, decisions, and tasks
that adapt based on the record's context
and the user's choices. Think of them as
dynamic checklists that intelligently guide
users through complex processes.

Jobs that run automation on a recurring
schedule rather than in response to record
changes. Common uses include nightly
data cleanup, regular report generation, SLA
monitoring, or batch processing of records
that meet certain criteria.

Events can be triggered by various system
activities, and notifications automatically
alert users via email, SMS, or in-platform
messages based on conditions you define.
This keeps stakeholders informed without
manual intervention.

Automate the user experience by dynamically
showing/hiding fields, making fields
mandatory, or setting field values based on
conditions. Ul policies work on forms, while
data policies enforce rules regardless of how
data is entered.

Reusable server-side JavaScript functions
that can be called by other scripts, providing
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Automation capabilities (continued)

Automation Description

centralized business logic. These support
modular, maintainable automation.

Integration Hub and Integration Hub actions Automate connections between ServiceNow
and external systems, enabling data
synchronization, API calls, and cross-platform
workflows without custom coding.

What happens to data input into an automation?

When data enters a ServiceNow automation, it is processed according to your defined business
logic. The automation examines the data, transforms it as needed, and routes it to appropriate
destinations—whether that's creating or updating records in ServiceNow tables, triggering
notifications, or integrating with external systems via APIs.

Throughout this process, the automation orchestrates coordinated actions that move data
efficiently through your workflows without manual intervention. It logs execution details and
stores the processed data in a structured format, making it accessible for reporting and future
use. Essentially, the automation acts as an intelligent engine that handles repetitive data
processing and routing tasks, allowing your teams to focus on higher-value work while ensuring
data Alows correctly through your business processes.

Several things happen when an automation receives data.

1. Processing and transformation: The automation evaluates and transforms the raw input data
according to your business rules, applying validations, calculations, or formatting to make it
usable.

2. Routing and decision making: Based on the attributes of the data, attributes, the automation
determines the correct path forward, directing it through conditional logic to ensure it follows
the appropriate workflow branch.

3. Action execution: The automation performs defined actions such as creating or updating
records, sending notifications, triggering integrations, or executing scripts based on the
processed data.

4, Storage and logging: The data and automation results are stored in ServiceNow tables and
execution logs are created, providing an audit trail and making the information available for
reporting and future reference.

Using Al to build automations

Many of the automation capabilities that ServiceNow offers can also be used with Al. These Al
capabilities transform Workfow Data Fabric from a simple data integration layer into an intelligent
automation engine that can understand, reason about, and act on enterprise data autonomously.

Al automation capabilities

Description
Now Assist (Generative Al) for Spoke Uses Al to automatically create Integration
Generation Hub spokes from natural language

descriptions, OpenAPI specifications,
Postman collections, and APl documentation.
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Al automation capabilities (continued)

Al tool Description

This dramatically reduces the manual coding
needed to build integrations.

For more information, see Building spokes
using Spoke Generator @.

Al-Powered RPA Bot Generation Generative Al can automatically generate
robotic process automation bots from process
diagrams and documentation, converting
visual workflows into executable automation
scripts without traditional development.

For more information, see Robotic Process
Automation (RPA) bot generation &.

Al-Generated Playbooks Now Assist can create playbooks
automatically based on business process
descriptions, eliminating the need to manually
design multi-step guided workfows.

For more information, see Playbook
generation.

Document Intelligence Built-in Al capabilities extract meaningful
data from unstructured files like scanned
documents and PDFs, making them actionable
within automated workflows. This turns static
documents into structured data that can
trigger automations.

For more information, see Document
Intelligence @.

Knowledge Graph with Al Uses Al to cluster data insights, translate
raw data into meaningful visualizations, and
discover relationships between different
data points across your enterprise. This
contextualizes data so Al agents understand
how information relates across systems.

For more information, see Knowledge Graph &|

Al Agent Execution on Connected Data ServiceNow Al Agents leverage the
unified data withinWorkfiow Data Fabric to
autonomously execute multi-step tasks.
They use advanced reasoning to understand
context from multiple systems, make
decisions, and take actions like creating
tickets, assigning work, or triggering scripts—
all automatically based on real-time data.

For more information, see Now Assist Al
agents &.
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Al automation capabilities (continued)

Al tool Description

Predictive Intelligence and AlOps Machine learning algorithms analyze patterns
in the connected data to predict issues before
they occur, automatically route work to the
right teams, and proactively resolve incidents.

For more information, see Predictive
Intelligence @.

User interface and experiences

Learn about user interfaces and tools for building them as you create applications on the
ServiceNow Al Platform.

What is an experience on the ServiceNow Al Platform

Discover what a user interface experience is on the ServiceNow Al Platform.

An experience in the ServiceNow Al Platform is a user interface designed to deliver a cohesive,
intuitive, and personalized way to accomplish tasks on the platform. It’s not just a Ul, but a
structured approach to how users engage with applications, data, and workflows.

Experiences evolved from forms and lists in the classic Ul, which exposed the underlying data
model. Portals introduced targeted Uls. The Next Experience unifies these approaches, offering
configurable workspaces and updated navigation.

Why experiences matter

» They can drive productivity by reducing clicks and consolidating tools.
» They improve engagement through personalization and role-based content.
» They surface insights by embedding analytics and contextual data into workfiows.

» They support flexibility and scalability, enabling you to adapt the Ul for different use cases
without heavy coding.

Core characteristics of an experience

1. Experiences provide unified navigation and personalization.
o All applications in an instance can have a single, streamlined interface.
o Users can access contextual menus, notifications, and search from one place.

o Landing pages can be role-specific, showing relevant tasks and content immediately after
logging in successfully.

2, Experiences are configurable and extensible.
o Experiences are built on a framework that supports:
= Component creation and modification

= Layout and theming
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= State management and client scripting

= Extension points for custom behaviors

o This framework enables you to create tailored interfaces without rebuilding core Ul logic.

3. Experiences are integrated with analytics and insights.

o Experiences often include Platform Analytics, enabling you to visualize KPIs, dashboards,

and trends directly within the interface.

© Natural language queries and filters enhance decision-making.

Service Portal vs Workspace

Understand the similarities and differences between a Service Portal and a Workspace on the

ServiceNow Al Platform.

When to choose which

« Use Service Portal for enterprise self-service front doors, such as an employee center or

customer portal.

« Use a Workspace when you need a single location for agents and fulfillers to triage,

collaborate, resolve records, and view analytics.

Similarities between Service Portal and Workspace

« Better user experience than classic forms and lists.
« Configurable without heavy coding.
« Mobile-friendly.

« Support responsive layouts.

« Find catalog items and knowledge with Al search when licensed and configured.

Differences between Service Portal and Workspace

Service Portal Workspace

Primary audience Requesters (employees,

customers, partners)

Branded self-service site
for requester browsing,
requesting, and approvals

Purpose

Ul Framework AngularJS-based widgets,

pages, themes

Configuration tools Service Portal Designer and

Branding Editor

Base system options Employee Center portal for

user self-service
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Fulfillers or agents handling
cases, incidents, and tasks

Task-centric workbench
for triage, resolution, and
collaboration

Next Experience Ul withUI
Builder and web components

Ul Builder for pages, variants,
components, and declarative
actions

Configurable workspaces (for
example, Service Operations
Workspace and CSM
Configurable Workspace)
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Service Portal Workspace

Navigation Portal menus and topic pages Unified Navigation with multi-
tab sessions
Analytics Portal usage analytics and Embedded analytics, KPIs,
optional Al Search and agent assist features
Upgrade path Migrate to Employee Center Move from classic Agent
for an updated taxonomy Workspace to Configurable
Workspaces

Learn about personas when creating applications

Learn about personas and how to analyze personas before creating an application on the
ServiceNow Al Platform.

Before creating an application, you should understand who will use the application and why.
Personas provide a mental model of the user’s goals, behaviors, and pain points. They help
teams design experiences that align with real-world workflows rather than assumptions.
Applications built without persona-driven design often lead to fragmented experiences, forcing
users to jump between resources and slowing adoption.

Common personas
Applications created in the ServiceNow Al Platform typically serve multiple personas that have
different responsibilities including the following:

« Low-Code developers, including business users or process owners, may use Creator Studio to
build request-fulfillment apps without writing code.

« Platform developers are tech-savvy but not formally trained in coding. They may use
ServiceNow Studio to build applications and maintain them through their lifecycle.

« Professional developers are skilled in scripting and advanced customization, and may work
alongside citizen developers to extend functionality beyond low-code boundaries.

« IT agents (users with the ITIL role) handle incidents, service requests, and asset management.
They may need mobile-friendly applications for quick ticket resolution and on-call scheduling.

« Administrators manage roles, security, and governance, and may also do development work.

« End Users (requesters) are employees or customers initiating requests, approvals, or browsing
knowledge. Their experience should be simple, branded, and accessible through portals such
as Employee Center.

Researching personas

« Interview stakeholders to uncover goals and pain points.

« Identify similarities and differences among roles using existing persona information, such as
persona foundation cards or internal libraries.

« Analyze existing applications (especially similar ones) and usage patterns in your instance.
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Key considerations

« Avoid rigid persona silos. Many roles overlap (for example, admins often act as developers and
vice versa). Design flexible experiences that accommodate hybrid responsibilities.

« Map tasks to outcomes. Focus on what users must accomplish rather than just their job title.
This approach helps avoid over-engineering features that don’t add value.

« Plan for scalability. Use configurable workspaces and templates aligned with persona needs to
reduce maintenance overhead.

Tools for building user interfaces in applications

Learn about the tools available on the ServiceNow Al Platform for building user interfaces in
applications.

Ul Builder

Ul Builder is a visual, drag-and-drop page builder for workspaces and custom web experiences
using Next Experience components. Assemble pages, variants, layouts, bind data, and wire
events inside the browser. A Now Assist integration is available to help with component
configuration and data binding.

For more information, see Ul Builder.

ServiceNow Studio and ServiceNow IDE

ServiceNow Studio is a centralized, integrated development environment (IDE) that enables you
to build applications, including creating, editing, and managing their user interfaces. Platform
developers can create and edit Ul elements in ServiceNow Studio, while pro developers can do
more advanced customization using JavaScript and ServiceNow Fluent in the ServiceNow IDE.

For more information, see ServiceNow Studio and ServiceNow IDE.

Now Assist for Creator

Use Now Assist for Creator to generate Ul components and layouts using natural language
prompts.

For more information, see Now Assist for Creator.

Configurable Workspace

Configurable Workspace provides focused, role-based Uls (for example, Agent Workspace
and Service Operations Workspace). You open, modify, and customize these experiences in Ul
Builder, including record pages, tabs, side panels, and landing pages. Add standard or custom
components to workspace record views and modals.

For more information, see Configurable Workspace Ul &.

Theme Builder

Create and manage themes for the Next Experience Ul. Style colors, typography, and imagery.
Publish themes across web and mobile experiences.

For more information, see Working with themes in Next Experience &.
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Next Experience components and Ul Framework

Prebuilt, reusable web components for user interfaces that you configure in Ul Builder. For use
cases not covered by the base system components, you can build custom components with the
ServiceNow CLI and the Next Experience Ul Framework.

For more information, see Working in the Next Experience Ul &.

Service Portal Designer

Use Service Portal Designer to layout pages and drag widgets, manage branding, and set access
rules for a service portal.

For more information, see Create and edit a page using the Service Portal Designer &.

Employee Center

Employee Center is a more scalable, unified, and Al-driven experience compared to Service
Portal. Employee Center offers no-code customization for branding and layout.

For more information, see Employee Center @&.

Table Builder, Form Builder, and Form Designer

Graphical tools for configuring form views, sections, annotations, related lists, and formatters on
Core Ul forms. Table Builder (Forms tab) is the newer, visual experience for designing multiple
views and elements; Form Designer remains available.

For more information, see Table Builder and Accessing Form Builder.

Use Al to build apps faster

Learn about the suite of Al tools available on the ServiceNow Al Platform and how you can use
them to build applications more efficiently.

When developing applications on the ServiceNow Al Platform, you can use Al to help speed up
the development process. ServiceNow has a suite of Al assets and products that can enable you
to develop applications and app metadata more efficiently. Whether you're looking to expedite
individual development tasks, or build entire applications through vibe coding, ServiceNow has
the Al tools that you need to supercharge your development.

Contextual assistance

Now Assist for Creator contains Al assets that provide contextual assistance for handling
development tasks more efficiently.

The ServiceNow Now Assist for Creator application contains Al assets, such as skills, Al
agents, and agentic workflows, that are integrated into existing ServiceNow products to deliver
contextual assistance in products you're already familiar with using.

For example, the app generation skill is embedded in ServiceNow Studio, enabling you to
generate applications in the ServiceNow Studio developer experience using natural language
text prompts.

In addition to the app generation skill, Now Assist for Creator contains Al assets for each stage
in the app development process, such as generating code, Ul experiences, Automated Test
Framework (ATF) test suites, and more.

For more information, see Now Assist for Creator.
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Vibe coding

Vibe coding is an Al-driven approach to app development in which you build applications
through conversations with Al. On the ServiceNow Al Platform, developers can use Build Agent
to vibe code entire applications.

Build Agent is an Al agent designed for developers within ServiceNow Studio and the
ServiceNow Integrated Development Environment (ServiceNow IDE). It can act an autonomous
Al agent capable of independently generating a complete ServiceNow ™ scoped or global
application.

Vibe coding differs from contextual assistance in that Build Agent builds each app component
for you in the development experience of your choosing (ServiceNow Studio or the ServiceNow
IDE). Rather than having to navigate from one development tool to another to build your
application, Build Agent handles building each component independently, while you continue to
describe and refine what you need conversationally.

For more information, see Vibe coding and Al-assisted development on the ServiceNow Al
Platform.

General guidelines for Al-assisted development

When using Al-assisted tools to build or vibe code applications and app components on the
ServiceNow Al Platform, the quality of the output depends on the quality of your instructions. Use
these guidelines to write effective instructions and improve the products of your conversations
with Al tools.

A prompt or instruction is the primary input an Al tool uses to determine what to produce. Unlike
a keyword search, generative and agentic Al treats your input as a task to complete. The quality
of the output depends directly on the quality of the input. Therefore, instructions that are clear
and specific produce the most accurate, usable results. A well-constructed instruction includes
a goal, context, expectations, and optionally a source. Use the following guidelines to help you
draft your instructions.

Goal

A goal describes what you want the Al to produce or do. In describing your goal,
lead with an action verb and be specific. For example, Create a table
for travel requests with fields for employee name,
destination, and trip duration.

Context

Context describes the purpose of the application and the types of users it serves.
Context helps the Al to generate appropriate roles, permissions, and interfaces.

Expectations

Expectations describe how the application or output should look and sound. In your
expectations prompts, specify tone, format, and structure.

Source

If there are specific information or resources the Al should use to generate your
application or app component, describe those sources in your instructions. For
example, direct the Al to specific tables or existing knowledge articles.

When working with Build Agent or Now Assist for Creator skills such as app generation, these
guidelines apply across the entire conversation, rather than just a single prompt. For detailed
guidance and examples, see General guidelines for using app generation.
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© Important:

Regardless of which Al tool you use, be sure to review Al-generated output before
deploying the application or app component to a production instance. Verify that tables,
fields, lows, scripts, and access controls match your requirements, and test generated
logic to confirm that it behaves as expected.

Additional resources
See the following additional resources for more information about prompting Al.

« General guidelines for writing instructions for generative Al large language models (LLMs) @
« General guidelines for using app generation

» Now Assist for Creator skill and prompting guides &

Choosing your build approach

Understand when to use Al-assisted tools like the app generation skill with Now Assist for
Creator and Build Agent versus when to build an application manually on the ServiceNow Al
Platform.

ServiceNow offers a spectrum of development approaches, from Al-driven app generation to
fully manual builds. The right approach depends on the complexity of your application, how well
defined your requirements are, and how much control you need over the implementation details.
Many projects benefit from a hybrid approach, using Al tools to accelerate routine work while
applying manual techniques where precision matters most.

When to use Al-assisted tools

Al-assisted tools are most effective when you want to accelerate development, reduce repetitive
work, or quickly explore what is possible on the ServiceNow Al Platform. Consider using Build
Agent or the app generation skill available with Now Assist for Creator when your project meets
one or more of the following conditions:

Requirements are clear and well-scoped.

Al tools perform best when you can describe the application's purpose, key data
model, and core workflows in plain language. If you can explain the app in a few
sentences, Al can often produce a useful starting point quickly.

You're prototyping or validating an idea.

The app generation skill and Build Agent can generate a working application
scaffold in minutes, making it easy to test assumptions with stakeholders before
committing to a full build.

The application follows common patterns.

Apps that rely on standard ServiceNow patterns, such as request management,
approval workflows, or record-keeping, are well-suited for Al generation because
these Al tools are trained on standard ServiceNow patterns.

You want to accelerate individual development tasks.

Even if you plan to build most of an app manually, contextual skills within Now Assist
for Creator can help with discrete tasks such as generating flows, writing scripts, or
creating business rules, saving time without requiring a full Al-driven build.

You're newer to using the ServiceNow Al Platform.

Al tools can help developers who are less familiar with ServiceNow conventions by
generating conformant app structures and metadata, which you can then learn from
and extend.

© 2026 ServiceNow, Inc. All rights reserved. 28
ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.
Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.


https://www.servicenow.com/docs/access?context=llm-instruction-guidelines&version=australia&pubname=australia-intelligent-experiences&ft:locale=en-US
https://www.servicenow.com/docs/access?context=llm-instruction-guidelines&version=australia&pubname=australia-intelligent-experiences&ft:locale=en-US
https://www.servicenow.com/docs/access?context=llm-instruction-guidelines&version=australia&pubname=australia-intelligent-experiences&ft:locale=en-US
https://www.servicenow.com/community/now-assist-for-creator-articles/now-assist-for-creator-skill-and-prompting-guides/ta-p/3125858
https://www.servicenow.com/community/now-assist-for-creator-articles/now-assist-for-creator-skill-and-prompting-guides/ta-p/3125858
https://www.servicenow.com/community/now-assist-for-creator-articles/now-assist-for-creator-skill-and-prompting-guides/ta-p/3125858

servicenow.

When to build manually

Manual development gives you direct control over every aspect of your application. Consider a
manual approach when your project has characteristics that Al tools may not handle well:

Requirements are complex or highly specialized.

Applications with intricate data relationships, advanced security requirements, or
non-standard integration patterns may require design decisions that Al tools cannot
reliably make. Manual development enables you to apply domain expertise at every
step.

You need precise control over the implementation.

When performance, scalability, or specific ServiceNow Al Platform behaviors are
critical, building manually helps to verify that the implementation meets your exact
specifications without requiring significant rework of Al-generated output.

The application has extensive custom business logic.

If your workflows involve complex conditional logic, multi-step orchestration, or
heavy scripting, manually authoring that logic gives you greater reliability and easier
long-term maintenance.

You're extending or modifying an existing application.

When working within an established application that has its own patterns, naming
conventions, and data model, manual development can enable consistency and
help to avoid conflicts that Al-generated components might introduce.

Governance or Compliance requirements demand manual oversight.

In environments where every configuration decision must be documented and
reviewed, manually building and reviewing each application component may be
more appropriate than reviewing and accepting Al-generated output.

Combining Al and manual techniques

Al and manual app development are not mutually exclusive. A common strategy is to use Build
Agent or the app generation skill to create an initial application scaffold, and then refine the
result manually. For example, you might generate the data model and basic views with Al, and
then hand-author complex business rules, integrations, and access controls. This approach can
significantly reduce your time to value, while preserving full developer control over the parts of
the application that matter most.

Adding Al to your apps

Learn about how you can add Al assets, such as skills, Al agents, and agentic workflows, to your
custom apps using Now Assist for App Engine.

In addition to using Al to create applications, you can also add Al experiences to custom
applications, enabling end-users to leverage Al capabilities in custom apps at runtime. For
example, you could create a custom skill that summarizes a record within a table, or you could
automate an entire workflow using an agentic workflow.

Al assets

Learn about the Al assets that you can create on the ServiceNow Al Platform.

There are three types of Al assets that you can create on the ServiceNow Al Platform: skills, Al
agents, and agentic workflows. Each Al asset type serves a different purpose and suits different
use cases. Learning about what each asset is can help you decide how to approach adding Al to
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your custom applications. For detailed guidance about choosing the right asset type for your use
case, see Choosing the right Al capability.

Skills

A skill is a generative Al capability that completes a specific task for a defined
use case. You provide the skill with an input, typically a record from a table in
your application, and the skill uses an underlying large language model (LLM)

to generate an output, such as a summary or a block of text. Skills are the most
contained Al asset type and are a good starting point if you want to add a single,
focused Al capability to your custom app. You can invoke skills conversationally
through the Now Assist panel, through Ul actions such as buttons on a record, or
through Virtual Agent.

Al agents

An Al agent is a generative Al capability that follows a set of LLM instructions and
uses tools to carry out a role. Unlike skills, which complete a single task, Al agents
can make decisions and take a series of actions based on their instructions and the
data available to them. Al agents are well suited to use cases where there might be
more varied situations with different operations and solutions.

Agentic workAows

An agentic workflow combines one or more Al agents to accomplish a broader
objective. An Al Agent Orchestrator coordinates the work between agents, directing
each one to perform its part of the overall task. Agentic workflows are appropriate
when the outcome requires multiple agents working in sequence or in parallel.

For example, classifying a request, retrieving relevant records, and generating a
recommended response in a single end-to-end workflow.

For each asset type, you can use preconfigured Now Assist Platform assets as a starting point
and modify their underlying structure to fit your app's use case. Or you can build custom Al
assets tailored to your app from scratch. Preconfigured assets are designed for existing platform
use cases and typically require significant reconfiguration to work within custom applications.
Custom Al assets can be designed for your specific tables, fields, and workflows from the
beginning. For more information, see Al capabilities for enhancing custom applications.

Platform and App Engine tools

To create Al assets and integrate them into your custom applications, you can use a combination
of Platform tools and Now Assist for App Engine.

Now Assist for App Engine enables you to use ServiceNow Al Platform tools such as Now
Assist Skill Kit, Al Agent Studio, Now Assist Data Kit, and Al Control Tower to create, modify, and
maintain Al assets for use in custom applications.

Now Assist Skill Kit

Use the Now Assist Skill Kit to create custom skills for your application. You define
the skill input, the prompt that instructs the LLM, and how the output is surfaced to
your app users. For more information, see Now Assist Skill Kit &.

Al Agent Studio

Use Al Agent Studio to build custom Al agents and agentic workflows. You define
the agent's role, its step-by-step instructions, and the tools it has access to. For
more information, see Al Agent Studio &.

Now Assist Data Kit
Use the Now Assist Data Kit to build and maintain datasets for evaluating the
quality of your custom skills before deploying them to your application. For more
information, see Now Assist Data Kit &.
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Document Intelligence

Use Document Intelligence to incorporate generative Al capabilities directly into
your flows and playbooks. For more information, see Now Assist in Document
Intelligence @.

Virtual Agent

Use Virtual Agent to create Al-powered conversational experiences within your
application. For more information, see Now Assist in Virtual Agent &.

Al Control Tower

Use Al Control Tower to monitor, manage, and govern the Al assets in your
application once they are deployed. Al Control Tower provides a centralized
inventory of your skills, Al agents, and agentic workflows, along with visibility into
their performance and lifecycle status. For more information, see Al Control Tower &.

To learn more about Now Assist for App Engine, see Tools included with Now Assist for App
Engine. For a complete list of tools and skills available with Now Assist for App Engine, see the
product listing in the ServiceNow Store &@.

Maintaining Al assets

There are important maintenance considerations for applications that include Al assets, which
go beyond the maintenance practices for traditional custom applications. Learn about how to
maintain applications that contain Al assets on the ServiceNow Al Platform.

Al assets introduce additional considerations for application maintenance. Unlike traditional
components, Al assets can decrease in quality over time even when nothing in the application is
technically broken, because their output depends on the data in your tables, the instructions you
have written, and how users interact with them. Regularly evaluating Al assets helps to ensure
that they continue to produce output that is accurate, reliable, and aligned with your users'
needs.

Al Control Tower is the primary tool for monitoring and managing Al assets after deployment.

Al Control Tower provides a centralized view of your skills, Al agents, and agentic workflows,
including their performance, usage, and lifecycle status, so that you can identify issues and take
action before they affect your users. For more information, see Al Control Tower &.

Build your first application

Build, configure, and deploy custom apps from a single development environment, ServiceNow
Studio. ServiceNow Studio gives admins and developers integrated tools to create app files, edit
scoped and global app metadata, and package changes for deployment.

ServiceNow Studio features streamlined navigation to applications and metadata, integrated low-
code tools, efficient tracking and packaging of development work that accelerates development
processes and enhances productivity. Though you can begin building with the classic lists and
forms on the platform, beginning in ServiceNow Studio gives you a head start with some basic
app elements.

ServiceNow Studio features and benefits

Use ServiceNow Studio to build, manage, and deploy apps faster in a single development
environment. It provides the following features for admins and delegated developers.
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« Al-native design: Use the generative and agentic Al capabilities in ServiceNow Studio to build
apps faster and extend custom applications with Al. For more information, see Working with
Now Assist tools and Al files in ServiceNow Studio.

« Build Agent: Use Build Agent, an autonomous Al agent, to create and update applications in
ServiceNow Studio. For more information, see Build Agent in ServiceNow Studio.

« Integrated builders: Access low-code builders available in the ServiceNow Al Platform,
including Table Builder and Aows in Workflow Studio, alongside app development tools. For
more information, see Access integrated development tools and builders in ServiceNow
Studio.

« Al and code search: Search for any application or metadata record in your instance using Al
Search and standard code search. For more information, see Find an app or app file using
Search and Find an app or app file using the Navigator panel.

« Accelerated deployment: Create and package apps for deployment using update sets,
pipelines, or the Application Repository without leaving ServiceNow Studio. For more
information, see Working with update sets in ServiceNow Studio and Publish app changes to
the Application Repository from ServiceNow Studio.

« Choose your development experience: Switch between development environments using the
experience switcher in ServiceNow Studio to use the best tool for each stage of your project.
For more information, see Change your development experience in ServiceNow Studio.
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« Create apps and files: Create apps and files in any scope that you have access to edit,
including the global scope. For more information, see Create an application in ServiceNow
Studio and Create an app file in ServiceNow Studio.

« Global and custom scope: Open and edit files of any scope you have access to, including
global and custom files. The scope switches automatically when you switch between open files
in different applications. For more information, see Open apps and app files across scopes in
ServiceNow Studio.

Other options for building apps

ServiceNow Studio is the best option to get started creating apps fast. However, there are other
options for getting started building an application.

« App Engine Studio and Creator Studio enable you to build simple applications, which you can
edit further in ServiceNow Studio.

For more information, see Creator Studio and Build apps using App Engine Studio.

« ServiceNow IDE enables you to create and develop scoped applications in source code in an
integrated development environment (IDE). Apps created in the ServiceNow IDE are converted
to Fluent and deployed through the IDE. However, most IDE apps can also be updated in
ServiceNow Studio.

For more information about pro-code development, see ServiceNow IDE.

« Custom tables generate lists and forms—lists display multiple records in a spreadsheet-like
view while forms show detailed information for a single record. The typical development
pattern is: create your custom table, customize the form layout for data entry, configure the list
view for browsing records, then add Ul policies, scripts, and actions to control behavior.

For more information about developing using classic lists and forms, see ServiceNow Al
Platform® forms, fields, and lists @.

Tables and data models

Tables are the foundation of ServiceNow applications, as they define what data you're storing
and how it's structured. Each table consists of fields (columns) that hold specific data types such
as strings, dates, numbers, and references to other tables.

When you create a table, ServiceNow automatically generates the underlying database structure,
forms, and lists.

Table relationships
ServiceNow uses reference fields to connect tables together.

» One-to-many: Most common relationship. Example: One user can have many incidents
assigned to them. You add a reference field on the "many" side (incident) pointing to the "one"
side (user).

« Many-to-many: Requires an intermediate table. Example: Users can have multiple roles, and
roles can be assigned to multiple users. You create a junction table with two reference fields.

« Related lists: Automatically appear on forms to show connected records from other tables
based on reference fields.
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Table extension (inheritance)

ServiceNow supports table extension where child tables inherit all fields and functionality from
parent tables.

« Most custom tables extend from the Configuration items [cmdb_ci] table, task (workflow items),
or standalone tables.
« Child tables inherit all parent fields automatically plus their own custom fields.

« Table extension reduces redundancy, enables consistent reporting across similar record
types, and enables polymorphic queries.

Example: The Incident, Problem, and Change tables all extend the Task table, inheriting fields
like assignment, state, and priority while adding their own specific fields.

Building a data model

Plan your data model carefully before building an application on the ServiceNow Al Platform. It
defines what information you're managing, how it connects, and ultimately determines what your
application can do.

Why build the data model first?

Your data model is the blueprint for your entire application. It defines what information you're
managing, how it connects, and ultimately determines what your application can do. Getting the
data model right from the start saves massive refactoring effort later, because everything else—
forms, lists, workflows, reports, integrations—is built on top of this foundation.

Think of it like building a house: the data model is your foundation and framing. You can change
the paint color (Ul) or add new rooms (features) easily, but changing the foundation after
construction is expensive and disruptive.

Planning considerations

« Normalization: Avoid duplicating data. Instead of storing customer name/address on every
order, reference a customer table.

« Naming conventions: Use clear, consistent prefixes for custom fields (like u_ for user-created
fields) and descriptive names.

« Field types: Choose appropriate types for the data you're gathering.

o String for text

@]

Integer/Decimal for numbers

o Reference for relationships

[}

Choice for dropdown options

O

Date/DateTime for temporal data
o Boolean for true/false flags

« Performance considerations:
o Don't create unnecessary fields, they slow down queries and forms.
o Use indexed fields for frequently searched/filtered columns.

o Consider table partitioning for very large data sets.
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« Required vs Optional fields: Mark fields as mandatory only when truly necessary for data
integrity.

« Choice lists: Define standardized dropdown options to ensure data consistency rather than
allowing free text.

Application scope

Tables belong to an application scope - a namespace that isolates your app's data and logic. This
helps prevent naming conflicts and allows for cleaner packaging/deployment. Custom tables are
prefixed with your scope (like x_12345_myapp_customer).

Design process

1. Identify entities: What "things" does your app need to track? (Customers, Orders, Products,
etc.)

2, Define attributes: What information about each entity do you need to store?

3. Map relationships: How do these entities connect to each other?

4, Choose parent tables: Will you extend existing tables or create standalone ones?
5. Create tables and fields: Use ServiceNow Studio to build your schema.

6. Set up access controls: Define who can create, read, write, and delete records.

Deployment

Deploying custom applications from development to non-production and production
instances is one of the most critical processes in ServiceNow platform management. Knowing
the ServiceNow application deployment life cycle, including migration methods, security
considerations, and organizational best practices ensures stability, security, and traceability.

Key ideas for your deployment

« Use application-scoped deployments and source control over update sets whenever possible.

« Leverage ReleaseOps, App Engine Management Center/Pipelines and Deployments, or
System Update Sets depending on your organization's chosen management method.

« Always test in non-production before deploying to production.

« Implement access control lists (ACLs), role-based access control, and Instance Scan checks
as part of every deployment.

« Find out what your platform owner has standardized and follow that protocol.

Moving applications between instances

ServiceNow applications are built in Development instances, then promoted through Test and
Production environments using update sets or the Application Repository to package and
migrate changes. This multi-instance workflow ensures applications are thoroughly tested before
reaching end users in Production.

Instance types

Development environments typically follow a multi-instance architecture. Each instance serves a
distinct purpose in the application life cycle.
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« Development (DEV): Build and iterate apps.
« Testing/QA (TEST): Validate and test changes.
« Staging/UAT (STAGE): Validate and test changes.

« Production (PROD): Live environment that powers daily business operations.
Core principle

The core principle is straightforward: never develop directly in production. All configuration and
code changes originate in DEV, flow through one or more non-production validation stages, and
arrive in PROD only after passing quality checks including automated testing, Instance Scan
checks, and stakeholder approvals.

When moving an application, every artifact associated with that application scope—business
rules, script includes, Ul pages, ACLs, tables, flows, and so on must travel together as a coherent
unit. Partial deployments create version mismatches and are a leading source of production
incidents.

Security considerations for instance movement

Credential isolation

Integration credentials, API keys, and OAuth tokens must never be promoted
from development to production. Use system properties marked as private or
environment-specific credential stores.

ACL validation

Run Instance Scan on every deployment to verify that ACLs follow least-privilege
principles. Empty or overly permissive ACLs are a common security gap.

Role separation

Developers should not have admin access in production. Use dedicated
deployment service accounts with only the roles necessary to install applications.

Data protection

Confirm that test data in non-production does not contain unmasked production PII.
Use data masking or anonymization during clone operations.

The ServiceNow Store and private application repositories

The ServiceNow Store provides two main repository mechanisms for application distribution: the
ServiceNow® Store and private (company) application repositories.

ServiceNow® Store

The ServiceNow® Store is the public marketplace where ServiceNow and certified
partners publish applications. Store applications are installed through the
Application Manager and receive updates through the same channel. You do not
publish your custom applications unless you're a certified ISV partner.

Private Application Repository

A private application repository is your company’s internal repository, shared across
all connected instances. When you publish a scoped application from ServiceNow
Studio, it is stored in the application repository. Connected non-production

and production instances can then install or upgrade to specific versions. The
application repository tracks version history, handles dependency resolution, and
protects instance-specific settings (like private system properties) from being
overwritten during installation.
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How does the Application Repository work?

« Develop your scoped application in development using ServiceNow Studio or App Engine
Studio.

« Publish a versioned release to the application repository, such as v1.0.0, v1.1.0.

« On the target instance (test or production), navigate to Application Manager and install the
desired version.

 Review the skip logs for any records that were protected from overwrite due to local
modifications.

© Important: Do not mix Application Repository and System Update Sets deployment
methods for the same application. Combining these approaches may cause skipped
changes, commit errors, and version tracking failures.

Security considerations for repositories

The Application Repository respects cross-scope access privileges, which means an installed
application on production cannot be edited in the ServiceNow Studio. It can only be updated
through a new published version.

This is a critical security control that helps prevent unauthorized modifications in production.
Confirm that only authorized developers have the admin or application_creator roles needed to
publish to the Application Repository in development.

Managing application versions

Semantic versioning (Major.Minor.Patch) is the standard approach for ServiceNow applications.
Each time you publish from ServiceNow Studio, you assign a version number, which gives your
team a clear audit trail of all changes.

Major version, such as 2.0.0

A major version represents breaking changes, schema modifications, or significant
feature additions.

Minor version, such as 2.2.0

A minor version represents new features or enhancements that are backward-
compatible.

Patch version, such as 2.21

A patch version represents bug fixes and hotfixes with no functionality changes.

When using source control, such as Git, version branches or tags align with published versions
in the application repository. This provides a dual record: the Git repository holds the source of
truth for code history, while the Application Repository holds the deployable packages. If you
must deploy a hotfix while phase 2 development is in progress, then create a branch from your
current production version tag, apply the fix, publish that branch as a patch version, and install it
on production without disrupting ongoing development work.

Deployment management options

ServiceNow offers multiple management options for orchestrating deployments. Your choice
depends on your organization’s maturity, licensing, and operational preferences. You can choose
between ReleaseOps, App Engine Management Center Pipelines and Deployments, or System
Update Sets.
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Management option tools

Capability

Introduced

Deployment unit

Automation

Version tracking

ReleaseOps

Zurich release (2025)

System Update Sets
with automated
pipeline.

Playbook, automated
validation, and
pipeline orchestration.

With update set
batches and release
packages.

App Engine
Management Center
Pipelines and
Deployments

San Diego release
(2022)

Application versions
with Application
Repository.

Guided pipelines
with approval gates,
Automated Test
Framework, and
Instance Scan.

Full semantic
versioning in the
application repository.

System Update Sets

Legacy (platform
foundation)

Grouped configuration
changes.

Manual: retrieve,
preview, commit.

Limited (update set
names only).

Best for: Organizations wanting Teams building Quick operational
automated CI/CD- custom scoped changes, global scope
style pipelines for any applications with App configuration, legacy
deployment type. Engine products. workfows.

Licensing Included with Included with App Included with
platform. Engine. platform.

ReleaseOps

ReleaseOps is the deployment orchestration tool introduced with the Zurich release. It provides
automated pipelines that move update sets from development through test to production with
built-in validation steps called Playbook.

ReleaseOps uses the multi-instance framework (MIF) to coordinate across instances. It can be
installed on all participating instances with the Application Manager. It supports on-demand
deployments and scheduled release trains.

For more information, see ReleaseOps.

App Engine Management Center Pipelines and Deployments

App Engine Management Center has been available since the San Diego release. It provides a
centralized dashboard for monitoring custom application development, managing deployment
pipelines, and governing developer access. Pipelines and Deployments within App Engine
Management Center orchestrate the movement of application versions through configurable
pipeline stages with built-in quality gates. The built-in quality gates include Automated Test
Framework execution and Instance Scan checks. App Engine Management Center also
generates change requests for each deployment, providing audit trail and compliance
documentation.

For more information, see App Engine Management Center.
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System Update Sets

System Update Sets are the original deployment mechanism on the ServiceNow platform. They
capture configuration changes as a group that can be transferred between instances with XML
export/import or remote instance retrieval. While System Update Sets remain widely used,
especially for global scope changes and operational teams, they lack the version management,
automated validation, and pipeline orchestration that modern tools provide. They are also prone
to human error. Scope contamination, missing dependencies, and ordering issues are common
pitfalls.

For more information, see System updalte sets.

Standard operating procedure for deployment

Every ServiceNow organization should have a documented deployment standard operating
procedure. The procedure should specify the approved method for orchestrating deployments,
the pipeline stages and approval gates, and the roles authorized to perform deployments.

Pre-deployment checklist

« Confirm your organization’s approved deployment method with your platform owner or release
manager. The approved methods include ReleaseOps, App Engine Management Center
Pipelines and Deployments, and System Update Sets. For more information, see Deployment
management options.

* Run Instance Scan against your application to check for security violations, coding standard
issues, and guideline deviations.

« Execute all Automated Test Framework suites and verify they pass.

« Review access control lists (ACLs) to confirm they follow least-privilege principles with no
empty or overly permissive rules.

« Verify that credentials, API keys, and environment-specific properties are isolated using private
system properties.

« Submit and obtain required change request approvals according to your organization’s change
management process.

« Deploy to non-production first, validate thoroughly, then promote to production only after all
quality gates pass.

Deployment pipeline security

Your deployment standard operating procedure should explicitly address the following security
requirements:
Multifactor authentication (MFA)
Use multifactor authentication for all interactive accounts that perform deployments.
IP allow listing
Use IP allow listing for service accounts used in automated pipelines.
Credential rotation schedules
Use credential rotation schedules for integration accounts.
Auditlogging
Use audit logging of all deployment actions.
Rollback procedures
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Use rollback procedures in case a deployment introduces a security regression.

Guidelines for using source control

Source control (Git) combined with the Application Repository is the preferred deployment
method for custom scoped applications. Using System Update Sets is also an approved
deployment mechanism for application development.

Why use source control?

Full change history

Git provides a complete, auditable record of every change, such as who made
it, when, and why, with the ability to use diff, review, and revert functions at the
individual file level.

Branching and parallel development

Multiple developers can work on different features simultaneously without
conflicting update sets.

Code review workfows

Pull requests and merge reviews enforce peer review before any change is
published, reducing errors and security oversights.

Versioned releases

Tags and branches map directly to Application Repository versions, enabling
reliable rollbacks and hotfix workflows.

CI/CD integration

External CI/CD tools such as Jenkins, GitHub Actions, and Azure DevOps can
trigger builds, tests, and deployments using the ServiceNow SDK and CLI.

When are System Update Sets appropriate?

System Update Sets retain value for quick operational changes to the following:

» Global-scope configurations.

« Emergency hotfixes when the full source control pipeline would introduce unacceptable delay.
« Organizations still transitioning from legacy development practices.

« Changes to ServiceNow® Store or plugin applications where the Application Repository
workflow doesn’t apply natively.

Even in these scenarios, consider using Instance Scan checks on your System Update Sets
before committing them, and batch related update sets to reduce deployment complexity.

Security guidelines

Enforce least privilege through access control lists (ACLs)

Define custom application-specific roles rather than relying on broad system roles.
Configure ACLs to use the evaluation order of roles first, then conditions, then
scripts for optimal performance and security.

Use deny-by-default

The glide.sm.default_mode property should remain in Deny mode so that wildcard
ACLs restrict access to admin-only by default.

Run Instance Scan automatically
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Configure Instance Scan to run against System Update Sets and application
deployments. This catches empty ACLs, overly permissive access, and coding
standard violations before they reach production.

Protect cross-scope access

Configure application cross-scope access privileges deliberately. Do not default to
open access for all scopes.

Implement multi-factor authentication and IP restrictions

All interactive accounts performing deployments should use multi-factor
authentication. Service accounts for automated deployments should be restricted
by IP range and have tightly scoped roles.

Audit everything

Use Access Analyzer to regularly review user, group, and role permissions. Forward
deployment logs and Access Control activity to your SIEM platform for monitoring.

Separate data from code

Application data records are not included in Application Repository deployments.
Manage reference data and seed data through separate, controlled processes with
appropriate data classification.

Deployment method decision matrix

The following table shows the scenario and recommended deployment approach:

Deployment method approach

Scenario Recommended approach

New custom scoped application Use source control + Application Repository
+ App Engine Management Center Pipelines
and Deployments, or ReleaseOps.

Global scope configuration changes Use System Update Sets with Instance Scan
or global application using the Application
Repository.

Emergency production hotfix Use System Update Sets for speed and back

port into source control (Git) immediately after.

Citizen developer app from App Engine Studio Use App Engine Management Center
Pipelines and Deployments with a guided
approval workflow.

Multi-team release coordination: Use ReleaseOps with release trains and
playbook validation.

Learning about developing on the ServiceNow Al Platform

Using the ServiceNow Creator Workflow products, you can create intuitive experiences that run
on the powerful ServiceNow Al Platform.

In this document

Use this document to discover how to:
« Find all ServiceNow developer products

» Understand low-code and pro-code development
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e Understand ServiceNow licenses
» Get support as a developer
e Understand the various ServiceNow user interfaces

« Learn the basics of being a developer
Please use the reader feedback feature to suggest additional topics.

What's new

Build apps smarter and deliver them faster with the new ServiceNow Studio. ServiceNow
Studio empowers platform developers with a modern, unified environment for building on the
ServiceNow Al Platform. ServiceNow Studio features streamlined navigation to applications and
metadata, integrated low-code tools, efficient tracking and packaging of development work that
accelerates development processes and enhances productivity.

Find ServiceNow developer products quickly

Find the ServiceNow developer product that can help you build amazing products on the
ServiceNow Al Platform.

Find the developer product you need
Use the following tools to find ServiceNow developer products:

« ServiceNow Widget that guides you to developer products

« ServiceNow Table that lists developer products

If you're still not sure where to start, contact your sales representative. They can help you figure
out what problems you're trying to solve and how to solve them.

Finding ServiceNow developer products

Use the following widget to find ServiceNow developer products that help you create
applications that run on the powerful ServiceNow Al Platform.

Find the products that help you build applications

To find the ServiceNow developer products and information that are right for you, select one of
the following tiles.

I am comfortable coding I do not code or write scripts

7 i

Build ServiceNow apps with custom code. Build ServiceNow apps within
a low code environment.
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App Engine developer products

For a list of App Engine developer products, see App Engine products and offerings.

Pro-code tools: What you can do to build apps

Select an option below.

Build apps

(o B ¢
o]

Learn about developing on
the ServiceNow platform.

Create reports

Create reports with
your data on the
ServiceNow platform.

Manage my apps

AN

Customize your
ServiceNow applications.

Learn about the
ServiceNow platform

See what you can do with
the ServiceNow platform.

Engage with
my customers

W
A

Learn how you can
communicate with your
customers using the
ServiceNow platform.

Get help

®

Find resources to
help you with the
ServiceNow platform.

Build apps with pro-code tools

Use the ServiceNow platform to build apps.

ServiceNow Studio

(1>

Mobile App Builder

Build custom applications using
integrated builders and tools in one place.

Build ServiceNow mobile applications.
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VS Code Extensions AES

(O\ LA
Edit your ServiceNow applications in

Visual Studio Code with the help of the
ServiceNow Extensions for VS Code.

Build apps in a structured environment
for fast development and deployment.

Manage apps with pro-code tools

Manage your ServiceNow apps.

Customize my apps

O 0+O

Automate my apps Secure my apps

oo

Customize your apps on
the ServiceNow platform.

Test my apps

Test your apps on the
ServiceNow platform.

o

Automate your

ServiceNow applications.

Deploy my apps

—

Deploy your apps with

the ServiceNow platform.

LA

Secure your ServiceNow
applications.

Maintain my apps

I:I'I

Maintain your apps on
the ServiceNow platform.

Customize my apps with pro-code tools

Customize your ServiceNow apps.

Ul Builder Table Builder
EID

Learn how to create custom experiences
with the ServiceNow platform.

Customize your data with Table Builder.
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Workspace Builder

Customize your data

with Workspace Builder.

Scripts

Use custom scripts with
the ServiceNow platform.

Automate apps with pro-code tools

Automate your ServiceNow apps.

Automation Discovery

9

Identify automation
opportunities for your
workflows on the
ServiceNow platform.

Playbooks

0+
weo

Enable process owners to
author cross-enterprise
workflows and create a
single, unified process.

Flows in Workflow Studio

1t}

Enables process owners
to automate work with

the ServiceNow platform.

Business rules

Use business rules to
accomplish tasks like
automatically changing

values in form fields when

Decision Builder
Enable developers
to decouple decision
logic from their code

by creating and
maintaining decision rules.

- certain conditions are met.
a
Secure apps with pro-code tools
Secure your ServiceNow apps.
App Engine Studio Edge Encryption Ul Policies

roles and permissions

i

Control who is permitted
to use or edit your apps.

© 2026 ServiceNow, Inc. All rights reserved.

ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.

S,

Encrypt sensitive data
on your company

premises before sending

it over the Internet.

Dynamically change the
behavior of information on
a form and control custom

process flows for tasks.

Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.


https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_Script&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=automation-discovery&version=australia&pubname=australia-now-intelligence&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=exploring-flows&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=decision-designer-overview&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=process-automation-designer&version=australia&pubname=australia-build-workflows&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=c_BusinessRules&version=australia&pubname=australia-api-reference&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=edge-encryption&version=australia&pubname=australia-platform-security&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US
https://www.servicenow.com/docs/access?context=t_CreateAUIPolicy&version=australia&pubname=australia-platform-administration&ft:locale=en-US

servicenow.

Roles
(eed)

Control access to features
and capabilities in
applications and modules.

Access Control

Ag

[

Control which Customer
Service and Support
employees can access
your instance, and when.

Users and Groups

A
AR

Manage the individuals
who can access your
instance by defining them
as users in the system.

a
a a
Test apps with pro-code tools
Test your ServiceNow apps.
Automated Test Test Management Script Debugger
Framework

Create and run automated
tests to confirm that
your instance works

after making a change.

Script Tracer

Filter your debugging
search to quickly narrow
down script problems.

NOW Command
Line Interface (CLI)

Perform instance
operations from your
local system with a
command-line interface.

Streamline the
management of testing
processes to help
you deliver software
products more efficiently
and with fewer errors.

Session Log

View and download
the session log for
business rules, script

includes, and a custom Ul.
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Debug scripts using
session logs and
ServiceNow Al Platform
debugging tools such
as a walk-through
script debugger and
error messages that
display in the UL

User impersonation
@

Impersonate other
authenticated users for
testing purposes and
view impersonation logs.
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Deploy apps with pro-code tools

Deploy your ServiceNow apps.

The Next Experience

App Engine Management Center

Track and manage your app requests, deployments, applications, and collaborative
developers using the App Engine Management Center (AEMC) in your production instance.

Core Ul Tech Stack

Application Repository

24

Learn about developing on
the ServiceNow platform.

Cloud Provisioning and Governance
3

The ServiceNow® Cloud Provisioning
and Governance application provides a
single interface to access cloud resources,
publish cloud offerings to a catalog, and
manage the usage of those resources.

a
Maintain apps with pro-code tools
Maintain your ServiceNow apps.
The Next Experience
System Update Sets Service Mapping
> s\s

Allow administrators to group a series
of changes into a named set and
then move them as a unit to other

systems for testing or deployment.

The ServiceNow® Service Mapping
application discovers all application
services in your organization and builds
a comprehensive map of all devices,
applications, and configuration profiles
used in these application services.

Engage with customers with pro-code tools

Engage with your customers using ServiceNow apps.
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Chat bot
Virtual Asent Desisner Virtual Agent Dashboard @ The
Conversational Analytics Dashboard
@ helps you improve Virtual Agent
' interactions with users by providing
Create and manage virtual agent deep insights into conversational data.
topics using the ServiceNow platform.
a
Artificial intelligence
Natural Language Platform Analytics Predictive Intelligence
Understanding a4 ~
Workbench ml .
O Optimize processes and Provide a layer of artificial
increase productivity intelligence that empowers
Use the NLU Workbench with Platform Analytics, features and capabilities
to create morphological virtual agents, and across ServiceNow
representations of machine learning. applications to provide
human language. - better work experiences
a a

Reporting on data from pro-code apps

Most applications that you create have some level of reporting requirements. Reports should be
actionable to drive change.

"Reporting" generally refers to showing the data inside facts tables like Incident [incident]. You
can also create key performance indicators (KPIs) to track changes in this data over time, through
the Performance Analytics application.

Currently the ServiceNow Al Platform® is in transition between two user interfaces for showing
this information:

« The older Core Ul technology. This Ul includes the Reporting application, which only shows
data directly from tables, and PA Widgets, which show data from Performance Analytics
indicators. Both reports and PA widgets can be placed on Core Ul responsive dashboards. For
more information, see Reporting, dashboards, and Performance Analytics in the Core Ul &.

» The newer Platform Analytics technology. This Ul includes Data Visualizations, which let you
report on data from any source. These visualizations can be placed on Platform Analytics
dashboards, along with Platform Analytics filters. For more information, see Platform Analytics
experience @.

All Platform Analytics objects are rooted in the Next Experience Ul Framework and are
available to developers. However, a non-developer can still build their own objects through
the Platform Analytics experience, without using Ul Builder. For more information, see Platform
Analytics experience &.
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() Note: Although "reporting" is a general term, this documentation usually uses "report" and
"reporting" to refer to the Core Ul Reporting application and "visualization" or "visualize" to
refer to Platform Analytics data visualizations, for disambiguation.

Follow these guidelines when building reports or data visualizations:

« Creating reports or visualizations on large tables can negatively impact performance. Be sure
to filter by a date range or other limiting criteria rather than showing all records on the table.

« Grouping by fields that contain many possible values can negatively impact performance.

« If loading a report or visualization gives a Long running transaction timer message, consider
adding more data filters to reduce the load time.

« If you need to export a report, data visualization, or dashboard on a regular basis, schedule the
export and email.

In Platform Analytics, you have several possibilities for showing multiple data visualizations on
one page:

« Create the data visualizations and the dashboards entirely inside the Platform Analytics
experience. This approach does not require a developer role or special technical knowledge,
and probably should be explored before you try a more complex solution.

« Create data visualization components in a generic Ul Builder page, along with filters and other
components. This approach gives you the most freedom as a developer, but also requires the
most configuration.

« Create the data visualizations and the dashboards inside the Platform Analytics experience,
but then place the dashboards inside Ul Builder pages using the Dashboard page template.
This approach lets you use the convenience and special features of the Platform Analytics
experience to create dashboards, data visualizations, and filters in your own experiences/
workspaces. This approach also gives you the freedom to customize the page configuration
partially. For more information, see Creating Platform Analytics pages in your own workspace &.

« Create a technical dashboard and populate it inside Ul Builder. This approach is almost the
same as creating your own Ul Builder page from scratch, but the dashboard is available in the
dashboard library, has dashboard details, and can be shared like other dashboards. For more
information, see Technical dashboards @.

Low-code and no-code tools: What you can do to build apps

When building low-code apps, you can customize them, create reports on their usage, and more.

Build apps Manage my apps Engage with
my customers
02O

O AN R\’Q

Learn about developing on Customize your
the ServiceNow platform. ServiceNow applications. Learn how you can
communicate with your
customers using the

ServiceNow platform.
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Create reports Learn about the
ServiceNow platform

Create reports with

your data on the See what you can do with
ServiceNow platform. the ServiceNow platform.
a

Get help

®

Find resources to
help you with the
ServiceNow platform.

Build apps with low-code and no-code tools

Use the ServiceNow platform to build apps.

Creator Studio AES
LA LA
Build request-fulfill Build apps in a structured
apps with no coding environment for
experience required. fast development

and deployment.

Mobile App Builder

Build ServiceNow
mobile applications.

Manage apps with low-code tools

Manage your ServiceNow apps.

Customize my apps Automate my apps
[m] 0+0
oo o
Customize your apps on Automate your
the ServiceNow platform. ServiceNow applications.
Test my apps Deploy my apps
= [0
Test your apps on the Deploy your apps with
ServiceNow platform. the ServiceNow platform.

Secure my apps

[

Secure your ServiceNow
applications.

Maintain my apps

ES

Maintain your apps on
the ServiceNow platform.
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Customize my apps with low-code tools
Customize your ServiceNow apps.

Ul Builder
=0

Learn how to create custom experiences
with the ServiceNow platform.

Workspace Builder

Customize your data
with Workspace Builder.

Table Builder

Customize your data with Table Builder.

Automate apps with low-code tools

Automate your ServiceNow apps.

Automation Discovery

9

Identify automation
opportunities for your
workflows on the
ServiceNow platform.

Playbooks

04O
o

Enable process owners to
author cross-enterprise
workflows and create a
single, unified process.

Flows in WorkAow Studio
[oF

Enables process owners
to automate work with
the ServiceNow platform.

Business rules

2

Use business rules to
accomplish tasks like
automatically changing
values in form fields when
certain conditions are met.

Decision Builder

24

Enable developers
to decouple decision
logic from their code
by creating and
maintaining decision rules.

Secure apps with low-code tools

Secure your ServiceNow apps.
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App Engine Studio
roles and permissions

i

Control who is permitted
to use or edit your apps.

Roles
(eed)

Control access to features
and capabilities in
applications and modules.

Edge Encryption

S

Encrypt sensitive data
on your company
premises before sending
it over the Internet.

Access Control

Ag

[

Control which Customer
Service and Support
employees can access
your instance, and when.

Ul Policies

Dynamically change the
behavior of information on
a form and control custom

process flows for tasks.

Users and Groups

A
AR

Manage the individuals
who can access your
instance by defining them
as users in the system.

a
a a
Test apps with low-code tools
Test your ServiceNow apps.
Automated Test Test Management Script Debugger
Framework

v —
7 —_—
v —

Create and run automated
tests to confirm that
your instance works

after making a change.

Script Tracer

Filter your debugging
search to quickly narrow
down script problems.
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ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.

Streamline the
management of testing
processes to help
you deliver software
products more efficiently
and with fewer errors.

Session Log

View and download
the session log for
business rules, script

includes, and a custom Ul.

203

Debug scripts using
session logs and
ServiceNow Al Platform
debugging tools, such
as a walk-through
script debugger and
error messages that
display in the UL

User impersonation
@

Impersonate other
authenticated users for
testing purposes and
view impersonation logs.
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NOW Command
Line Interface (CLI)

</>

Perform instance
operations from your
local system with a
command-line interface.

Deploy apps with low-code tools

Deploy your ServiceNow apps.

The Next Experience

App Engine Management Center

Track and manage your App Engine Studio, Creator Studio, and ServiceNow
Studio requests, deployments, applications, and collaborative developers
using the App Engine Management Center (AEMC) in your production instance.

Core Ul Tech Stack

Application Repository

24

Learn about developing on
the ServiceNow platform.

Cloud Provisioning and Governance
3

The ServiceNow® Cloud Provisioning
and Governance application provides a
single interface to access cloud resources,
publish cloud offerings to a catalog, and
manage the usage of those resources.

Maintain apps with low-code tools

Maintain your ServiceNow apps.
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The Next Experience

System Update Sets
>

Allow administrators to group a series
of changes into a named set and
then move them as a unit to other

Service Mapping
sus

The ServiceNow® Service Mapping
application discovers all application

services in your organization and builds
a comprehensive map of all devices,
applications, and configuration profiles
used in these application services.

systems for testing or deployment.

Engage with customers with low-code tools

Engage with your customers using ServiceNow apps.

Chat bot

Virtual Agent Dashboard The
Conversational Analytics Dashboard
@ helps you improve Virtual Agent

interactions with users by providing
deep insights into conversational data.

Virtual Agent Designer

Create and manage virtual agent
topics using the ServiceNow platform.

Artificial intelligence

Natural Language Platform Analytics Predictive Intelligence
Understanding y ~
Workbench ml =
Q Optimize processes and Provide a layer of artificial

increase productivity
with Platform Analytics,
virtual agents, and
machine learning.

intelligence that empowers
features and capabilities
across ServiceNow
applications to provide
better work experiences

Use the NLU Workbench
to create morphological
representations of

human language. -

Reporting on data from low-code apps

Most applications that you create have some level of reporting requirements. Reports should be
actionable to drive change.
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"Reporting" generally refers to showing the data inside facts tables like Incident [incident]. You
can also create key performance indicators (KPIs) to track changes in this data over time, through
the Performance Analytics application.

Currently the ServiceNow Al Platform®

this information:

is in transition between two user interfaces for showing

« The older Core Ul technology. This Ul includes the Reporting application, which only shows
data directly from tables, and PA Widgets, which show data from Performance Analytics
indicators. Both reports and PA widgets can be placed on Core Ul responsive dashboards. For
more information, see Reporting, dashboards, and Performance Analytics in the Core Ul @&.

« The newer Platform Analytics technology. This Ul includes Data Visualizations, which let you
report on data from any source. These visualizations can be placed on Platform Analytics
dashboards, along with Platform Analytics filters. For more information, see Platform Analytics
experience &@.

All Platform Analytics objects are rooted in the Next Experience Ul Framework and are
available to developers. However, a non-developer can still build their own objects through
the Platform Analytics experience, without using Ul Builder. For more information, see Platform
Analytics experience @.

Note: Although "reporting" is a general term, this documentation usually uses "report" and
"reporting" to refer to the Core Ul Reporting application and "visualization" or "visualize" to
refer to Platform Analytics data visualizations, for disambiguation.

Follow these guidelines when building reports or data visualizations:

« Creating reports or visualizations on large tables can negatively impact performance. Be sure
to filter by a date range or other limiting criteria rather than showing all records on the table.

« Grouping by fields that contain many possible values can negatively impact performance.

« If loading a report or visualization gives a Long running transaction timer message, consider
adding more data filters to reduce the load time.

« If you need to export a report, data visualization, or dashboard on a regular basis, schedule the
export and email.

In Platform Analytics, you have several possibilities for showing multiple data visualizations on
one page:

« Create the data visualizations and the dashboards entirely inside the Platform Analytics
experience. This approach does not require a developer role or special technical knowledge,
and probably should be explored before you try a more complex solution.

« Create data visualization components in a generic Ul Builder page, along with filters and other
components. This approach gives you the most freedom as a developer, but also requires the
most configuration.

« Create the data visualizations and the dashboards inside the Platform Analytics experience,
but then place the dashboards inside Ul Builder pages using the Dashboard page template.
This approach lets you use the convenience and special features of the Platform Analytics
experience to create dashboards, data visualizations, and filters in your own experiences/
workspaces. This approach also gives you the freedom to customize the page configuration
partially. For more information, see Creating Platform Analytics pages in your own workspace &.

« Create a technical dashboard and populate it inside Ul Builder. This approach is almost the
same as creating your own Ul Builder page from scratch, but the dashboard is available in the
dashboard library, has dashboard details, and can be shared like other dashboards. For more
information, see Technical dashboards &.
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What ServiceNow product solves your problem

Use this table to find ServiceNow products that help solve your problem.

I want to Using ServiceNow product or topic

Getan overview of « What is ServiceNow &7?

developing
» Get a development instance
e Demos &
« How the ServiceNow Al Platform works &
« Licensing
e What is low-code development? &
Get help developing « Getting started on the ServiceNow Al
applications

Platform &
« ServiceNow developer community &
o Customer support &
* Knowledge base @
» Customer Success Center &
« ServiceNow training &
« Additional support

* Known error portal @

Plan to create an

L » Delegated development
application

» Delegated development in Creator
Studio

« Delegated development in App Engine
Studio

e Source control
e Common Service Data Model @
Create an application e No code « Creator Studio

« Next Experience « App Engine Studio

« Coding and scripting e« ServiceNow Studio

« Core Ul tech stack « ServiceNow Extensions for Visual Studio
« Forms and lists Code
« REST APIs &
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I want to Using ServiceNow product or topic
« Guided Application Creator

e ServiceNow Al Platform® forms, fields,
and lists @

Mobile platforms « Mobile App Builder &

« Mobile Card Builder &
Customize an application Ul pages « Ul Builder

» Workspace Builder (in App Engine
Studio only)

Data, tables Table Builder
Scripts  No-code scripting (Workflow Studio -
Building custom actions &)
« ServiceNow Studio
» Code editor &
« Client-side scripting &
« Server-side scripting @
« Script Debugger &
» ServiceNow CLI
Service Portals « Create and edit a page using the Service
Portal Designer &
« Service Portal widgets @

» Configuring Next Experience themes
and preferences &

Add automation « Automation Discovery &
» Workfiow Studio @
« Exploring Decision Tables &
» Playbooks &
» Journey designer &

¢ Classic Business rules &

Integrate my applications Automation and flows

with ServiceNow e Integration Hub &

¢ Flows in Workflow Studio &
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Programming basics

Software development usually encompasses a standard set of steps. If you're new to developing
applications, read on.

Your job as a developer

If you're new to developing applications, if you don't even know how to code, ServiceNow has a
low-code development platform called Creator Studio that makes creating a basic request-fulfill
application possible for you. Development might be new waters for you to swim in but you will
find the low-code tools easy to use. So, don't be shy about developing an app!

Software developers do many things but what they have in common is solving problems using
computer code. ServiceNow offers coding platforms that require no coding experience, mid-level
coding experience, and expert coding experience. The less coding required, the more work the
coding platform does for you. So, even experienced software developers will appreciate low- and
mid-level coding platforms, such as Creator Studio and App Engine Studio.

Software development life cycle

The common stages of developing an application are:
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1. Define the problem.

2, Plan the solution.

3. Code the solution.

4, Test the application.

5. Deploy the application.

6. Document the application.

These steps are commonly referred to as the software development life cycle. ServiceNow
developer documentation is grouped according to these steps.

Do you really need to create a new application

Your first step is to determine if creating an application is necessary. Consider:
« Can you extend an existing application instead of creating a new one?

« How many people will the application serve? If not many, is it worth the effort?
« Are you willing to maintain the application as things change over time?

« How often will anyone use this application? If not often, is it worth the effort?
If creating a new application makes sense, then move forward.

Defining the problem

If you're planning to create an application, you must have some notion of what you want it to do.
You might not have a detailed idea of the solution, however. At a minimum, you need to define in
detail:

« Desired application output

« Data going into the application

The data going in typically comes from a table of data. You need to know the table name and the
type of data in it. You can use ServiceNow tools, like Table Builder, to store and customize your
data.

The desired output might be a dashboard, data stored in a table, or a piece of equipment being
sent to an employee. Before you decide on the output, show a mockup of your output to a lot of
people to see if they can suggest improvements to the output. Do not skip this step.

Planning the solution

There are various ways to create an algorithm that produces the output you want. The easiest
methodology is to use a flowchart that starts with the input data and shows each step in the
process that leads to the output. Using a flowchart enables you to focus on the big picture of
what you want to do and avoid how to do it. Look at your flowchart critically to optimize the
process.

You may need to get permissions to use tables of data or even permission to create an
application. For example, citizen developers are granted app development permissions through
App Engine Management Center.

For more information about ServiceNow planning tools, see Planning your application.
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Coding the application

To code the application, you can use:
 Low-code ServiceNow tools, such as App Engine Studio.
« Mid-level and pro-code ServiceNow tools, such as ServiceNow Studio.

« Pro-dev source code tools, such as ServiceNow IDE and ServiceNow SDK.
For more information about ServiceNow coding platforms, see Developing your application.

Testing your application

Testing your application requires inputting data to make sure the outcome is accurate. It is
important to input a lot of data, even incorrect data, to see how well your application handles
correct and incorrect inputs. Put in data that is too large or the wrong type. Put in no data at all.
Try to break your application to prevent your users from doing so. Handling error conditions
gracefully is critical for a good customer experience.

For more information about ServiceNow testing tools, see Testing and debugging applications.

Deploying your application

Now that you've tested your application, it's time to deploy it so customers can use it. Application
deployment is done by system administrators not developers.

For information about ServiceNow deployment tools, see Deploying applications.

Maintaining your application

Maintaining the application deals with issues such as overloading a server, application errors,
and feature updates. Accounting for feature updates is a developer's job. Seeing how well an
application is working is a system administrator's job.

For more information about ServiceNow tools that help you maintain your application, see
Maintaining your application.

Documenting your application

Application development is never complete until the application is documented. There are many
reasons to document your application:

« Internal notes help other developers work on your application. It takes a lot of time to figure out
the reasoning behind programming decisions and methodology. Documenting those helps
future developers maintain your application.

» Users need to know how to use your application. As transparent as you believe the application
is, you will find many people who get frustrated trying to use it. Do a usability test on your
application and documentation to see where users run into problems. The broader the
audience, the more important the application, the more important the documentation.
Consider using an experienced technical writer to write the documentation.

Anatomy of an application

Applications consist of several types of files and records that collectively deliver a service.
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Application model

Ul Elements
Application
Files

Custom application record

The custom application record defines and identifies an application and all its associated
artifacts.

It is similar to a system dictionary record for a table or column in that it stores the most current
configuration of an application. The system automatically creates a custom application record
during the application creation process. Application developers can use this record to perform
the following tasks.

« Change the application name
« Change the application version
« View the scope the system uses to identify application files and configuration records
« Enable scoped administration
« Manage design and runtime access to the application
o Select what JavaScript standards the application supports
o Select how the system tracks runtime API operations
o Permit or restrict access to tables from other applications
« Monitor or enforce subscriptions
« Select the default menu in which to display application modules
« Set the user role required to access the application
» Add or update a logo
« View all application files

« View resources from other applications on which the application depends
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« View the run-time resource to which the application has been granted access

« View the design-time resources to which the application has been granted access

Application versions

Each installed application has a version as defined by its application developer in the custom
application record.

The system uses this version information to determine whether there are updates available from
the ServiceNow application repository or ServiceNow Store.

Application scope

Application scoping protects applications by identifying and restricting access to application
files and data.

Administrators can specify what parts of an application are accessible to other applications from:
« The Custom application record

« Each application Table record

For example, suppose that you create a conference room booking application in its own
application scope. By default, the application can access and change its own tables and
business logic but other applications can't unless you give them explicit permission. The
application scope ensures:

« The conference room booking application does not interrupt core business services.

« Other applications do not interfere with its normal functioning.

By default, all custom applications have a private scope that uniquely identifies them and
their associated artifacts with a namespace identifier. The application scope prevents naming
conflicts and allows the contextual development environment to determine what changes, if
any, are permitted. Application developers specify an application scope when they create an
application.

@ Tip: Global apps can alter data that you don't intend to alter. You should leverage scoped
apps to create new tables, and consider transitioning old ones to scoped apps. This allows
you to split responsibilities with Delegated Development. To learn more about delegated
development, see Delegated development and deployment.

Selecting the Can Edit Application in Studio option does not affect any custom or global
applications in development on an instance. If you are the owner and choose to publish the
application, you can restrict the development of customizations in Studio of. If you set Can Edit
Application in Studio to false and then publish it, those who download the application to their
own instances won't be able to edit the application in Studio. But they will have access to Legacy
- Source Control integration features inside of Studio.

< Create Application
Using Application Creator, you can create feature-rich ServiceNow applications in a matter of seconds. This set of options gives you everything you need to get started.

> Name
* Scope x_snc_application_name
Menu

User Role
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Related topics

Runtime access to applications tables

Global scope

The global scope is a special application scope that identifies applications developed prior to
application scoping, or applications intended to be accessible to all other global applications.

Applications in the global scope do not append a unique namespace identifier to the application
name. Global applications can have naming conflicts and data collisions when developers create
multiple global applications with the same name.

Since all global applications are in the same scope, they bypass scope protections. Global
applications allow other global applications access to their tables to

« Read records

* Run API requests

« Create configuration records

Typically, only applications provided by ServiceNow are in the global scope. However, any
custom applications created before application scope was implemented are also in the

global scope. Additionally, developers with the sn_g_app_creator.app_creator role can create
applications in the global scope.

Applications in the global scope are eligible for upload to the application repository, but not to
the ServiceNow Store.

Related topics
Publish an application to the application repository

Publish an application to the ServiceNow Store

Namespace identifier

The system adds a namespace identifier to the front of application artifacts such as tables,
scripts, and configuration records.

The identifier cannot be changed or removed from application artifacts to ensure that they are
always associated to the proper application and that they have a unique name.

The system generates a namespace identifier from the following information:

Elements used to generate a namespace identifier

Element Requirements Sample
Value
The prefix characters for a Scoped applications always start with an x_ X_
scoped application. prefix.
The instance customer prefix This string is two to five characters long. acme
(glide.appcreator.company.code) ServiceNow generates this prefix for each
customer. The instance stores the prefix in the
glide.appcreator. company.code
system property.
The application ID This string can be up to 40 characters book_rooms

long. If the string is longer than 18
characters, the system truncates the
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Elements used to generate a namespace identifier (continued)

Element Requirements

application name and appends it to prefix
x_<glide.appcreator.company.code>_.
Application developers set this ID when they
create the application. The system uses the
application name by default.

The example values generate a namespace identifier of x_acme_book_rooms.

Namespace identifier examples

The following examples illustrate generating namespace identifiers for applications, tables, and
fields.

Example namespace identifiers

Action Element generated Explanation

1. x_acme_book_rooms This is a combination of the vendor prefix and applicatic
Generate a

namespace

identifier

for a private

scope

application

called Book

Rooms.

2. None The system does not generate namespace prefixes for ¢
Generate a applications.

namespace

identifier

for a global

scope

application

called

Marketing

Events.

3.Add the x_acme_book_rooms_conference_rooms This table is in the Book Rooms scope so begins with th
conference namespace identifier.

rooms

table to

the Book

Rooms

application.

4.Add a u_marketing_event Custom tables in the global scope always use the u_
Marketing namespace identifier.

Event table

to a global

application.

5. Select capacity The field is in the same scope as the table so it does
Book not have its own namespace identifier. However, to
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Example namespace identifiers (continued)

Action Element generated

Rooms

in the
application
picker and
add the
Capacity
field on the
Conference
Rooms
table.

6. Select x_acme_book_rooms_theme

Book
Rooms

in the
application
picker and
add the
Theme

Explanation

dot-walk to the field in a script, you would use the
full path including the table namespace identifier:
X_acme_book_rooms_conference_rooms. caf

The field is in a different scope from the table so it is
prefixed with the x_acme_book_rooms namespace
identifier. To dot-walk to the field in a script, you would
use full path including the field namespace identifier:
u_marketing_event.x_acme_book_rooms_tkt

@ Note: This example assumes that the Marketing E
table allows other application scopes to add fields.

field to the
Marketing
Event table.

7. Select u_theme

Custom fields in the global scope use the u_ prefix.

Marketing To dot-walk to the field in a script, you would use

Events u_marketing_event.u_theme.
in the

application

picker and

add the

Theme

field to the

Marketing

Event table.

Application tables

Application developers create tables and their associated lists and forms for users to add and
update records.

An application owns its tables and determines whether other applications can access resources
from them. For example, the Book Rooms application can store conference room data in

the Conference Rooms [x_acme_book_rooms_conference_rooms] table and permit other
applications to read this data.

The system uses standard access controls to manage user access to application data. During
application creation, developers can specify an application-specific user role for these access
controls. They can also use application access settings to manage runtime and design time
access to application tables.
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o Note: Certain ServiceNow Al Platform subscriptions include custom table entitlements.
You can create custom tables for any purpose, up to the entitlement limit in the
subscription. To learn more about how your usage administrator maps the custom tables
that you create to subscriptions, see Map custom tables to a product subscription in
Subscription Management &.

Be aware of these database limitations:

« The system can only have a maximum of 1000 columns per table. Although 1000
columns is a specified limit, this limit doesn't mean you can physically have 1000
columns within a table. The number of columns within a table is defined by the database
used in the ServiceNow datacenter, not by the ServiceNow Al Platform.

« Every table, regardless of storage engine, has a maximum row size of 65,535 bytes.

Storage engines may place additional constraints on this limit, reducing the effective
maximum row size.

« The system can't have more than 10 medium-length or longer String fields to a single
table. Attempting to save a large number of characters in 11 or more String fields can

result in the following error: Syntax Error or Access Rule Violation detected by database
[Row size too large (> 8126)].

« When you create fields, the u_ prefix is automatically added to the column name. If the

column label that you enter contains leading numeric characters, they are replaced by
the u_ prefix.

For more information on database limitations and general questions on tables in your
ServiceNow instance, see KB0749585 &.

Related topics

Application access settings

Dependencies for custom applications

Every custom application record includes a related list identifying its dependencies on other
applications.

Administrators can review this list to determine whether an application poses any risk to existing

processes or data. Application developers can use this list to ensure that their applications have
the proper access to other applications.

Sample application dependencies

Application Files (21) | Dependencies {1} = Cross scope privileges = Design Access

= Dependenciesm Goto  Dependency v

44 4 1 tolofl p pp [E
? Package = Marketing Events
{317 Q, = Dependency = Min version
O] Company extension 1.0.0
* 1
Actions on selected rows... + 44 4 1 wlofl p pp
3 (] (]
Application files

Application files are configuration records that allow developers to extend application
functionality.
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Application developers create application files when they add configuration records for
application logic such as business rules, workflows, and script includes. Scoped applications
do not own these tables, but they do own the records (files) within these tables. For example,
adding a business rule to check for available rooms from the Conference Room table adds an
application file to the Business Rule [sys_script] table. Application developers can view the
complete list of application files from the custom application record.

The Application File [sys_metadata] table is the parent table for all tables that contain
configuration records. It provides a series of standard fields that define the attributes for a
configuration record. Tables that contain configuration records extend the Application File table.
For example, the Business Rule [sys_script] table extends the Application File table.

Developers do not create application file records directly from the Application File table. Instead,
they create or modify configuration records, and the system creates or modifies the associated
application file record. Most configuration record tables do not display a reference field or
related list for the Application File table. By default, only Applications [sys_scope] and Tables
[sys_db_object] have a reference to the Application File table.

The system also tracks application file records in Update Sets. Whenever you change an
application file record or its related configuration record, the system adds a corresponding
record in the Customer Updates [sys_update_xml] table. The system uses a single update
record, ensuring that a configuration record and its application file are kept in sync when
transferring applications between instances. To avoid collision, users are warned when they edit
an application file that has been previously edited in another Update Set.

Administrators can:

« View file properties for configuration records.
« Protect application files from changes during upgrades.

« View parent-child relationships between configuration records.

Related topics

Legacy - Add an application file to an application
View file properties
Administrators can view the application file properties of a single record.

Before you begin
Role required: admin

Procedure

1. Navigate to the form view of the configuration record.
For example, navigate to All > System Definition > Business Rules and select a business rule
for the Incident table.

2. Right-click the form header and select Show File Properties.
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¢ | = Business Rule - Caller Close @, CEC T *"T:] Update Delete \|/
Save ]

Insert

Insert and Stay

A business rule is a server-side script that runs when a re S File P rie deleted, or when a table is
queried. Use business rules to automatically change valu te = roj sl e cified conditions are met. More

Info Move to Application...
Name Configure 4
Caller Close Templates 4 m
Export [
Table View »
Incident [incident] j Copy URL
Copy sys_id
Show XML
History 4
Reload form
The Application File table provides the standard fields that define the attributes for the
configuration record.
3. To return to the configuration record view, click the Show Related Record related link.
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{ | = Application File - Caller Close /I o8 & Update | | Delete
Display name Application
Caller Close Global (O]
Update name Protection policy
sys_script_28beab035f201000b12e3572f -- None - j
Class Replace on upgrade
Business Rule j

Customer update

Accessed by "%
Created Updated

2011-08-22 10:46:53 ] 2011-08-22 11:42:14
Created by Updated by

admin admin

Update Delete

Related Links
Show Related Record
Show Parent Record

4, Navigate between a customer update record, the file properties view, and the configuration

record view.
opion ——————oeseion
Show Related Record related link Navigate to the configuration record

Navigate to the parent record of the current

Show Parent Record related link : .
configuration record.

View child configuration records, such as a

Descendants related link field label translation.

Application File form

Use the Application File form to view relationships between applications and configuration
records.
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Application File form fields

Field Description

Display Display name for the configuration record.

name

Update Unique identifier for the configuration record. This value is used to identify
name versions and updates of the record.

Class Table that contains the configuration record.

Application Application that contains the configuration record.

Protection Policy that determines if the configuration record is protected from changes. See
policy Protected Application Files.

Created Creation date of the configuration record.
Created by User who created the configuration record.
Updated Last update date for the configuration record.

Updated User who last updated the configuration record.

by

Related Version records for the related configuration record. A version record is created
Record every time a user changes the related record. Use this list to compare versions of
Versions the configuration record or to revert to a previous version. See Versions.

Related Local update records for the related configuration record. An update record is
Record created for the most recent change to the related record in a given Update Set.

Updates See Update Sets.

@ Note: You may find it useful to manually add an Owned By (owned_by) field to this form.
It indicates, for each application, who in IT owns the application and is responsible for
maintaining information about it. The Data Certification function uses this field to send
certification tasks every quarter, or at any time interval that is configured. You can assign
certification tasks to other users, but using this field limits configuration effort. To learn more
about adding a field to a form, and about Data Certification, see Using the form designer &
and Data Certification @.

Application file protection policy

A read-only protection policy prevents anyone from modifying an application file or its related
record.

Some application code shipped with the ServiceNow system requires special protection. Only a
ServiceNow employee can alter the protection policy and then modify the application file or its
related record. A ServiceNow employee cannot edit protected files without changing the policy
designation first.

To prevent customizations from being overwritten by system upgrades, the upgrade process
automatically skips changes to customer-updated records. If you modify an application file or
related record that is later designated as Read-only in an upgrade, the application file maintains
the default protection policy of Write. You keep the existing modifications and can continue
modifying the records.

([ ) Note: Reverting a customized file to its baseline state causes the record to inherit the new
protection policy as well. For example, a record going from a Write protection policy to a
Read-only protection policy.
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Relationships between configuration records

The Application File Types table defines parent-child relationships between configuration
records.

The system uses this structure to keep configuration records that normally belong together in the
same application.

@ Note: Do not modify the Application File Types table as it provides system functionality.

For example, consider the parent-child relationships for a Ul policy.

« The Ul policy is a child of the application table.
« Ul policy actions are children of the Ul policy.
« Ul policy actions have a parent Ul policy and a grandparent application table.

» The Ul policy actions and the Ul policy are all descendants of the application table.

Sample configuration record relationships

[«R Ul Policy

Table: | Incident [incident] J :i On load: ]

Reverse if false: ™ ‘\ Run scripts: O

Parent file

Order: TOw Active: ™

Global: ™ Inherit: O

Shert description: Make fields read-only on close

Conditions:®, 1

| Incident state -:]' is -:i' Closed n#]?;d L ®

Related Links
Convert this to Data F‘olicy Child files

Ul Policy Actiond¥e m Gato | Field name %) Q 1 10200121 pB [

¥ Ul policy = Make fields read-only on close

I T N S

0@ opened at Leave alone Leave alone
0@ opened by Leave alone Leave alone True
Fix scripts

A fix script is server-side JavaScript code that you run after an application is installed or
upgraded.

Include fix scripts to make changes that are necessary for the data integrity or product stability of
an application.

Administrators can create, manage, and run fix scripts. Users with the script_fix_admin role can
create and manage fix scripts but cannot run fix scripts.
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@ Note: An annotation with the following message shows
up when you open an existing fix script or create a new fix

Any customizations you make to the fix script will apply enly vl‘wn you manually run the script. Instance upgrades use the out of box fix script.

script.

Create a fix script

Create fix scripts to ensure the system installs or updates an application properly.

Before you begin
Role required: script_fix_admin or admin

About this task
Use fix scripts to add, update, and delete data, including rules, scripts, and property settings.

Procedure

1. Navigate to All > System Definition > Fix Scripts.

2. Click New.

3. Define the fix script by filling in the fields on the form.

Field Description

Name Unique, descriptive name for the fix script.
Unloadable Option to create Customer Update records [sys_update_xml] when the fix
script runs.

Fix script tests enforce the Unloadable option.

Before Option to run the fix script before installing or upgrading the application.
Record for Option to record execution of the script so that it can be reverted if
rollback needed.

Description Description of the fix script.

Script Code for the fix script.

4. Click Submit.

5. Test the fix script and make any necessary changes.

Test a fix script

Test your fix scripts to ensure they install or update applications as expected.

Before you begin
Role required: admin

About this task
Fix scripts add, update, and delete data, including rules, scripts, and property settings.

@ Note: Do not test fix scripts on production instances.
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Procedure
1. Open the fix script record.

2. Review the code design to ensure that it can run more than once on the same system without
causing damage.
For example, you may write a fix script that adds a role to a property by default. Design the
script so that it can run multiple times on the same system without overwriting the existing
data, even if it is not necessary to run the script again after the initial installation.

3. Click the Run Fix Script related link.
Tests enforce the Unloadable option.

4. Confirm how to run the script.

N ™

Use this option for long-running scripts, or
Proceed in Background if you do not know the expected execution
time.

Use this option to run the script immediately
Proceed and display the results in a confirmation win
dow.

Run Fix Script
Add legal can search

- [0:00:00.001] Total Time

--Fg

5. Review the results from the Progress Workers related list, and make any necessary changes.
6. To manually stop a running fix script:
a. From the Progress Workers related list, select a worker in the Running state.

b. Select the Cancel job related link.

Progress Waorkers - m Goto | Updated & | Q

¥ All > Mame contains Running Fix Script: Add legal can search

m_mnm_

2012-07-16 11:50:56 Running Fix Scripl: Add legal can Starting

- search
20120716 10:58:57 Running Fix Script: Add legal can Complete  Parameters ————————
Lilg search —

= 21207-16 10:53.28 Running Fix Script: Add legal can Complete Starting cache flush Success
i search Loaded the Script I...

L 2012-07-16 10:46: Running Fix Script: Add legal can Complete Success
=il search [0:00:00,003] Total Time

Run fix scripts

Fix scripts run at the first installation or updated after they have been added to an application.
However, previous fix scripts do not run on subsequent application updates, and you must
manually run any necessary fix scripts.
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Before you begin
Role required: admin

About this task
To run a fix script:

Procedure
1. Navigate to All > System Definition > Fix Scripts.

2. Edit the filter to search for your application name.
For example, Application|is|Book Rooms).

3. Open the fix script record.
4, Click Run Fix Script.

Fulfillment tables

To enable a production instance to enforce entitled usage of your ServiceNow Store App, you
configure the tables where only record owners or subscribed app users can make updates.

For any table that you, the developer, create or extend to support a custom application, you can
specify that the table is a fulfillment table. In a fulfillment table, only a subscribed fulfiller user can
perform a fulfiller action (typically, create/update/delete a not-own record).

In contrast, for a table that is not a fulfillment table, any user—even a user who is not subscribed
—can act as a requester. The intent is to allow the usage admin to enable subscription
enforcement on any production instance that implements the application.

Ownership of records in a fulfillment table

To enable the system to identify a fulfiller action, you define how to determine ownership of

any record in the table. The developer of the application specifies the set of conditions that
determine whether a user owns the record. For example, UsexrAowns a record in a task table if
UserAopened the record or another resource opened the record on behalf of UserA.

For task-extended tables, time cards, and apps that require a subscription, the system sets the
table as a fulfillment table by default and auto-assigns the ownership condition. For tables that
you create to support your app, you can mark the table as a fulfillment table and can specify the
ownership condition (for example, use the filter [opened_byl][is][currentUser] OR [caller_id][is]
[currentUser]).

System default conditions for ownership

Ownership condition

Action [owner_condition]

task extension opened_by (read-only)
catalog request requested_for (read-only)
other tables in apps that require a subscription sys_created_by (read-only)
tables created by developer for app that requires a Specified by developer
subscription
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Specify that a table is a fulfillment table

You configure a table as a fulfillment table to enable the system to prevent updates by users who
are not subscribed to the app. For ServiceNow Store apps, you configure a table as a fulfillment
table to enforce that fulfillment usage complies with your subscription use policy.

Before you begin
Role required: usage_admin, admin

Procedure
1. While working on a table, open the Table Subscription Configuration related list.
2. Select Fulfiliment table.

3. Specify how the system determines ownership of records in the table so that both end users
who own a record and subscribed fulfiller users can update the record: Specify the Ownership
condition.

For example, set the filter as [opened_byl][is][currentUser] OR [caller_id][is][currentUser].

Personal developer instance guide

ServiceNow® offers free personal developer instances (PDls) to Developer Program members to
learn, explore, and experiment with the ServiceNow Al Platform™.

ServiceNow® offers free personal developer instances (PDls) to Developer Program members
who want to develop applications or improve their skills on the ServiceNow Al Platform®. PDIs
provide members with a sandbox environment to experiment with the ServiceNow Al Platform
and build greater value for their businesses. The ServiceNow ™ Developer Program allows each
member to have only one instance to maximize this valuable resource for all Developer Program
members.

Personal Developer Instances (PDIs) can be used to test application ideas without impacting a
customer or partner instance. PDIs are intended for you to use to learn, explore, and experiment
with the ServiceNow Al Platform®. PDIs are not intended to be used for business or production
purposes. Using a PDI for business or production is a violation of the ServiceNow™ Developer
Program Agreement. With a PDI, you receive admin-level access to all of the features the
ServiceNow Al Platform® has to offer. Use your PDI on a continuous basis and it is yours forever.

Learn more on the ServiceNow Developer Site &.

Understanding PDIs

PDIs require you to select a specific release and maintain consistent usage to avoid hibernation.

Sign in to the Developer Site to keep your PDI active. After a period of inactivity, your instance is
reclaimed. Back up your work regularly to prevent data loss.

Note: To save your work, commit your work to source control or create update sets. Work
that is not saved may be lost due to instance reclamation.

When a PDI is reclaimed, the instance is unassigned from you, reset to its original state, and
reassigned to another Developer Program member. Reclaiming instances allows the Developer
Program to support active program members with free instances. The Account menu on the
Developer Site header includes a reminder in the Activity section that you have ten days of
inactivity.

Keep your PDI active by signing in or performing developer-type activities on your instance such
as:
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« Creating an application
« Creating a table
» Adding a field to a table

« Creating a Script Include

Hibernation

To keep the developer program free and provide PDIs to everyone who wants one, instances
hibernate when they are idle. When a PDI hibernates, the database and application server shut
down to conserve computing resources. All your data is preserved when the PDI hibernates. You
can wake up a hibernating instance by signing in to the Developer Site. Waking an instance from
hibernation resets the ten-day inactivity countdown.

In addition, you should also be aware of the following:

« PDIs are returned to the pool of available instances if they go unused for ten days. Duration
may change due to availability.

« Availability is not guaranteed.
« PDIs cannot be clone targets or clone sources for customer or partner instances.

« PDIs cannot be linked via team development to customer or partner instances since they
belong to ServiceNow®.

« PDIs cannot publish to the ServiceNow Application Repository or the ServiceNow® Store.
« PDIs cannot work with Machine Learning, Instance Data Replication, or MetricBase.

« Many ServiceNow® Store applications cannot be installed on PDls.

Mainentance

ServiceNow® occasionally needs to perform maintenance on the underlying infrastructure
associated with PDIs. Maintenance includes updating and patching software, firmware, and
replacing hardware. During maintenance, your PDI may not be accessible. The length of time
required for maintenance depends on the type of maintenance. If available, the My Instance
page indicates the expected completion time for planned maintenance. Your work and data on
your PDl is unaffected by planned maintenance.

PDIs and the release selector

When content is available for different releases, use the release selector to select a release. The
server icon next to the release name identifies the release of your PDI. The bar under the release
name identifies the selected release. When working on your PDI, be sure the content matches
your PDI.
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PDI release

Content available for: [l =N R S

Currently selected release

If the content does not match your PDI release, click the release with the server icon to view the
content that matches the release of your PDI.

PDI release

Currently selected release

The selector only shows releases for which the current page of content is available except when
the content is not available for your PDI release. When the content is not available for your PDI
release, the PDI release is grayed out and cannot be selected.

PDI release cannot be selected

Content available for: [l =

If your PDI is not on the latest release, follow the steps for upgrading your PDI to get the latest
release.
Get a development instance

Request a personal development instance to build and test applications.

Before you begin
Role required: none
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About this task
Get a free ServiceNow personal developer instance (PDI). Build applications within a sandbox to
test application builders and deployment strategies.

Procedure
1. Navigate to the Developer Site @ in your browser.

2. Select Sign In or Sign up and Start Building if you do not have a ServiceNow developer
account.

3. After logging into the ServiceNow Developer Site, select Guides.
4, Select Guides Overview.
5. Select Personal Developer Instance (PDI) Guide in the side navigation.

6. Follow the instructions to obtain your personal developer instance.

Obtaining a PDI

Get a new instance to run a PDI on the latest generally available release.

Before you begin
Role required: none

About this task

The first time you sign in to the Developer Site, you are given a PDI running the latest generally
available release. You can use this PDI as long as you keep it active. If you want a PDI running an
earlier release, release your PDI and request a new instance.

If you do not have a PDI because you released your PDI or went longer than ten days without
activity, can request a new instance.

Procedure
1. Signin to the Developer Site @.
2. Click the Request Instance button in the header.
3. In the Request an Instance dialog, select a ServiceNow® release for the instance and click the
Request button.
Request an Instance

Request an Instance

Choose your release
Restore an Instance

NO INSTANCES AVAILABLE

Release Notes ~ Release Notes ~ Release Notes

Cancel
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o PDIs are a limited resource. If no PDIs are available for the desired release, select the release
card for the release and click the Join Waitlist button. You will be notified when a PDI
becomes available.

o To leave the waitlist, click the Leave Waitlist link in the
header. You will lose your place in the waitlist if you leave and
Request an Instance

Request an Instance

Choose your release
Restore an Instance

NO INSTANCES AVAILABLE

Release Notes Release Notes -~ Release Notes ~

Cancel Join Waitlist

rejoin.

4. When an instance is assigned to you, the Your instance is ready! dialog supplies your
instance URL and password.

Your instance is ready!

Your instance URL: https://dev-.serv‘\ce-now,com A

Username: admin

Current password: [N

Keep your new instance active by developing on the instance or logging into the Developer Site. If your instance is inactive for 10
days, it will be reclaimed and released for other developers to use.

Return to the Developer Site Open Instance 7~

5. Click the Open Instance button to open the instance in a new browser tab.

Accessing your PDI

Open your PDI and start building in the instance.

Before you begin
Role required: none

About this task
Once you have obtained a PDI, you can open the instance from Account menu.
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Procedure
1. Sign in to the Developer Site.
2. Open the Account menu and click the Start building link.

servicenow  Developer Leamn ~ Reference v Guides~ Connect Q. . ~

2 My Instance @ My Account

INSTANCE STATUS INSTANCE ACTION ACTIVITY
) —
Online Instances with no activity for over
10 days will be claimed back in to I
RELEASE (hC‘DOO|

View Profile -

USER ROLE

Sign Out

Start Building 2

3. If your PDI is hibernating, wait a couple minutes for your PDI to wake up before you can access
it.
Your PDI wakes from hibernation automatically when you sign in to the Developer site.

4, If your PDI hibernates while you are still signed in to the Developer Site, select the Refresh
Instance instance action, then click the Wake Instance button to wake your PDI from
hibernation.

5. If the instance is undergoing maintenance, you will need to wait for maintenance to complete
before you can access your PDI.

6. If you have any issues accessing your PDI, review the Gelting instance assistance section of
this guide for steps you can take.

Activating a plugin from your PDI
One option to get started using an instance is to activate a plugin directly for your PDI.

Before you begin
Role required: none

About this task
You can activate most plugins directly in your PDI. Follow the instructions to Activate a plugin @.

Procedure
1. On your PDI, open All > System Definitions > Plugins.

2. In the Search field, type the <name of the plugin to install>, forexample, app
engine studio.

3. On the plugin's card, click the Install/Update All button.

4, Optional:In the Install dialog, select the Load demo data option to install the plugin's sample
data.

5. Select the Install button.

6. When the installation is complete, click the Close button in the Install dialog.

Activating a PDI plugin from the developer site

Activate your PDI plugin from the Developer Site to start working on an instance.
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Before you begin
Role required: none

About this task

Some plugins require activation by ServiceNow® personnel on company and partner instances.
You cannot activate these plugins from the plugins list. You may be able to activate these plugins
from the My Instance section of the Account menu.

@ Note: Many ServiceNow® Store applications cannot be installed to PDlIs.
Procedure
1. Open the Account menu to access the My Instance section.
2. Click the Activate plugin instance action.

3. In the Your instance actions dialog, find the plugin and click the Activate button.

4, If your plugin has demo data:
a. Select the Activate plugin menu item to activate the plugin without demo data.

b. Select the Activate plugin with demo data menu item to activate the plugin with demo data.

%
Your instance actions
I CELTEORNG Activate plugin
[ ] Plugin Title/Description Type to Filter Plugins
I
(.
S— |
]
|
— —
]
]
] -m
| 1 —
]
=
] Activate -
Activate plugin
|
Activate plugin with demo data
] ACthice
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You cannot perform other instance actions while the plugin is activating. The Instance Status
is Fulfilling Request while the plugin is activated.

servicenow Developer

S My Instance

INSTANCE STATUS

Fulfilling Request

Resulit

You will receive an email from the Developer Site when the plugin activation is complete. Plugins
that require activation by ServiceNow® personnel do not appear in the plugins list in your PDI.
The Available Plugins dialog does not show plugin activation status.

To use the plugin, reload the browser window where you logged in to your PDI.

Managing email properties for your PDI

Configure properties within your PDI to start sending and receiving emails.

Before you begin
Role required: none

About this task

ServiceNow® instances can send and receive email. Configuring email is typically the
responsibility of a system administrator, not an application developer. In order to send and
receive email with your PDI, email sending and receiving needs to be configured.

Unfortunately, personal developer instances (PDI) have been used both accidentally and
maliciously to send email spam. In order to prevent spamming but still allow notifications on
PDls, we have restricted our email servers to sending to a single domain, guerrillamail.com &.
PDIs can receive email from any domain except guerrillamail.com.

Procedure

1. To enable email sending and receiving from the Developer Site:
a. Open the Account menu to access the My Instance section.
b. Click the Manage Email Properties instance action.

c. In the Your instance actions dialog, activate the Enable email sending and receiving toggle.
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Your instance actions

— Manage email properties
Manage email properties ServiceMow instances can send and receive email. To enable or disable email sending and receiving, click the toggle.
.|
[ Enable email sending and receiving
I
I
I
|
|
|

Cancel

d. Click the Save button.

2. To disable email sending and receiving, deactivate the Enable email sending and receiving
toggle.

Releasing your PDI

Release your PDI to unassign the instance from you, reset to its original state, and reassign it to
another Developer Program member.

Before you begin
Role required: none

About this task

If you no longer need your PDI or you are not going to be able to use it for an extended period
of time, save your work and release the instance. When you release your PDI, the instance is
unassigned from you, reset to its original state, and reassigned to another Developer Program
member. When you request an instance or restore an instance, you will receive a PDI with a
different instance name and URL.

Procedure

To release your PDI:

a. Open the Account menu to access the My Instance section.
b. Click the Release instance action.

c. In the Your instance actions dialog, read the details and select a reason for releasing your
instance from the choice list.
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Your instance actions

Release instance

Release instance By releasing your instance, you allow other developers to use that resource. Remember that this action doesn't give up your access
to the site. You'll only lose access to your personal developer instance.

If you change your mind, you can always request a new instance from the home page.

Why are you releasing your instance?

+ Please select an option
| am no longer using my instance
| want a fresh instance with no data
I'm not able to login to my instance
My instance is not a waking from hibernation
I'm having a different technical problem with my instance
Other reason

Cancel

d. Click the Release instance button.

Changing your instance user role

Change your PDI user role to either App Engine Studio Creator or Admin for different views and
levels of access.

Before you begin
Role required: none

About this task
Depending on your learning or testing needs, you may need to change the user role for your PDI.

Procedure

1. To change your user role:
a. Open the Account menu to access the My Instance section.
b. Click the Change User Role instance action.

c. In the Your instance actions dialog, select App Engine Studio Creator or Admin.
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Your instance actions

Change User Role

r

O App Engine Studio Creator O admin

Change User Role
The admin role grants full access to your PDI including ServiceNow Studio, the application development environment for

professional developers

Cancel Change User Role

d. Click the Change User Role button.
e. A message indicates when your change user role request is completed successfully.

2, To see the change in your user role:
a. Close any open PDI browser tabs.

b. Relaunch your PDI by clicking the Start building button in the Account menu.

Removing demo data from your PDI
If you do not need the demo data in your PDI included by default, remove it from your PDI.

Before you begin
Role required: none

About this task
By default, PDIs include demo data. You can remove the demo data from your PDI on the

Developer Site.

Procedure
1. Open the Account menu to access the My Instance section.
2, Click the Remove demo data instance action.

3. In the Your instance actions dialog, read the description and acknowledge that demo data
cannot be restored click the Remove demo data button.

Result
Demo data removal takes 20-30 minutes. The Developer Site will send you an email when the

process is complete.
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Remove demo data

_ We are removing demo data from your instance now. This operation is expected to take 20-30 minutes. You will receive an email
once this is complete.

Remove demo data

Resetting your PDI to its initial state
Reset your PDI to its initial state to start work with a fresh instance.

Before you begin
Role required: none

About this task
If you want to start work on a new application or want to work with a fresh instance, you can reset

your PDI to its initial state.

() Note: If you reset and wipe your instance, you will lose your customizations and
configurations you made to the PDI. Be sure to back up any work you want to save by
committing your work to source control or creating update sets.

Procedure
1. Open the Account menu to access the My Instance section.
2. Click the Reset and wipe instance instance action.

3. In the Your instance actions dialog, select how to reset your instance.
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Your instance actions

Reset and wipe instance
This will reset your instance to its out-of-the-box settings. You will also receive new instance login credentials after the resetis

complete.

Do you want to keep your instance name "dev [ "7
Note: The reset process will take longer if you choose to keep your instance name.

© Ves, keep my instance name

Reset and wipe instance ) No, give up my instance name and get a new one

By checking this box, you acknowledge that resetting your instance permanently erases all customizations and

settings.
Cancel Reset and wipe instance

o Yes, keep my instance name: Reset your instance to its default state. Resetting and wiping
your instance may take a couple of hours to complete. You will receive an email when the
process is complete.

o No, give up my instance name and get a new one: Get a new instance without waiting for the
reset process.

4. Select the By checking this box, you acknowledge that resetting your instance permanently
erases all customizations and settings disclaimer.

5. Click the Reset and wipe instance button.

Upgrading your PDI

Apply a patch or new release to your instance to upgrade your PDI.

Before you begin
Role required: none

About this task
When ServiceNow® releases patches and new releases, you can apply the patch or release to
your PDI from the Developer Site. You have two options for upgrading a PDI.

o Note: Patches for a release are applied to your PDI automatically up to once a month to
maintain compliance with the ServiceNow Patching Program B. Sometimes patches may be
made available to apply outside the regular patching schedule. Use the Upgrade instance
option to apply a patch manually.

Procedure
1. Open the Account menu to access the My Instance section.
2. Click the Upgrade instance instance action.

3. In the Your instance actions dialog, select the patch or release to apply to your PDI and click
the Upgrade instance button.

Result
Upgrading your instance may take a couple of hours to complete. Do not run the upgrade until
you have time to let the upgrade run.
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You will receive an email when the upgrade is complete.

Getting instance assistance

Get assistance for common issues accessing an instance and give feedback.

If you cannot access your PDI or get the Your instance is currently offline page, your PDI may be
in the process of waking up from hibernation or your PDI just completed patching and needs to
restart. Your PDI should be available within five minutes.

If your PDI is not available after five minutes, sign in to the Developer Site, select the arrow next to
your avatar, and check the My Instance page to see if your PDI is still undergoing maintenance.

Early Availability guide

Early Availability provides you with exclusive access to the latest release over a month before
market launch makes the release available for any customer to use.

The ServiceNow Developer Program provides Early Availability to pre-release versions. You have
access to pre-release versions and resources through the ServiceNow Developer Site. As a
Developer Program member, Early Availability provides you with exclusive access to the latest
ServiceNow release over a month before market launch makes the release available for any
customer to use. Early Availability includes:

« Personal developer instances (PDI)
* Learning plans

« Training courses

« APIs

« Documentation

As a Developer Program member, you have the first opportunity to become familiar with the latest
ServiceNow release through Early Availability. Early Availability gives you an opportunity to learn
skills that will set you apart from other developers in the industry. You can leverage the latest
features and upgrades to build new applications.

Early Availability learning plans and training courses

Early Availability gives you access to learning plans and training courses specifically for the latest
release.

The Developer Program provides you with the training needed to successfully explore releases
at your own pace. Early Availability gives you access to learning plans and training courses
specifically for the latest release. Pick from a selection of easy-to-follow training courses or
learning plans based on your current knowledge and experience. With either choice, you are
guarante(gd to build or improve your application development skills on the latest ServiceNow Al
Platform™.

Early availability APl documentation
Early Availability includes access to APl documentation for the latest release.
The Developer Program also contains APl documentation on:

« Server-side APIs (scoped and global)
« Client-side APIs
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* REST APIs

« Now Experience Ul Framework

Server-side scoped APIs are for use within scoped applications, and may behave differently
within the global scope. Server-side legacy APIs are documented for development work in global
scope. New applications should be built using scoped APIs.

Early Availability includes access to APl documentation for the latest release.
Low-code versus pro-code development
Learn the difference between low-code and pro-code solutions on the ServiceNow Al Platform.

Which app builder should | use?

Use the following table to choose the app building experience that matches your role and
technical background.

App builders

Tool Users Features
Creator Studio: Build an app Process owners, line of Build request-fulfillment apps
without code. business owners without writing code.

For example, create an
application to request office
supplies: a user fills out

a form, and an approver
accepts or denies the request.
For more information, see
Exploring Creator Studio.

App Engine Studio: Build a Citizen developers Build a broader range of apps
range of apps using low-code than Creator Studio without
tools. writing code.

For more information, see
Exploring App Engine Studio.

ServiceNow Studio: Build Citizen developers, Platform Build apps in a unified
and deliver apps in a unified  developers development environment.

environment.
ServiceNow Studio provides

streamlined navigation,
integrated low-code tools,

and built-in tracking and
packaging so you can develop
and ship apps faster. Use
Build Agent in ServiceNow
Studio to create and update
apps with a conversational
interaction.

For more information, see
Exploring ServiceNow
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App builders (continued)

Tool Users Features

Studio and Build Agent in
ServiceNow Studio.

ServiceNow IDE and Source code developers Develop applications in
ServiceNow SDK: Build apps source code with ServiceNow
in source code. Fluent, create JavaScript

modules, and use third-

party libraries. ServiceNow
Fluent is a domain-specific
programming language for
creating application metadata
in code. Use Build Agentin
ServiceNow IDE to create

and update apps in source
code with a conversational
interaction.

The ServiceNow IDE runs
Visual Studio Code for the
Web on the ServiceNow Al
Platform. The ServiceNow
SDK runs Visual Studio Code
Desktop locally. For more
information, see Building
applications in source code.

What is low-code development

Low-code development is a new approach to app creation that allows users with limited
coding experience to create powerful apps. Low-code development platforms rely on graphical
interfaces and configuration instead of manual coding. These new low-code development
platforms enable more people to create and deploy apps quickly and efficiently.

Benefits of low-code development

Low-code app development streamlines the development process to build more apps faster.
Low-code solutions require fewer developers, and allow non-developers to build apps. Pre-built
templates provide developers a head start building apps. System administrators can manage
app development from a single location and collaborate with other developers. Decrease the
time that it takes to deploy apps using predefined workfiows in the ServiceNow Al Platform.

ServiceNow no-code and low-code development tools

« Creator Studio

« App Engine Studio

« Ul Builder

« Guided Application Creator
« Table Builder

« Flows in Workflow Studio &
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« Workspace Builder

« Exploring Decision Tables &

For more information on low-code development tools, see Building low-code applications.

No-code development tool example

Creator Studio makes creating basic request-fufillment apps easier by dividing their creation into

simple steps. You can create forms for users to request catalog items and use form submissions

to initiate automated playbooks. Find out more in Creator Studio.

Create app an app in Creator Studio

servicenow Creator Studio

Welcome to Creator Studio

Not accessed yet Accessed 6 days ago

<

Create app

Apps @Anapps(m & ) Your apps (30) ) (<) Shared with you (74)

Accessed a day ago H Accessed a day ago

63 Stakeholder Review & Sports Equipment Rentals

A sports equipment rental application

What is mid-code development

Accessed 2024-06-27 10:10:08

£ New

1= Last accessed v\‘ =

Accessed a day ago

ES Brand Design

Having a consistent brand personality increases
recognition and continues to foster our

customer’s trust. Find information on our brand...

If you're comfortable with the ServiceNow Al Platform and some development tools, use the new
ServiceNow Studio to access all of the builders and development tools in one place.
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Mid-code development tool example

Create an app in ServiceNow Studio
= O studio « @

[ File Categories i A Home X Tools & Deployment Create v

® o Open list

| Filter list

Welcome, Admin
» 88 Automation

» & Client Development Q  Search <« Activate code search (1
» 7 Content

» 8 Data

» & Integrations (Inbound)

»G
Integrations (Outbound) Recently opened files viewal >
» E3 MID Server

» B Mobile App Builder 0 N 0 0
» 123 [ G

» & Mobile Card Builder

» % Natural Language Understanding Change - Normal - Assess (empty) Add Comment

» & Properties Flow | Global file Form Section | Global file Action | ITSM Spoke

¥ & Reporting

» & Schedules

> U security = H ]:: n E: n]

» :
&8 Server Development alm_consumable Change - Normal - Authorize Approval Flow
» [N User Interface

Form | Global file Flow | Global file Flow | AX1 Travel Request
» O Other

Recently opened apps viewal >

1] S - | A -
ITSM Spoke AX1 Travel Request Customer Service
B Custom B Custom B Custom

Scope: None

What is pro-code development

Pro-code development is used by developers to create complex apps that can't be built with a
low-code tool. Traditionally, pro-code development is used to create apps from scratch using
custom code to solve a business need. Developers need to have knowledge of coding and how
to use programming languages to build apps.

Benefits of pro-code development

The advantage of pro-code development is being able to create custom apps without the
limitation of a tool. You can build custom apps unique to your business needs without limits.
Developers can create apps with a custom look and feel to match your company's branding.

ServiceNow pro-code development tools

» ServiceNow IDE
« ServiceNow SDK
« Scripting &

*« REST APIs &

« ServiceNow Extensions for Visual Studio Code
For more information on pro-code development tools, see Building pro-code applications.

Low-code versus no-code

The terms low-code and no-code tend to get used interchangeably, but they aren't exactly
the same thing. While both low-code and no-code solutions provide tools for simplified app
development, the differences are worth considering.

Low-code
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Low-code platforms are designed for professional developers and non-technical
business users. They require very little training or experience and use visual-based
modeling to streamline the development process. They also allow people with
coding experience to dive deeper, coding by hand when needed.

No-code

No-code platforms require no development experience, and are designed
specifically for citizen developers and business users. No-code solutions open app
development up to essentially everyone, but can lead to shadow IT—unsanctioned
app development within an organization.

Modifying versus building an application

At a certain point in the lifetime of your applications, it might make sense to create an application
to replace the old one. Cost savings, maintenance effort, and features available in new apps can
help you determine if it's better to build a new application or modify an existing one.

Consider building a new application for the following reasons:
» The existing application is outdated and doesn't run well on newer hardware.

« Building a new application would produce cost savings over updating and maintaining the
existing application.

« The existing application doesn't fundamentally meet your business needs.
« The existing application's features can easily transfer to a new application.

« Updating the existing application would cause significant disruptions to your Ul and workflow
because the existing application does not support the features you want to add.

« A new application would resonate with more users through an updated Ul, more features, and
ease of use than the existing application.

« Building a new application would be a quicker and easier process on low-code platforms like
App Engine Studio (AES) than maintaining the existing application.

For more information, see the following topics:

« Use App Engine instead of customizations

« Customization vs configuration with ServiceNow Studio

Understand the ServiceNow® UI experiences

You can develop in the following ServiceNow Al Platform user interfaces: the Next Experience
Ul, the Workspace Ul, the Classic Environment, and the Core Ul. This topic explains these user
interfaces.

Use the information in the following table to select the best Ul experience for you and your team.

Ul experiences on the ServiceNow Al Platform

Ul experience Benefits

Next Experience Ul & Unified Navigation

o Access app shell items—such
as the contextual app pill,
menu items, and search—all
in one place across the entire
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Ul experiences on the ServiceNow Al Platform (continued)

Ul experience Benefits

platform, no matter which
application you're using.

« Pin and unpin navigation
menus to access menu items or
free up screen real estate.

Additional menus

» Use the Favorites, History, and
Workspaces menu items to
navigate to and pin important
resources.

« Easily switch between Core Ul
applications and configurable
workspaces.

« Find your recently viewed items
in a single menu.

» Create custom menus for
your end users. For more
information, see Configure
custom menus for Unified
Navigation @.

Configurable Workspace Ul &
Improved agent efficiency
Work on multiple issues
concurrently in an optimized,
intuitive layout.

Speedy resolution

Resolve issues faster with
automated suggestions powered
by machine learning.

Proactive identification of major
incidents

Gel notified of potential major
incidents based on issue
frequency and impact.

Greater visibility for agents

Keep informed of updates and
surface important insights with a
live activity feed and analytics.

Working in the classic environment & Work in lists and forms

Work in the classic ServiceNow
Al Platform environment, creating
lists from records.

Powerful app creation and development
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Ul experiences on the ServiceNow Al Platform (continued)

Ul experience Benefits

Create applications and develop
with the full power of the
ServiceNow Al Platform.

Working in Core Ul &
The Core Ul interface provides an updated

look and usability improvements.

Notable features include real-time form
updates, user presence, a redesigned
application navigator with Favorites and
History tabs, and improved activity streams.
Core Ul is the default user interface for

new instances. For upgraded instances, an
administrator must activate Core Ul.

Support for developers

Here's where ServiceNow developers get support.

Where to find developer support

Resource Description

ServiceNow Community & « Product hubs - Choose a product area and:

o Connect to resources and learn about
integrations.

o Get expert and peer advise.
o Network with peers.

« Developer discussions - Connect with
developers like you to ask questions, offer
solutions, or build together.

« Developer blog - See what the developer
advocate team has to say.

Developer Site & « Sign up and start building on the
ServiceNow Al Platform with a free account.

« Join the ServiceNow developer program.

» Access learning resources.

» Access product and release documentation,
APIs, CLI, and Component docs.

« Access guides with an overview of
the ServiceNow Al Platform, as well as
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Where to find developer support (continued)

Resource Description

information on how to get started whether
you're a new or experienced developer.

» Learn ways to connect and collaborate with
others working on similar problems.

ServiceNow training & Get started with training and certification.

ServiceNow developer videos @ Access the ServiceNow Developer Program
YouTube channel.

Application collaboration

People with admin privileges can manage the permissions of developers collaborating on an
application.

Collaboration descriptors

You can use the predefined collaboration descriptors that are standard with activation, or create
a custom collaboration descriptor. By using a collaboration descriptor, you can assign, manage,
and monitor delegated development permissions.

Collaboration descriptors

Descriptors Description

Owner Owner of the application that manages other
collaborators and can delete the application.

Editor Standard descriptor to invite collaborators.
Custom Non-standard (custom) descriptor created by
the user.

Development permissions

By setting permissions, you can retain control over the system. You assign permissions to
developers (or users who deploy applications) so that they can develop or deploy applications.

Development permissions

Application Management Capabilities to delete the application and
version source control access.
File type Access File types that the user has access to.
Security / Entitlement Capabilities to manage application security.
Programming Tools Capabilities for script fields access.
Deployment Deployment capabilities.
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Application collaboration users

You can assign a collaboration descriptor for an individual by creating an app collaboration user.
The user can only be assigned one collaboration descriptor for any application.

Application collaboration groups

You can assign a collaboration descriptor for a group of users by creating an app collaboration
group. The group can only be assigned one collaboration descriptor for any application.

Install the app collaboration application

Install the app collaboration application so that you can view the collaboration feature in the Ul.

Before you begin
Download the app collaboration application so that you can view the collaboration feature.

You must have an App Engine license.

Role required: admin

Procedure
1. Navigate to System Applications > All Available Applications > All.

2. Click the search icon ( ) in the middle of the screen to search for the application
collaboration application.

3. Click Install.

@ Note: If app collaboration is already installed, the Install button is inactive.

4. Click Activate.

Result

The app collaboration feature is active.

After you install and activate the app collaboration plugin, all delegated developers will receive
custom collaboration descriptors based on their current permissions and applications. The base
system table provides standard Owner and Editor collaboration descriptors which are used in
the collaboration feature.

If you install this plugin without App Engine Studio (AES) for an application, you should manage
the delegated development permissions with this plugin or use the old Manage Developers
screen to manage the permissions. Do not use both the plugin and the Manage Developers
screen to manage the delegated development permissions.

To use the old Manage Developers screen, select your application and select Manage
Developers in the related links on the form.

Create collaboration descriptors to assign permissions

Create descriptors in the collaboration application so that you can assign permissions to users
or groups.

Before you begin
Role required: admin
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About this task

Note: You should create collaboration descriptors in addition to Owner and Editor in

the global scope. If you want collaboration descriptors to appear and be used in AES,

you should also set them to standard = TRUE. AES doesn't support collaboration
descriptors that are created in custom scopes, and non-standard collaboration descriptors
don't render in AES.

Use the predefined collaboration descriptors that are standard with activation, or create a
custom collaboration descriptor. Collaboration descriptors enable you to assign, manage,

and monitor delegated development permissions for each application or uniformly across
multiple applications. You can assign each collaborator with one collaboration descriptor for an
application. However, users can have multiple collaboration descriptors simultaneously if they
belong to groups where collaboration descriptors have been assigned.

Procedure

1. Navigate to All > App Engine > Collaboration > Descriptors.
2, Click New.

3. On the form, fill in the fields.

App Collaboration Descriptor form

Field Description

Name Name for the descriptor.

Description Description of the descriptor that includes
permissions capabilities. Examples are as
follows:
°o Owner
o Editor

Application Scope of the collaboration descriptor.
Currently, all collaboration descriptors must
be created into the global scope.

Standard Option for inviting other collaborators with
this role.

4. Click Submit.

Add permissions to collaboration descriptors
Add permissions to collaboration descriptors to manage your user's capabilities, such as the
ability to delete the application or manage collaborators.

Before you begin
Role required: admin

Procedure

1. Navigate to All > App Engine > Collaboration > Descriptors.

2. To modify the permissions, select a collaboration descriptor from the related list.
3. To view the permission's options, click Edit... in the related list.

4. To add or remove permissions to the descriptor, click the arrows.

© 2026 ServiceNow, Inc. All rights reserved. 99
ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.

Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.



servicenow.

For a list of permissions, see Collaboration permissions.
5. Click Save and Update.

Assign collaboration descriptors to users

Assign collaboration descriptors to your users for a specific application so that you can define
specific permissions for these users.

Before you begin
Role required: admin

Procedure

1. In the related list, click Application collaboration users.
2. Click New.

3. On the form, fill in the fields.

Collaboration users form

Description
Collaboration Application Application that the user works on.
Collaboration User User that works on the application.
Collaboration Descriptor Descriptor for the user on this application.

4. Click Submit.

Assign collaboration descriptors to groups

Assign collaboration descriptors to user groups for a specific application so that you can define
specific permissions for these user groups.

Before you begin
Role required: admin

Procedure

1. In the related list, click Application collaboration groups.
2. Click New.

3. On the form, fill in the fields.

Collaboration groups form

Description
Collaboration Application Application that the group will work on.
Collaboration Group Name of the collaboration group.
Collaboration Descriptor Descriptor for the group on this application.

4. Click Submit.
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Collaboration permissions

Assign permissions to define what collaborators can do.

Collaboration permissions

Permission Description

Playbooks Grants access to work with the Playbooks
design environment to create processes.
Editing activity subAows or actions requires
the Flow Designer permission.

All Metadata Grants access to work with all metadata.

Integrations Grants access to web service APIs, REST APls,
data sources, and Integration Hub - Import.

Ul Builder Grants access to work with Ul Builder to build
out more complex interfaces.

Mobile builders Grants access to build mobile experiences,
such as with Mobile App Builder.

Security Management Grants access to security management files,
such as Access Control Lists and roles.

Service Portal Grants access to work with Service Portal
editors and tools.

Notifications Grants access to create automatic email
notifications and work with email templates.

Invite collaborators Grants access to invite developers to
collaborate on an app.

Workfow Grants access to the Workflow Editor and
Activity Creator.

Reporting Grants access to reports and scheduled
reports.

Workflow Studio Grants access to the Workflow Studio design

environment to create flows and actions.

Service Catalog Grants access to work with catalog-related file
types such as catalog items, record producers,
and variables to add catalog items to apps.

Tables & forms Grants access to model and layout-related file
types such as table columns, form layout, and
list layout.

Decision Tables Grants access to work with Decision Tables to
create decision logic based on multiple if-then
rules.

Contextual development environment

The platform is a contextual development environment that displays the currently selected
application, identifies the scope of every application artifact, and prevents any changes that
violate the access settings for an application.
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Application developers can use the contextual development environment to:

« Determine the application context

« View and select applications

« Enforce application version standards
« Enforce application resource throttling

« Enforce script protection policies

Application context

When application developers create new records, the system automatically assigns the records
to the currently selected application in the application picker.

When application developers attempt to change existing records, the platform checks whether
the currently selected application matches the scope of the application artifact. If they match,
the application developer can save changes to the artifact. If they differ, the system makes the
following changes to the user interface:

» Makes all the fields on the current record read-only.

« Displays a warning message that the application artifact belongs to another scope.

Application access settings

Application access settings determine whether one application can access resources from
another application.

Application access settings are similar to access controls (ACLs) in that they allow you to restrict
access to certain resources, but instead of restricting tables and records from users they restrict
applications resources from other applications. There are several ways to set cross-scope
access.

Access setting

Setting type Description location

Application Your application or o ) i Access determined

designand application script ~ Application designers can configure  py the cross-scope

runtime requires access the following application access privilege record

settings to a cross-scope settings for the entire application. owned by the
resource. « Specify whether cross-scope calling application.

tables can be selected during
design-time activities.

« Specify when scripts can run on
Cross-scope resources.

« Specify what JavaScript standard
the application supports.

Table A cross-scope Access determined
design and application orweb  Application developers can also by settings on the
runtime service requires configure application access settings  target table.
settings access to perform  for individual tables.

CRUD operations

on a table.
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Access setting
location

Setting type Description

« Specify whether the table is
available to other application
scopes.

« Specify what runtime operations
from other application scopes the
table supports.

« Specify whether the table can
be selected during design-time
activities.

« Specify whether the table can be
accessed from web services.

Restricted A cross-scope Access determined

caller application or script Admin users can configure the by the restricted

access requires access to  following application access settings  caller access record

privilege  your application for an entire application scope or owned by the target

settings or application application resource. application.
resource. » Specify whether a cross-scope

script can access your application
scope or an application resource.

« Track cross-scope requests for
access to application resources.

« Approve or deny cross-scope
requests to access application
resources.

Application design and runtime settings

The application design and runtime settings determine whether an application can access
Cross-scope resources.

Design and Runtime fields

Field Description

JavaScript The JavaScript standard that the application supports. Select ECMAScript 2021

Mode (ES12) to support features in ECMAScript 12th edition or ES5 Standards Mode to
support features in ECMAScript 5th edition. Select Compatibility Mode to support
earlier ECMAScript editions. For more information, see Set the JavaScript mode for
an application &.

Runtime  The application's handling of script access requests to resources in other

Access applications. Select None to authorize all access requests to cross-scope

Tracking  resources without logging them. Select Tracking to log and authorize all access
requests to cross-scope resources. Select Enforcing to log access requests to
cross-scope resources but require an administrator to authorize each request.

Restrict The availability of cross-scope tables when designing the application. Clear the
Table option to allow the application to see tables from other application scopes. Select
Choices  the option to restrict design choices to only tables in the same application.
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Runtime access tracking

Runtime access tracking allows administrators to manage script access to application resources
by creating a list of script operations and targets that the system authorizes to run.

Runtime access tracking provides the following options:

Runtime access tracking options

Option Tracking done Authorization done | Results
None The system does not The system Application scripts can access
track runtime access does not require  resources from other applications as
requests. authorization long as the table-level access settings
to run access allow it.
requests.
Tracking ) The system sets  The system runs the tracked
During development, the the status of the  operation as long as the table-level
system creates a Cross-  Cross-Scope access settings allow it.

Scope Privilege record  prjvilege record
for each runtime access o Allowed.
request.

After installation, the
system no longer tracks
new runtime access

requests.

Enforcing The system sets  The system blocks the tracked
During development, the the status ofthe  operation from running until an
system creates a Cross-  Cross-Scope Administrator manually changes the
Scope Privilege record  prjvilege record  status to Allowed and the table-level
for each runtime access o Requested. access settings allow it.
request.

After installation, the
system no longer tracks
new runtime access
requests.

During development, application designers must run all of an application's script logic to ensure
the system tracks and authorizes the access requests to other applications.

Cross-scope privilege record

Runtime access tracking uses cross-scope privilege records to determine which script
operations and targets the system allows to run.

The system creates cross-scope privilege records when:
» Runtime access tracking is set to Tracking or Enforcing.

« A script attempts to access another application.

Each cross-scope privilege record in the Cross scope privileges [sys_scope_privilege] table
contains the following information.
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Cross-scope privilege fields

Field Description

Source The application requesting runtime access to another application's resources.
Scope

Target The application whose resources are being requested.

Scope

Target The name of the table, script include, or script object being requested.
Name

Target The type of request: table, script include, or script object.

Type

Operation The operation the script performs on the target. The target type determines the
available operations. Tables support the read, write, create, and delete operations.
Script includes and script objects only support the execute APl operation.

Status The authorization for this record: requested, allowed, or denied

Administrators can manually create cross-scope privilege records for application developers in
advance to communicate which cross-scope resources they expect developers to access. For
example, administrators could create these cross-scope privilege records to permit application
developers access to resources from Incident Management.

Sample cross-scope privilege records

Source Scope Target Scope Target Name Operation Status

My App Global incident Read Allowed
My App Global incident Write Allowed
My App Global ScopedGlideRecord Execute API Allowed

During testing, application developers should run all of their application scripting logic to ensure
the system creates any necessary cross-scope privilege records. After application publication,
the system only allows runtime requests to run that have a valid cross-scope privilege record.

Note: Table privilege granting is limited to, at most, the permissions set on the table object
(sys_db_object) record. For example, granting a scope privilege to delete for table incident
would not be allowed if the table object for incident did not allow Can delete scopes.

Application design access record

Administrators use application design access records to specify which other applications are
available to developers during application creation.

When administrators restrict an application's table choices, they can then create application
design access records to grant developers access to the tables of selected applications.

Each application design access record contains the following information.

Application design access fields

Description

Source Scope  The application requesting design access to another application's tables.
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Application design access fields (continued)

Description

Target Package The application whose tables will be available for design time access.

Application The application to which this record belongs.

Application design access records allow administrators to have oversight of the resources
available to application developers. When creating configuration records, application developers
can only select tables from another application if there is an application design access

record granting them access to the application. For example, administrators could create the
following application design access records to grant developers access to tables from Incident
Management and Problem Management.

Sample application design access records

Source Scope Target Package
My App Incident
My App Problem Management

After developers create configuration records to other applications, the system displays these
applications as dependencies.

Table design and runtime settings

The Application access fields determine whether a table is accessible to other applications
during design-time or run-time operations.

Application access fields

Field Description

Canread Selectthe check box to allow script objects from other application scopes to read
records stored in this table. This option offers runtime protection. For example, a
script in another application can query data on this table. You must first select read
access to grant any other API record operation.

Can write
Select the check box to allow script objects from other application scopes to

modify records stored in this table. This option offers runtime protection. For
example, a script in another application can modify a field value on this table. This
option is available only when the Can read check box is selected.

Clear the check box to prevent script objects from other application scopes from
modifying data stored in this table.

Can
create Select the check box to allow script objects from other application scopes to

create records in this table. This option offers runtime protection. For example, a
script in another application can insert a new record in this table. This option is
available only when the Can read check box is selected.

Clear the check box to prevent script objects from other application scopes from
creating records in this table.

© 2026 ServiceNow, Inc. All rights reserved. 106
ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.
Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.



servicenow.

Application access fields (continued)

Field Description

Can

delete Select the check box to allow script objects from other application scopes to
delete records from this table. This option offers runtime protection. For example,
a script in another application can remove a record from this table. This option is
available only when the Can read check box is selected.
Clear the check box to prevent script objects from other application scopes from
deleting records from this table.

Allow

accessto Selectthe check box to allow users to make inbound web service queries to

this table  this table. This option offers both design-time and runtime protection. The user
via web performing the query must have the correct permissions to access this table, even
services When this check box is selected.

Clear the check box to prevent users from making web service queries to this
table.

Runtime access to applications tables

Runtime access determines if an API or web service call can run against an application table.

Access permissions can be set for the following access points.

Runtime access points

Access
points

Description

Script APl Any supported object or method call from the scoped system APl such as a
GlideRecord call.

Web Any supported web service call such as a REST, JSON, or SOAP web service.
services

The system does not prevent you from creating API or web service calls to the application tables,
rather it determines if the APl or web service call is allowed to run against the application table.
API or web service calls that violate the access permissions for an application table produce an
error. For example, making a web service call to a protected application table produces a 403
Forbidden HTTP error.

Default runtime access permissions

The default runtime access permissions apply to new application data tables.

By default, new application tables only allow read access from other application scopes.

Default runtime access

Accessible from All application scopes
Canread Enabled
Can create Disabled
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Default runtime access (continued)

Can update Disabled
Candelete Disabled
Allow access to this table via web services Enabled

Application access permissions for a table record

¢{ = Table - Marketing Event # () 53 Update  Delete | Delete All Records
Application Access v
Accessible from | All application scopes ¥
Canread |+ Allow accessto |+
this table via web
Can create services
Allow
Can update configuration
Can delete

Update Delete Delete All Records

Set runtime access to application tables

Set these access permissions to protect application tables at runtime.

Before you begin
Role required: admin

Procedure
1. Navigate to All > System Applications > Applications.
2, Click the button for the application type you want to edit.

displays applications created on this in

Developed stance.

displays applications downloaded on this in

Downloaded
stance.

3. Click the application name or the Edit button for the application you want to work on.
4, From the Tables related list, select the table whose access permission you want to set.
5. From the Application Access section, set the runtime access permissions.

6. Click Update.

Example denying all runtime access to a table

You can prevent script APl and web service calls from other application scopes.

Typically, this is to prevent any other application from creating or modifying data in the table.
Denying access requires setting the following value in the table record.
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Denying all runtime access

Field Value

Accessible from This application scope only
Canread Disabled
Can create Disabled
Can update Disabled
Can delete Disabled
Allow access to this table via web services Disabled

Limiting runtime access to this application scope only

{ | = Table - Conference Rooms /3 # () oz  Update | Delete | Delete All Records J
Application Access v
Accessible from This application scope only j
Can read Allow access to
this table via web
Can create services
Can update Allow configuration
Can delete

Update Delete Delete All Records

The following diagram illustrates the effect of denying other application scopes access to
application tables from script APl and web service calls.
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Deny all runtime access permissions to application tables

s ~
App: Book Rooms
Scope: x_acme_book_rooms API
Operations
Read
Write
Allow API
Operations?
Create
Delete
Conference Rooms
[x_acme book rooms
conf_rooms]
table
Web
Services
REST
Allow Web
Services? JSON ®
SOAP
. iy

Example granting all runtime access to a table

-
App: Marketing Events
Scope: x_itec_marketing_events
Seript Call
r N
var gr = new GlideRecord("x acme bock rooms conf rooms");
gr query();

while (gr.next(}){
ér:update”:
ér:ingert:;:
Sg;deleteRecord(; i

1

Result: Policy refuses script access to table records.

REST Client Calf

URL: {instance}api/nowltable/x acme book roc o oms
Headers: Accept:application/json. Content-Type:application/json,
X-UserToken:abcd1234...

Result: 403 Forbidden

~

You can permit some or all runtime script APl and web service calls from other application

scopes.

Granting access requires setting the following values in the table record.

Granting all runtime access

Field Value

Accessible from All application scopes
Canread Enabled

Can create Enabled

Can update Enabled

Can delete Enabled

Allow access to this table via web services Enabled
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Granting other application scopes all runtime access permissions

¢ | = Table - Conference Rooms @} ﬁ ® ﬁ:\):g Update Delete Delete All Records ¢/
Application Access v
Accessible from All application scopes j
Can read b Allow access to v
this table via web
Can create s services

Can update o Allow configuration

Can delete b
Update Delete Delete All Records
The following diagram illustrates the effect of granting access to application tables from API calls

and web services in other application scopes.

Granted access to application tables

s 'S ™
App: Book Rooms App: Marketing Events
Scope: x_acme_book_rooms API Scope: x_itec_marketing_events

Operations Seript Call
F ——
Read
var gr = new GlideRecord("x acme book rooms conf rooms");
9; —;{“ervtls
i .next
Write wl 1 E (gr.next ()){
Allow API @_ gr.update () ;
Operations ? Create gr.insert();
gr.deleteRscord () ;
Delete !
Result: Policy grants script access to table records.
Conference Rooms
[x_acme_book_rooms
conf_rooms]
table
Web
Services REST Client Calf
REST
URL: {instance}api/mow/table/x acme b IO nf_roo:
';"o“f Wef JSON @ Headers: Accept-application/json, Content-Type-application/json,
ervices: X-UserToken:abcd 1234
SOAP
Result: 200 OK
. J " J

Design-time access to application tables

As the application developer, you can grant or deny other applications the permission to
create configuration records, also known as application files, that extend the functionality of an
application.

The permission applies to any platform feature that extends the functionality of an application
data table such as:

e Business rules
« Ul actions

« Client scripts
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These access permissions protect the application data table at design-time. The system
prevents you from creating configuration records by hiding the application data table as an
option in the Table field. For example, a protected application table does not appear as an option
when you create configuration records such as Ul actions and client scripts.

Even when permission is granted to create configuration records, some configuration records
have additional restrictions to protect application data from unwanted changes from other
application scopes.

Default design access permissions

By default, new application tables prevent other application scopes from creating configuration
records on application data tables. This prevents any other applications from changing the
functionality of a table.

Default design-time access

Field Value

Accessible from All application scopes
Canread Enabled

Can create Disabled

Can update Disabled

Can delete Disabled

Allow access to this table via web services Enabled

Allow configuration Disabled

Default access permissions to configuration records

{ | = Table - Marketing Event Y @ @:3 Update = Delete  Delete All Records

Application Access v

Accessible from All application scopes

Canread |+ Allow accessto |+
this table via web
Can create services
c Allow
an update configuration
Can delete

Update Delete Delete All Records

Set design-time access to application tables
Set these access permissions to protect application tables at design-time.

Before you begin
Role required: admin

About this task
To set runtime access permissions:
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Procedure
1. Navigate to All > System Applications > My Company Applications.
2. Click the button for the application type you want to edit.

displays applications created on this in

Developed stance.
bownloaded displays applications downloaded on this in
stance.

3. Click the application name or the Edit button for the application you want to work on.
4. From the Tables related list, select the table whose access permission you want to set.
5. From the Application Access section, set the design-time access permissions.

6. Click Update.

Related topics
Example denying all design access to a table

Example allowing configuration records for a table

Example denying all design access to a table

You can prevent other application scopes from creating configuration records on application
data tables.

Typically, this is to prevent any other applications from changing the functionality of a table.
Denying access requires setting the following value in the table record.

Denying all design-time access

Field Value

Accessible from This application scope only
Canread Disabled
Can create Disabled
Can update Disabled
Can delete Disabled
Allow access to this table via web services Disabled
Allow configuration Disabled
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Limiting design-time access to this application scope only

{ | = Table - Conference Rooms /3

Application Access

Accessible from

This application scope only

¢ @

Update

Can read Allow access to
this table via web
Can create services
Can update Allow configuration
Can delete
Update Delete Delete All Records

Delete

The following diagram illustrates the effect of denying other application scopes the ability to

create configuration records.

Limiting design access to this application scope only

-
App: Book Rooms
Scope: x_acme_book_rooms

Configuration

Allow

Records?

~

Delete All Records \1,

7~

Create Configuration Record

App: Marketing Events
Scope: x_itec_marketing_events

~

—

Business Rules
¢ == Business Ruie & &[] swm
Ul Actions
Conference Rooms
[x_acme_book_rooms ® Narma | Gk oo Copachy [revemr——
conf_rooms|
table Client Scripts
Add fields
Result: Policy hides the Conference Rooms table as an option
- ~ . J

Example allowing configuration records for a table

You can permit other application scopes to create configuration records on application data
tables.

You can grant access to the following configuration records with these settings.

Granting access to configuration records

Setting required to grant access

Configuration record

Access controls

Business rules « Accessible from set to All application scopes

« Canread is selected
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Granting access to configuration records (continued)

Configuration record Setting required to grant access

Client scripts
Dictionary entry (new field only)

Ul actions « Canread is selected

« Accessible from set to All application scopes

« Allow configuration is selected

Granting other application scopes design access permission

{ | = Table - Conference Rooms @} @ @ 1@‘?; Update
Application Access
Accessible from All application scopes
Can read v Allow access to v
this table via web
Can create services
Can update Allow configuration v
Can delete
Update Delete Delete All Records

Delete Delete All Records

The following diagram illustrates the effect of granting other application scopes the ability to

create configuration records.

Granting access to configuration records

( e
App: Book Rooms
Scope: x_acme_book_rooms

Allow
Configuration
Records?

App: Marketing Events
Scope: x_itec_marketing_events

Create Configuration Record

Business Rules
Ul Actions =
Conference Rooms
[x_acme_book_rooms @.—'
conf_rooms]
table Client Scripts
Add fields
L. v L

Result: Policy shows the Conference Rooms table as an option

~

Restricted caller access privilege settings

Define cross-scope access to an application, application resource (such as an access control
role, a business rule, a Ul action, or a script include), or event. You can even use these settings to

allow or deny requests for access.
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Restricted caller access privilege settings overview

Restricted caller access [sys_restricted_caller_access] records track cross-scope applications or
scripts that request access to an application, application resource, or event in the ServiceNow Al
Platform. The ServiceNow Al Platform creates sys_restricted_caller_access records when one of
these actions occurs:

o Caller access is set to Caller Restriction or Caller Tracking.

« A cross-scope script attempts to access an application resource or event.

(; ) Note: A system scope to target scope is an example of a cross-scope.

You can use these records to do these tasks:

» Track cross-scope requests for access to an application resource. You can use access
requests to determine which applications need access to resources and data from other
application scopes.

» Approve or deny any cross-scope requests for access to application resources or events. For
example, you can create a Restricted Caller Access record to allow access for all scope-to-
scope requests.

For more information, see Requested restricted caller access (RCA).

Restricted caller access privilege setting combinations

As a target application owner, you can define various combinations of privilege settings for
restricted caller access and specify whether access is allowed or denied for each relationship.
RCA records must be created in the target application scope to control access to your
application's resources. You can define various combinations of privilege settings for restricted
caller access and specify whether access is allowed or restricted for each relationship.

You can define various combinations of the following settings:

Scope

All application resources in a selected source or target scope. To learn more about
application scopes, see Application scope.

Source

A specific application resource (such as a business rule, script include, or table) in a
selected source scope.

Target
A specific application resource in a selected target scope.
These restricted caller access privilege settings combinations include, but are not limited to, the
following combinations:

« Scope-to-scope: Control access from all resources in a source application to all resources in
your target application

« Scope-to-target: Control access from all resources in a source application to a specific
resource in your target application

« Source-to-scope: Control access from a specific source application resource to all resources in
your target application

» Source-to-target: Control access from a specific source application resource to a specific
resource in your target application
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For more information about these access setting combinations and to learn how to create each
combination, see Set the application scope, application resource, and event access.

© Note:

Source application developers who need to request access to resources in another
application should coordinate with the target application owner. You can package
Requested RCA records in your application, which will then be reviewed and approved or
denied by the target application administrator upon installation.

Activating application restricted caller access

You can activate application restricted caller access through one of the following methods:

« Activate the Scoped Application Restricted Caller Access plugin
(com.glide.scope.access.restricted_caller).

» Request the HR Service Delivery or Security Incident Response applications. By default,
restricted caller access is active in these applications.

« Enable the Restricted Caller Access system property for Workflow Studio.

For more information, see: Activate application restricted caller access.

Activate application restricted caller access

You can activate the Scoped Application Restricted Caller Access plugin
(com.glide.scope.access.restricted_caller) if you have the admin role.

Before you begin
Role required: admin

Procedure
1. Navigate to All > System Applications > All Available Applications > All.

2, Find the plugin using the filter criteria and search bar.

You can search for the plugin by its name or ID. If you cannot find a plugin, you might have to
request it from ServiceNow personnel.

3. Select Install to start the installation process.

() Note: When domain separation and delegated admin are enabled in an instance, the
administrative user must be in the global domain. Otherwise, the following error appears:
Application installation is unavailable because another
operation is running: Plugin Activation for <plugin name>.

You will see a message after installation is completed. For information about the components
installed with a plugin, see Find components installed with an application &.

Related topics
List of plugins (madrid) &

Define cross-scope access to an application resource
Track cross-scope requests for access to an application resource and approve or deny requests.
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Before you begin

If you enable application administration for the target application, only application administrators
of the target application can set access to an application. If application administration is not
enabled, an admin user can set access to an application.

Role required: admin or application admin

() Note: To learn about application-specific administrator roles and delegated development,
see Access control rules in application administration apps and Delegated development
and deployment.

Procedure

1. To define access to an application resource, navigate to the application resource record.
Available application resources include these options.

° Table
o Script Include

2. Set the Accessible from field to All application scopes.
If set to This application scope only, no other application scopes can access the resource.

3. Select the appropriate access level in the Caller Access field.

N

Cross-scope calls to the resource are approved or denied based on

None the value of the Accessible from field.
Calls to the resource must be manually approved. Access requests
Caller Restriction are tracked in the Restricted Caller Access table with a status of Re

quested.

Calls to the resource are automatically approved. Calls are tracked in

Caller Tracking the Restricted Caller Access table with a status of Allowed.

4. Allow or deny an access request from a calling application.
When a cross-scope application attempts to access a resource set to Caller Restriction, the
system denies access to the resource and creates a record in the Restricted Caller Access
table with a status of Requested. An admin user or application administrator must allow or
deny the request. When access is allowed, all future access attempts gain access to the
restricted resource.

If a calling resource changes (such as when a business rule’s script changes), the restricted
caller access record status changes to Invalidated. An admin user or application administrator
must update the status to Allowed or Denied.

a. In the application record, navigate to the Restricted Caller Access Privileges tab.

b. Review records that have a Status of Requested.
Each Restricted Caller Access Privilege record lists the operation performed, information
about the calling source, and information about the target resource requested.

c. In the Status column, set the value from Requested to Allowed or Denied.

Once a calling source is allowed, all subsequent calls are allowed.
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Set the application scope, application resource, and event access

Create a record in the Restricted Caller Access Privileges [sys_restricted_caller_access] table
to set cross-scope resource access requests. Approve or deny requests from a source scope or
source scope application resources to a target scope or to target scope application resources.

Before you begin

If you enable application administration for the target application, only application administrators
of the target application can set access to an application. If application administration is not
enabled, an admin user can set access to an application.

Role required: application admin or admin

() Note: To learn about application-specific administrator roles and delegated development,
see Access control rules in application administration apps and Delegated development
and deployment.

About this task

You can set the following restricted caller access privilege settings combinations:
» Scope-to-Scope

» Scope-to-Target

« Source-to-Scope

» Source-to-Target

([ ) Note: An RCA privilege record must be present in the target application to grant access to
a resource. This means that the target scope must match the application scope.

Procedure
1. Navigate to All > System Applications > Application Restricted Caller Access.
2. On the form, fill in the fields.

Restricted Caller Access fields

Field Description

Operation Operation performed on the target resource.
© Read
° Write
© Create
o Delete

o Execute API

Source Cross-scope record that is accessing a restricted application
resource.

Source Scope Scope of the calling application.

Source Table Table that contains the Source record.

Source Type Type of record that is calling the application resource:
o ACL

o Business Rule

o Document Title
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Field Description

Status

Target

Target Scope
Target Table
Target Type
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o

o

o

o

o

Flow

Flow Action
GlideScopedEvaluator
Inbound Email Script
Orchestration RunScript Activity
Record Producer Script
Service Portal Widget
Scheduled Script
Scope

Script Include

Ul Action

Ul Macro

Ul Page

Workfow Activity

For example, to allow access from an entire application, select
Scope.

Status of the access request:

o

o

e}

e}

Requested
Denied
Allowed

Invalidated

6 Note: If a calling resource changes, the restricted caller

access record status changes to Invalidated. If you enable

application administration, only application administrators of

the target application can update the status of a request.

Record of the requested resource.

Scope of the requested resource.

Table that contains the Target record.

Type of requested resource.

e}

Event

() Note: An event is a special type of target for restricted

caller access. By selecting an event in a target scope, you

give a source application permission to queue an event

that is registered as part of a target application. However,
if you set the caller access on the event registry to None, it
prevents cross-scope access calls to an event. This setting

combination is a one-to-one relationship. To learn more

about events, and their function, see Events @. If you set
caller access to None on the event registry, the cross-scope

access calls to an event are denied.
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Field Description

o Scope
° Table

o Script Include

For example, to allow access to an entire application, select Scope.

Scope-to-scope settings

Allow or deny access of all application resources in a source scope to all application resources in
a target scope. This setting combination is a many-to-many relationship.

= Restricted Caller Access Privilege —
(= My Application @ = oo Update | Delete

Source Scope Partner Application Q, @ Application Global
Source Type Scope v Target Scope My Application Q,
Status Requested v Target Type Scope E

Update Delete

Enter the following field settings for Scope-to-Scope restricted caller access.

Field Entries

Source Scope Scope of the calling application that contains the source application
resources.

Source Type Type of record calling the application resource. To allow access from
an entire application, select Scope.

Status Status of the access request. Select Allowed to allow access, or
select Denied to restrict access for this source-target resource
relationship.

Target Scope Scope of the requested resource that contains the target application

resources that the source application resource requests access to.

Target Type Type of requested resource. Select Scope to include all application
resources in the target scope.

Scope-to-target settings

Allow or deny access of all application resources in a source scope to a specific application
resource (business rule, table, script include, or event) in a target scope.
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This setting combination is a many-to-one relationship. For example, you can specify that

all application resources in source Scope A can access a script include in target Scope B.

= Restricted Caller Access Privilege
< “ o =

= Benchmark Client —+ ooo | Update | Delete

Source Scope | Benchmark Client o @ Target Scope | Scoped App Client Q|| @
Source Type Scope ¥ Target Type Script Include ¥
Status Allowed ¥ Target Table Score Level 2 [pa_scores_[2] v
Access is always allowed for tables and script Target o | ®

includes set to Caller Tracking regardless of
the status set on this record. Ensure the
target's caller access policy is not set to Caller
Tracking before changing the status.

Operation Read H

Update Delete

Enter the following field settings for Scope-to-Target restricted caller access.

Field Entries

Source Scope Scope of the calling application that contains the source application
resources.

Source Type Type of record calling the application resource. Select Scope to
include all application resources in the source scope.

Status Status of the access request. Select Allowed to allow access, or
select Denied to restrict access for this source-target resource
relationship.

Target Scope Scope of the requested resource that contains the target application

resources that the source application resource requests access to.

Target Type Type of requested resource. Select the specific application resource
(for example, business rule, script include, Ul page, event) the source
application resource requests access to.

Operation Type of operation (for example, Read, Write) in the target application
resource the source application resource requests access to.

Source-to-scope settings

Allow or deny access of a specific application resource in a source scope to all application
resources in a target scope.

This setting combination is a one-to-many relationship. For example, you can specify that a
particular business rule in source Scope A can access all application resources in target Scope
B.
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= Restricted Caller Access Privilege -—
< | = Customer Service @ = oo Update | Delete
Source Scope | Customer Service Q@ Target Scope | Customer Service Management Unifie | O, | @
Source Type | Script Include H Target Type | Scope 5
Source Table Script Action [sysevent_script_action] w Operation Read ]
Source ol @

4

Status | Reguested

Update Delete

Enter the following field settings for Source-to-Scope restricted caller access.

Field Entries

Source Scope Scope of the calling application that contains the source application
resource requesting access to the target scope application resource.

Source Type Type of record calling the application resource. Select the specific
application resource (for example, business rule or script include)
requesting access to the specified target scope application resource.

Status Status of the access request. Select Allowed to allow access, or
select Denied to restrict access for this source-target resource
relationship.

Target Scope Scope of the requested resource that contains the target application

resources that the source application resource requests access to.

Target Type Type of requested resource. Select Target to include all application
resources in the selected target scope.

Operation Type of operation (for example, Read, Write) in the target application
resource the source application resource requests access to.

Source-to-target settings

Allow or deny access of a specific application resource in a source scope to a specific
application resource in a target scope.

This setting combination is a one-to-one relationship. For example, you can specify that a
specific business rule in source Scope A can access a specific application resource, such as a
business rule, table, script include or event, in a target scope.
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< E E:?jt:;t:admchaller Access Privilege & E sco | Update Delete
Source Scope | Code Search a | @ Target Scope | Scoped App Client Q, @
Source Type Business Rule - Target Type Script Include H
Source Table Business Rule [sys_script] v Target Table Script Include [sys_script_include] v
Source a || @ Target Q, ®
Status | Allowed H

Access is always allowed for tables and script
includes set to Caller Tracking regardless of
the status set on this record. Ensure the
target’s caller access policy is not set to Caller
Tracking before changing the status.

Update Delete

Enter the following field settings for Source-to-Target restricted caller access.

Field Entries

Source Scope Scope of the calling application that contains the source application
resources.
Source Type Type of record calling the application resource. Select the specific

application resource (for example, business rule, script include, or
Ul page) requesting access to the specified target scope application

resource.

Status Status of the access request. Select Allowed to allow access, or
select Denied to restrict access for this source-target resource
relationship.

Target Scope Scope of the requested resource that contains the target application

resources that the source application resource requests access to.

Target Type Type of requested resource. Select the specific application resource
(for example, business rule, Script Include, event) the source
application resource requests access to.

Requested restricted caller access (RCA)

You can use a requested RCA to grant store apps access to protected resources in the
ServiceNow Al Platform without the need to wait for the next family release. If you have the
system admin or application admin role, you can review requested RCAs and approve and deny
them.

RCAs are classified into two categories:
» Real RCA: sys_scope==target_scope
* Requested RCA: sys_scopel!=target_scope

For example: A real RCA record is where the application scope and target scope match. A
requested RCA is a record that is still awaiting approval for access to the target scope.

When you install an application, your scheduled jobs generate RCA records with the status
of Requested in the target application for each requested RCA record that is packaged in the
source application.
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@ Note: The jobs are generated once Upgrade Summary has run.

Example of how a store app accesses a table

Let's say that a store app called HR Integrations Framework wants to access an HR Core Case
table. The table is in the business rule called Find Case in the Integration Service table.

To request access, the HR Integrations Framework app requires that an RCA privilege is
packaged in its own scope as follows:

« sys_scope = HR Integrations Framework
o target = HR Core Case

« status = Allowed

« target_scope = Human Resource: Core

e source = Find Case

App development example for developers

When you are developing an application, real RCAs are generated with the status of Requested
when the target has a caller restriction. If the target has caller tracking, the status becomes
Allowed. The developer can review and finalize all the real RCA records that are required for the
application to work. For example, those RCAs with a status of Allowed.

A developer can click the Generate RCA Privileges in Current App in the related links to
generate requested RCAs that are packaged in the current application. Requested RCAs are
synchronized with real RCAs, which means that if a real RCA is updated or deleted, a requested
RCA is updated or deleted too.

Now, the HR Integration Framework application can be packaged and installed on a customer
instance.

App installation example for administrators

When you are installing an app on a customer's instance, real RCAs are generated in the target
application. A real RCA would have the Human Resource: Core with a status of Requested. This
process is done asynchronously in a scheduled job, where some lag time can occur.

To notify the target app admin about an RCA's pending review, messages have been added to
application pages. An example is as follows:

RCA pending review message

= Store Application o
{ ' = Human Resource: Core ‘& \/\' S

() Some applications have requested Restricted Caller Access Privileges for resources in ><
this application ‘Human Resource: Core’. Click here to review Restricted Caller Access
Privileges which are in 'Requested’ status.
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Store App backward compatibility

If a store app is compatible and can be installed on an instance that is pre-Rome, then you must
package the RCA records in their own scope with the status of Allowed.

(; ) Note: This process ensures that the store app works on all versions.

When upgrading to Rome, you can configure a one-time fix script to move RCAs in the source
scope to the target scope. In Rome, if the target app already has the necessary RCA records, no
RCA records are generated for the RCAs that are packaged by the source app.

Application list

The applications list allows application developers to view and select applications.

Application developers can use the applications list to open a custom application record. If
the contextual development environment detects that you are editing an application artifact
in another application scope, it displays a warning message you can use to switch to another
application.

Administrators have the following options from the applications list.

Sample list of applications

AllApps  InDevelopment NotlInstalled Installed Findin

In Development

Friday app

« Versionl
«  Created on Mar0s, 2021

Edit in Studio
« Modified on Mar 05, 2021

Testing app

E * Version1
« Created on Mar 05,2021

Edit in Studio
« Modified on Mar 05, 2021

Not Installed

There are no apps in this category

Installed

There are no apps in this category

Application list options

Tabname | Options available Application source

Develop Applications developed on this instance

« Create new
application

« Edit existing
application

« Share application

« Delete application
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Application list options (continued)

Tab name Options available Application source
Downloads | | Install « Applications shared on the company application
« View installed files repository
« Edit installed files « Applications shared on the ServiceNow Store
« Uninstall
Updates L L
» Update « Applications shared on the company application
« View version repository
information « Applications shared on the ServiceNow Store

The application list displays the following information.

Applications list

Description
Developed Display applications created on this instance.
Downloaded Display applications downloaded on this instance.

Updates Display available updates for downloaded applications on this instance.

Application picker

The application picker enables application developers to view and select the application scope
where their changes apply.

The application picker is available in the Unified Navigation menu. Select the picker icon (E),
then select Application scope, to open a list of application scopes that you have access to.

When your application scope is set to a non-Global scope, the picker icon displays with a red

ring(E).

Application scope picker in Unified Navigation

Q_ Search

Application scope: Global

Update set: Default [Global]
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Resources

The application picker is part of the Next Experience picker. For more information, see Exploring

Next Experience pickers &.

For more information about application scoping, see Application scope.

Lists and forms in scoped applications

The current application context determines what customization and form design options are
available when working with lists and forms in scoped applications.

The user interface uses visual indicators to identify a list or form in the same or different
application scope.

Available layout and design actions

The system allows the following layout and design actions when working on lists or forms in
custom applications.

Available layout and design actions

Action

Create a list
view

Create a form
view

Create a form
section

Select fields
to display ina
view

Change

the order of
sectionsina
view

Select fields
to display ina
section

Add or
remove
section
columns

Delete a form
section

Create new
fields

Access granted

Always allowed

Always allowed

Always allowed

Only allowed for sections in the view that
match the current scope.

Only allowed for views that match the
current scope.

Only allowed for sections that match the
current scope.

Only allowed for sections that match the
current scope.

Only allowed for sections that match the
current scope.

Only allowed for sections that match
the current scope and when the Allow
configuration option is enabled.

Notes

This action is always available to

users with access to customization.

This action is always available to

users with access to customization.

This action is always available to

users with access to customization.

This restriction is independent of a
user's role. Administrators cannot
bypass this restriction.

This restriction is independent of a
user's role. Administrators cannot
bypass this restriction.

This restriction is independent of a
user's role. Administrators cannot
bypass this restriction.

This restriction is independent of a
user's role. Administrators cannot
bypass this restriction.

This restriction is independent of a
user's role. Administrators cannot
bypass this restriction.

This restriction is independent of a
user's role. Administrators cannot
bypass this restriction.

Form design visual indicators
The Ul displays the following visual indicators when designing forms in custom applications.
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You can only edit views and sections when you are in the same application scope as the form.

Editable sections display:

« Section headings with a solid color background.

« A solid line around the section.

« A control to set the number of columns.

« A Delete this section button.

« Grip icons beside section headings.

« Grip icons beside fields.

Visual indicators of editable sections

Conference Rooms | v Default view

| v

Form Design

Fields | Field Types
Filter
ii Approval group

i Asset

i Conference Rooms
i Name
i Location

if| Capacity

[+« ICNC

i Assettag

# Assigned

ii Assigned to

ii Assignment group

i Room Resources

# Projector

# Phone Number

i OWifi

HE ¢ o

ii Attributes
Views and sections in another application scope display as read only. Read-only sections have:

« Section headings with a gray background.
« A gray line around the section.

» No control to set the number of columns.
« No Delete this section button.

« No grip icons beside section headings.

* No grip icons beside fields.

Visual indicators of read-only sections

Conference Rooms | v Default view | A Form Design

Fields

Filter

i Approval group

Name
Location

i Asset | Capacity

# Assettag

i Assigned

i Assigned to
i Assignment group

# Attributes
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Default form design permissions

By default, new application data tables have the following form design permissions.

Default form design permissions

Form design action

Create new sections in tables belonging
to another application scope

Create new fields in sections belonging
to the same application scope

Add or remove fields from sections
belonging to the same application scope

Change the order of fields in sections
belonging to the same application scope

Change the order of sections belonging
to the same application scope

Add or remove fields from sections
belonging to another application scope

Change the order of fields in sections
belonging to another application scope

Change the order of sections belonging
to another application scope

Create new fields in sections belonging
to another application scope

Permission setting

Allowed

By default, denied. Requires application designer to
set Allow configuration for application table.
Allowed

Allowed

Allowed

Denied

Denied

Denied

Denied

Layout visual indicators

The Ul displays the following visual indicators when configuring the layout of a custom

application's list or form.

You can only edit fields, views, and sections when you are in the same application scope as the

form. Editable sections display:

« Field selections with a white background.
« Buttons to add or remove fields.

« Save button with a blue background.

« Editable fields in the Create new Ffield section.
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Visual indicators of editable sections

¢ | Configuring Table form

Available

Affected by Release

Affected by Task

Agreements

Agreements

Application PID->CMDB ClI

Approval group [+]

Asset [+]

Asset tag

Asset->Configuration Item

Assigned

Assigned to [+]

Assignment Data Lookup->Configurati
Assignment group [+

Attachments

Aftributes

BSM Saved Map-=Configuration item
Can Print

Catalog Task->Configuration item
Category

Form view and section

View name Default view
Section Conference Rooms
Room Resources
New...

Related Links

Show versions

Selected

Name
Location
Capacity

4
P
>
Y
<
m Cancel
Create new field
j Name
~ Type String j
~ Field length Small (40) j

Add

Views and sections in another application scope display as read only. Read-only sections have:

« A warning message about the currently selected application scope and the scope of the form.

« Field selections with a gray background.

e No buttons to add or remove fields.

« Save button with a gray background.

» Read only fields in the Create new Field section.
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Visual indicators of read-only sections

The 'Conference Rooms' section is in the Book Rooms application, but Marketing Events is selected in your application picker. To >-<
edit this form:

* Create a new Marketing Events section

« Select an existing Marketing Events section

+ Switch to Book Rooms to edit this section

Configuring Table form Cancel
< guring

Available Selected

Approval group [+] Name
Asset [+] Location
Asset tag Capacity
Assigned

Assigned to [+]

Assignment group [+]

Attributes

Can Print

Category
Checked in
Checked out
Class
Comments
Company [+]
Correlation ID
Cost

Cost center [+]
Cost currency
Created

Cancel

Form view and section Create new field

View name Default view j Name

Section Conference Rooms Type String j
Room Resources

Mew...
Field length Small (40) j

Related Links

Show versions

Related topics
Lists and forms in scoped applications
Available layout and design actions

Form design visual indicators

Contextual development edit messages
The platform displays a message if you attempt to edit a Store Application record when you're in
a different application scope.

Application context edit message

o This record is in the Marketing Events Application application, but Global is the current application. To edit this record click here.

This message can be used to:

« Open the application to which the current configuration record belongs.

« Open the application of the currently selected application in the application picker.

» Temporarily switch to the application to which the current configuration record belongs and
edit it.
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o Note: The system returns you to the current application context after you save or cancel
out of the record.

The system also displays a message when a user attempts to configure a list or form layout while
working from another application scope.

Application context edit message for form layout or design
0 The 'Incident’ section is in the Global application, but Marketing Events Application is the current application. To edit this form:
= Edit this section in Global

* Create a section in Marketing Events Application
* Create aview in Marketing Events Application

The message provides a list of valid options:

« Edit the current section by temporarily switching to the application that owns it.
« Create a section in the current application context.

« Create a view in the current application context.

o Note: The system returns you to the current application context after you save or cancel
out of the record.

Script protection policy

Application developers can set a protection policy for script includes published as part of a
custom application. The policy determines whether someone can view or edit the script include
after the application is installed on their instance.

Application developers have these options to protect their custom application script includes:

Script include protection policy Options

Protection policy Description

None
Select this option to allow other application developers to customize
your script include.

Read-only
Select this option to allow other application developers to see your
script logic, but not to change it.

Protected
Select this option to prevent other application developers from
changing your intellectual property.

Application administration

Protect sensitive application data by using application administration to restrict how users
acquire application-specific roles.

Functions of application administration

Use application administration to:
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« Help prevent unauthorized users from accessing sensitive data via forms, lists and Ul, such as
financial records or personally identifiable information.

« Determine who can assign scope-protected roles such as the administrator and designated
developers for the application.

« Help prevent users with the system-level admin role from:
o Assigning themselves a protected application role.
o Assigning themselves to a group containing a protected application role.
o Bypassing existing access controls to a protected application by creating access controls.

o Impersonating a user who has a protected application administration role, unless the
developer or administrator also has that role.

O

Inheriting a protected application role.

o

Overriding existing access controls to a protected application.

Roles in application administration

You can make any role an application-specific administrator by selecting the Application
Administrator check box in Role Configuration. To learn more, see Restrict access to an
application. By convention, create the following roles:

Application administration roles

Role name Description

Application-specific admin Users with this role can assign other users
to an application-specific role for that
application. For example, you can create a
role named my_application.admin. It should
include the name of the restricted application,
with a suffix of "admin" to indicate that it is the
admin role for the application.

Application-specific developer Users with this role can access the restricted
application. For example, you can create a role
named my_application.developer. It should
include the name of the restricted application,
with a suffix of "developer" to indicate that
it is the developer role for the application.

The developer role needs both application
administrator and delegated development
permissions to modify the application files.

To learn more, see Delegated development
and deployment and Delegate development
and deployment permissions to personnel.

Application-specific admin role

The application-specific admin role enables a user to access a specific application, but does not
grant the user any other admin rights. Assign the system-level admin role to a user before that
user can do these tasks:
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« Configure form and list layouts.
« Change application tables and fields.

« Assign the application-specific admin role to new users.

If you do not want a user with the application-specific admin role to have the system-level admin
role:

« Do not assign the system-level admin role to the user. Assign only the application-specific
admin role.

« Have the user assign themselves the application-specific developer role.

As an application-specific developer, the user can perform a subset of administrative tasks
without having the system-level admin role.

() Note: Assign the application-specific admin role to more than one user. Then if a user
with the application-specific admin role leaves the company, you are not prevented from
changing the application.

Enabling application administration and assigning application-specific roles

You can enable application administration for an application from the application record and
restrict the assignment of application-specific roles from the user role record.

() Note: Enable application administration and assign application-specific roles after
completing development of the application, but before adding application records. This
practice protects sensitive data in the application records from access by unauthorized
users.

The target instance must have at least one authorized user with the application-specific admin
role.

« If you enable application administration for an application but do not assign the application-
specific roles, no user can access the application.

« If you assign only one application-specific role, you cannot delete that role.

A warning appears if you enable application administration for an application, but no users have
the application-specific admin role required to assign roles for the application. The warning
reminds you to assign the application-specific roles for administrators and developers of the
application.

Setthe [scoped_app_name].min_admin_count property torequire that more than
one user must have the application-specific admin role. Assigning the application-specific
admin role to multiple users reduces the risk of getting locked out of the scoped application. The
[scoped_app_name].min_admin_count property has the following limitations:

« If you specify an invalid value for the property, the default requirement for assigning at least
one application-specific admin is enforced.

« If you specify a valid value for the property, you can't delete any application-specific admins
unless you exceed the specified value. For example, if you specify a value of two and you have
three application-specific admins, you can delete only one of those roles.

« You can specify a value higher than the actual number of assigned application-specific
admins. However, you can't delete any application-specific admins until you exceed the
specified value. For example, if you specify a value of six, but have only three application-
specific admins, you can't delete any of those roles.
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For procedures, see Restrict access to an application.

Deploying applications with application administration

You must have the system-level admin role in both your developer and production instances to
deploy an application protected by application administration. The process is outlined in the
following steps.

1. Develop the application on a development instance.
2, Create the application-specific admin role.
3. Grant the application-specific admin role to all system-level admin users.

4, Update the application record to enable application administration and restrict access to the
application.

5. Publish the application to the application repository.
6. From a production instance, install the application from the application repository.

7. As a system-level admin on the production instance, grant the application-specific admin role
to the appropriate users.

8. Remove the application-specific admin role from all users with the system-level admin role.

For procedures to enable application administration and restrict the assignment of application-
specific roles, see Restrict access to an application.

Training
The ServiceNow® Developer Site has training for Securing Applications &.

Related topics

Delegated development and deployment

Restrict access to an application

Restrict management of an application and access to that application to prevent unauthorized
users from assigning administrative rights to the application or accessing sensitive information in
the application records.

Before you begin
« Records required:
© Role record to designate a role as the application-specific admin role
o User record to assign an application-specific admin role to a user
o Application record to enable application administration for a specific application
« Role required: admin
If an application-specific admin role does not already exist, create it before beginning this

procedure. For example, you can create a role named my_application.admin that includes the
name of the restricted application with the suffix "admin" to indicate that it is the admin role for

the application.
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Procedure

1. Navigate to All > System Security > Users and Groups > Roles or User Administration >
Roles.

2. Open the role record for the application-specific admin role.
3. Configure the form to add the Application Administrator field.
@ Note: The Application Administrator check box replaces the Assignable by field. By
default, when you upgrade from a Jakarta or earlier release to a Kingston or later release,

any role that was in the Assignable by field is defined as the application-specific admin
role, and the Application Administrator check box is selected.

4. In the role record, select the Application Administrator check box, and then click Update.
5. Navigate to System Security > Users and Groups > Users.
6. Open the user record for the admin user.

7. On the Roles tab, add the application-specific role.
Only users with the application-specific admin role can enable application administration for
an application.

() Note: Assign the application-specific admin role to more than one user. Then, if a user
with the application-specific admin role leaves the company, you are not prevented from
performing changes to the application.

8. Click Update.

9. Log out and then log in with the application-specific admin role.
10. Navigate to System Applications > My Company Applications.

11. Select the application for which you want to enable application administration.
12. In the application record, select Application administration.

13. Click Update.
The system validates that the following requirements have been met:

o The application has an application-specific admin role (there is at least one role with
Application Administrator selected).

o The current user has the application-specific admin role.
If the validation passes, the system updates the application record. Otherwise, the system
displays this error message and does not update the application record:

Application Administration uses the 'Application Administrator'
role to define what users are application administrators. None
of the roles defined by this application have 'Application
Administrator' enabled.

14. Optional: From the Related Links, you can select one of the following options:

Related Link Description

Manage Developers Modal that enables the application-specific admin to manage
these tasks:

o Designate developers for the application.

o Make themselves a delegated developer. After the
application-specific admin becomes a delegated developer,
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Related Link Description

the application-specific admin can perform a subset of
administration tasks without having the system-level admin
role.

Learn more: Delegated development and deployment

Grant application Modal that creates a Contained Role [sys_user_role_contains]
administration to all record for the system-level admin role. This adds the
admins application-specific admin role as a contained role of the

system-level admin role.

@ Note: When you publish the application with this record,
users with the application-specific admin role can access
the application after installing it.

Access control rules in application administration apps

By default, when application administration is enabled for a scoped application, ACL rules for the
scoped application are applied. If no ACL rules for the scoped application are found, global ACL
rules can apply.

This behavior applies to configuration records created in tables that extend the Application File
[sys_metadata] table only. You can also change the default behavior.

When no access control (ACL) rules for an application administration app are defined, global
ACL rules can apply to the configuration records of the application administration apps. See
Application files for more information.

() Note: Not all applications utilize global ACL rules. If you are unable to perform an action as
expected, verify that the application allows global ACL rules. If it does not, you may need to
create specific ACL rules for some applications.

To allow a table in an application administration app to inherit global ACL rules, check that the
system property is true and follow the instructions detailed in Configure a table in an application
administration app to inherit global ACL rules.

eglide.security.scoped_administration.honor_global_acl system
property: If no scoped ACL rules are defined, application administration apps can inherit
global ACL rules. By default, this property is enabled for new and upgraded instances.

« Application Administration ACL Inheritances [sys_scoped_admin_acl_inheritance] table: If
no ACL rules for the application administration app are found, tables added to this list inherit
global ACL rules. Only the administrator for the application administration app can add,
remove, read the records owned by the application administration app in this configuration
table.

Configure a table in an application administration app to inherit global ACL rules

To avoid duplicating global access control rules (ACLs) in your applications, you can configure
application file tables in application administration apps to inherit global ACLs when no ACL
rules for the scoped application are found.

Before you begin
Role required: admin role for the application
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Procedure

1. Enter sys_scoped_admin_acl_inheritance.1list inthe navigation filter.
The Application Administration ACL Inheritance table [sys_scoped_admin_acl_inheritance]
opens.

2. Click New.

3. In the Table field, select an application file table (a table that extends the Application File
[sys_metadata] table) from the application administration app.
Only the administrator for the application administration app can add/remove/read records
owned by the application administration app in this configuration table.

4. Click Submit.
If no ACL rules from the application administration app are found, tables added to this list
inherit global ACL rules.

Access enforcement for ServiceNow Store apps

All production instances monitor and generate reports on usage patterns for ServiceNow Store
apps. When subscription enforcement is enabled, users who are not subscribed to the app are
blocked from performing fulfiller actions in the app.

Overview of ServiceNow Store access
The following actions are required to enable a production instance to enforce entitled usage of
your ServiceNow Store App:

1. The usage admin at your organization uses the Subscription Management application to
allocate fulfiller users to the subscription.

2. You decide on the enforcement mode, either:
o Monitor and report usage with no enforcement (default)

© In addition to monitoring and reporting usage, enforce that all usage must be by subscribed
fulfiller users.

3. To enforce usage only by subscribed users, you configure the tables where only record owners
or subscribed fulfiller users can make updates as fulfillment tables.
Licensing

Understand the different types of software licenses and subscriptions available with ServiceNow
applications.

Licenses

() Note: Discuss licensing with your ServiceNow account representative for information
specific to your contract.

You need a license to get entitlement for an application. If you have entitlement to a particular
app, you can activate it on the ServiceNow Store.

All software licenses outline exactly how the software may be used without infringing on
copyright law. There are many different subcategories of software licenses. These categories are
not necessarily exclusive; different kinds of software will often overlap.

For more information on different types of software licenses, see What is a software license? &
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Subscriptions

A subscription enables you to upgrade from one family release to the next without dealing with
the ServiceNow Store. For example, if you're on Tokyo and have a subscription to an app, you're
automatically upgraded to Australia as soon as it's in general release.

The type of subscription determines the allocation of users, access to applications, and custom
application and table entitlements. For more information on types of subscriptions available for
ServiceNow applications, see Types of subscriptions in Subscription Management &.

Creation restrictions across application scopes

The system restricts the creation of some configuration records when the current application
scope does not match the application scope of the configuration record's target table.

Configuration record creation restrictions prevent one application from making unwanted
changes to another application's data tables. These restrictions only apply when you create a
configuration record whose target table belongs to another application. Configuration records
that belong to the same application scope do not have these restrictions.

The system always enforces the following creation restrictions when a developer adds a
configuration record belonging to another application scope.

Configuration record creation restrictions

Configuration
record type

Creation restrictions when target table is in another application scope

Access controls . .
» You can only create field-level access controls with a role-based
requirement.

« You cannot create table-level access controls for a table in another
application scope.

« You cannot create field-level access controls that apply to all fields.
« You cannot create access controls that use conditions.

« You cannot create access controls that use a script-based condition.

Business rules « You can create a rule where When is async with any of the following

options:

o Insert, Update, and Delete database operations. You cannot select
Query.

o Set Ffeld values actions and scripts (the Script field).

« You can create a rule where When is before with any of the following
options:
o Insert, Update, and Delete database operations. You cannot select
Query.

o Set Ffeld values actions only. You cannot write scripts and you cannot
abort the database transaction.

Calculated fields You cannot create calculated fields for tables in another application scope.
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Configuration record creation restrictions (continued)

Configuration
record type

Creation restrictions when target table is in another application scope

Data policies « You cannot create data policy rules for fields in another application scope.

« You cannot make a field mandatory.

Field styles You cannot create field styles for fields in another application scope.
Form sections » You cannot modify existing form sections created in another application
scope.

¢ You can create new form sections.

Record You must have create access to the application table to create records from
producers a record producer.
Ul policies

« You cannot create Ul policy rules for fields in another application scope.

« You cannot make a field mandatory.

Ul script You cannot create a global Ul script from a scoped application.

Views .
¢ You can create new views.

« You cannot modify existing views created in another application scope.

Governing app development

To deliver the most value with your custom applications, you must have the right governance in
place. The ServiceNow App Engine Management Center and related features empower you to
govern app development easily and efficiently in one centralized location.

If your organization has decided to build custom applications to support its unique workflows and
business needs, the next step is to set up governance for application development. Governance
in the context of application development refers to the people and processes that are involved

in overseeing the apps that are built. There are three kinds of governance that are important to
consider when building custom applications: strategic, technical, and portfolio. The following
table describes each type of governance, who is involved, and how it supports the business
needs of your organization.

Teams and stakeholders

Type of governance Description involved
Strategic Strategic governance ensures | Executive sponsors
that you develop apps that
are aligned with your digital « Line of Business (LOB)
transformation objectives. leadership
Your strategic governance  Chief Information Officers
informs what applications (ClOs)
will be built, how you define
and monitor application
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Teams and stakeholders

e of governance Description .
Typ S P involved

success, and who can build
applications based on your
organization's budgeting and
resources. » Program managers and
business analysts

« Enterprise Service
Management directors

Technical Technical governance
identifies how you manage
the technical aspects of app « Platform owners
development, including:

« Platform architects

« Security and compliance
« Defining development leads
practices

« Establishing authorities for
testing and deployment

« Training individuals who
are responsible for app
development

Portfolio Portfolio governance
establishes the process
for application intake and
requests. Portfolio governance e« Vendor managers
also defines the support,
maintenance, and update
requirements for apps, and
when to deprecate apps.

« Portfolio and Service
owners

« Quality assurance leads

Using the App Engine Management Center to govern app development

Once the relevant teams and stakeholders have determined an app governance model for
your organization, you can use the App Engine Management Center to seamlessly implement
your governance model at scale. The App Engine Management Center provides everything
that you need to ensure that app development complies with your organization’s governance
model. From managing intake requests for new applications, to testing and deploying custom
applications across your enterprise environment, the App Engine Management Center enables
scalable, efficient, and compliant custom app development within your organization.

To learn more about the App Engine Management Center and start implementing your
organization's governance model, see App Engine Management Center.

App Engine Management Center

The App Engine Management Center (AEMC) provides an innovative experience for you to
manage the full life cycle for custom app development. You can use AEMC to handle application
intake, configure pipelines, oversee developer productivity, and view insights about custom
applications across your development environments, all in one centralized location.

The App Engine Management Center (AEMC) is a comprehensive tool designed for IT
administrators and developers to handle the full life cycle of custom applications within your
ServiceNow environment. AEMC serves as a single, centralized location for managing app
development tasks, starting from idea submission all the way to deployment and continuous
monitoring. AEMC helps to make the development process more efficient, strengthen
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