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Secure your instance

Platform security provides capabilities to secure the instance.

ServiceNow Vault Platform Security Platform Privacy
1 / AR
am
— . .
Platform security Platform Privacy enables
Use the ServiceNow Vault provides capab|I|t|es you to mask the sensitive
- to secure the instance. date on the instance.
product set of data security
tools that protect sensitive
information from unauthorized
access, corruption, or theft
throughout its entire life cycle.
Encryption Access Management Identity

—
)

Protect your sensitive data Access Management enables Know more about the
and stay compliant with you to have access to Identities in the instance.
regulatory#equirements ServiceNow instance securely.

and standards.

Additional resources
for Platform Security
products and solutions

Explore additional
Platform Security
resources for learning.
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ServiceNow Vault

ServiceNow Vault provides a single location to review and implement data security tools,

including encryption, data discovery and classification, anonymization, zero trust access, and log

export, to protect sensitive data across its entire lifecycle.

Get started

Explore ServiceNow Vault

Learn about ServiceNow
Vault and its features.

ServiceNow Vault dashboard

o0

 J

Learn how to use the ServiceNow Vault

dashboard to review your data security.

Use generative Al skills in
ServiceNow Otto for Vault

Streamline your administrative
workload with generative Al skills
in ServiceNow Otto for Vault.

Configure ServiceNow Vault

3

Gelt started with installing and
configuring ServiceNow Vault

ServiceNow Vault tools

Learn about the tools used
with ServiceNow Vault

Use agentic Al in ServiceNow Otto for Vault

020
o)

Complete tasks autonomously
using ServiceNow Otto for
Vault agentic workflows.

Resources

For implementation general guidelines, see the ServiceNow Vault implementation guide B&.

Exploring ServiceNow Vault

Learn more about ServiceNow Vault and review the benefits it can provide for your data
protection needs.
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ServiceNow Vault overview

ServiceNow Vault is a set of data security tools that protect sensitive information from
unauthorized access, corruption, or theft throughout its entire life cycle. You can use ServiceNow
Vault to apply protections like encryption, continuous authentication, and data privacy for the
redaction and auditing of sensitive information.

© Note:

ServiceNow Vault is a paid plugin that ServiceNow personnel must activate on your
production instance. ServiceNow Vault includes the components listed here.

To purchase a subscription, contact your ServiceNow account manager. When you purchase

a subscription, certain plugins are activated automatically. If a paid plugin isn't activated
automatically, you can manually activate it from the All Applications list in your instance.

ServiceNow Vault benefits

ServiceNow Vault benefits

Benefit Feature Users

Get a comprehensive ServiceNow Vault ServiceNow Vault Platform Admins
overview and review the metrics related to console dashboard

the discovery, classification, and protection of

your data

Guided setups to easily start using Use guided setup for  Platform Admins
ServiceNow Vault tools with applications ServiceNow Vault

Discover and install ServiceNow Vault from Install Vault Suite Platform Admins
Admin Home, without going to the ServiceNow

Store or the Application Manager first

What to explore next

To learn more about configuring and using ServiceNow Vault, see:
Al in ServiceNow Vault
« Vault Suite
« ServiceNow Vault console dashboard
« Configuring ServiceNow Vault

« Use guided setup for ServiceNow Vault

ServiceNow Vaulit tools

Platform Encryption Code Signing
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Cloud Encryption and Field Encryption
with Key Management is a suite of
highly configurable encryption modules

Data Privacy

Use the Data Privacy plugin to
remove personally identifiable
information (PIl) from user data when
it is migrated from a production
instance to a non-production instance.

Log Export Service

Improve security, performance,
and user experience by exporting
ServiceNow log data into enterprise log
analytics using the log export service.

Help improve security by validating
sensitive application configuration
data and scripts before they are used.

Data Discovery

=

—

The Data Discovery plugin enables you
to find personally identifiable information
(P1) from user data. The data can then be

classified for further security measures.

Zero Trust Access

ServiceNow Session Access enables
organizations to dynamically reduce
user privilege in a web session

Vault Suite

Vault Suite deploys the complete set of ServiceNow Vault capabilities on your instance

automatically, eliminating manual plugin setup.

Vault Suite is available on the ServiceNow Store. When you install Vault Suite, all included
capabilities are activated on your instance automatically. You don't have to install each capability

separately.

Vault Suite includes the following capabilities:

Vault Suite capabilities

Capability Plugin ID

Vault Console Store app (Scope:sn_vault_console)

Data Privacy

Store app (Scope:sn_dp_store_app)

Description

Unified administration
dashboard for managing and
monitoring all Vault Suite
capabilities.

Discovers, classifies, and
anonymizes sensitive data to
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Vault Suite capabilities (continued)

Capability Plugin ID Description

prevent leakage during clone,
fulfill Right to Be Forgotten
requests, and mask PIl across
platform channels.

Code Signing com.glide.code_signing_enterprise Verifies the integrity of code
artifacts on the platform.

Field com.glide.field.encryption.enterprise Provides unlimited field and

Encryption attachment encryption with
customer-managed key
support.

Zero Trust com.snc.zero_trust_continuous_authentication Requires continuous re-

Access — authentication when users

Continuous access sensitive data.

Authentication

Zero Trust com.snc.zero_trust_location_access Restricts access to classified
Access — data based on user location.
Location

Zero Trust com.snc.zero_trust_session_access Controls access to sensitive
Access — operations at the session
Session level.

Access

Log Export com.sn_logstoanalytics Forwards instance logs to
Service external analytics platforms.
Cloud com.glide.platform.cloud_encryption Encrypts data at rest at the
Encryption cloud platform level.

@ Note: Cloud Encryption
is not installed
automatically with
Vault Suite because
the product plugin is
installed when a new
instance is provisioned.
To add Cloud Encryption
to a previously
provisioned instance,
see KB1117369 &@.

Note: To install Vault Suite, check your entitlements to determine whether you have the
ServiceNow Vault subscription, then request it from the ServiceNow Store. For installation
steps, see Install Vault Suite.

Al in ServiceNow Vault

With the ServiceNow Otto for Vault application, you can automate many tasks in Vault with the
help of Al. These tasks include securing custom applications to improve your security posture,
checking role access for an encrypted column to instance’s encryption access posture, and
others.
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ServiceNow Otto panel in ServiceNow Vault console

The ServiceNow Otto panel in ServiceNow Vault console lists common security tasks. Selecting
a task opens a conversational interface that lets you accomplish the task through prompts. For
more information about the ServiceNow Otto conversational interface, see ServiceNow Otto
panel @.

< Ask Otto ©®

Ask Otto any of our suggested prompts below

Can you schedule a data discovery job f...
Can you generate a custom data pattern?

Can you check role access for an encryp...

Configuring ServiceNow Vault
Learn how to install and configure ServiceNow Vault.
Configuration overview

« Install ServiceNow Vault

Install the ServiceNow Vault application and assign the required roles to users who need
access to the Vault console.

« Install Vault Suite

Install all ServiceNow Vault capabilities in a single step, from either the Application Manager or
the ServiceNow Vault tile on Admin Home.

e ServiceNow Vault roles

Learn about the roles necessary to use ServiceNow Vault and elevate to them so that you can
access the full range of Vault capabilities.

« Install Vault plugins
Install and verify the plug-ins needed to make the most of ServiceNow Vault.
« Install ServiceNow Otto for Vault

Install ServiceNow Otto for Vault to make use of generative and agentic Al capabilities within
ServiceNow Vault.

Using guided setup to implement ServiceNow Vault

Guided setup provides a sequence of tasks that help you configure ServiceNow Vault on your
ServiceNow instance. To open guided setup for ServiceNow Vault, navigate to All > Vault > Vault
console.

For more information, see Use guided setup for ServiceNow Vault.

Install ServiceNow Vaulit
Install the ServiceNow Vault application and assign the required roles.
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Before you begin
Role required: admin

About this task

When you first navigate to the Vault console on a new instance, the console is in preview-only
mode. To activate full functionality, install the Vault console application from the ServiceNow
Store or Application Manager. After installation, Data Discovery is available by default. All other

tools require separate configuration.

© Note:

To install all ServiceNow Vault capabilities without configuring each plugin separately,
see Install Vault Suite. If your instance has a ServiceNow Vault entitlement, that topic also
covers installing from the ServiceNow Vault tile on Admin Home.

Procedure

1. Install ServiceNow Vault by going to the ServiceNow Store @ and selecting Buy .
Alternatively, you can also complete installation by navigating to All > Application Manager >
Vault Console.

2, Elevate to the security_admin role by selecting your profile icon and then selecting
Elevate Roles.

A dialog box appears that contains available roles for elevation. In this case, you can check
security_admin and select OK.

3. Assignthe sn_vault_console.vault_console_admin role to the user that would
need access to the Vault console by performing the following:

a. Navigate to All > User Administration > Users and then open a user record.

b. In the Roles related list, select Edit.

c. In the Collection list, select the sn_vault_consolevault_console_admin role, and then select
Add.

d. Select Save.

4. Based on organizational needs and functionality of each user, further additional tool-specific

roles can be assigned to users.
For more role related information, see ServiceNow Vault roles.

Install Vault Suite

Use Vault Suite to deploy ServiceNow Vault and its underlying plugins in a single step, without
configuring each plugin separately.

Before you begin
Your instance must have a ServiceNow Vault entitlement. Without an entitlement, the underlying

plugins remain inactive after installation and the tool cards on the ServiceNow Vault console
dashboard appear as inactive.

Role required: admin

About this task
Vault Suite includes ServiceNow Vault and its premium plugins, including Data Privacy, Log
Export Service, Zero Trust Access, Field Encryption, and Code Signing. Installing Vault Suite

activates all included plugins together.
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() Note: If ServiceNow Vault is already installed on your instance, installing Vault Suite adds
the remaining plugins without affecting your existing ServiceNow Vault configuration.

You can install Vault Suite from the Application Manager or from the ServiceNow Vault tile on
Admin Home. Both entry points use the same Application Manager installation process and
install the same plugins. However the ServiceNow Vault tile appears on Admin Home only when
your instance has a entitlement.

Procedure
1. Navigate to All > Application Manager > Vault Suite.

Alternatively, go to Admin Home, select the ServiceNow Vault tile, and then select Start new
setup to open the ServiceNow Vault product hub page.

2. Select Install.
Vault Suite begins installing the underlying plugins. Installation may take several minutes to
complete.

If you install from Admin Home, Vault Suite moves to the Installed tab on the product hub page
when installation completes.

Resulit
Vault Suite and the following premium plugins are installed on your instance:

« Vault Console

« Data Privacy

« Log Export Service

 Zero Trust Access

« Field Encryption

« Code Signing
What to do next

Navigate to the ServiceNow Vault console dashboard to confirm that the tool cards are enabled.
On Vault Console 21 or later, if your instance doesn't already have policies or configurations for
Anonymization and Log Export Service, then ServiceNow Vault can apply ready-to-use defaults to

help you get started. For more information, see Default policies and configurations in ServiceNow
Vault.

If you installed from Admin Home, select Configure on the product hub page to open the
Configuration Console for ServiceNow Vault. In this release, the Configuration Console provides
Open Vault Console, which navigates to the ServiceNow Vault console dashboard. You can also
mark the product as configured to record your progress, which doesn't change any configuration.

© Note:
To use the full range of ServiceNow Vault capabilities from the ServiceNow Vault console
dashboard, elevate to the roles described in ServiceNow Vault roles.

ServiceNow Vault roles

Learn and set up the roles necessary to use ServiceNow Vault.

To use ServiceNow Vault and its capabilities, elevate to the roles in this table by selecting your
profile icon and then selecting Elevate role. The security_admin role is not available

© 2026 ServiceNow, Inc. All rights reserved. 18
ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.
Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.



servicenow.

in the Elevate role list; a user with the admin role must assign it through the standard user-
administration process.

Role Description

sn_vault_console. vaultThis nde issnemdmdary to view the Vault console dashboard and
use guided setup in your instance. It is a combination of Data
Classification admin, Data Privacy admin, and CA admin roles
for management of the Vault console. On the Vault console
dashboard, this role provides read-only access to all the
tool charts and available protection configurations. This role
includes access_analyzer_ai_user, which Al agents
require to call the Access Analyzer API.

ca_policy_admin This role is necessary to create, edit, and view Continuous
Authentication (CA) policies.

ca_admin This role is necessary to create, edit, and view CA policies,
configure CA properties, and access CA dashboards and
metrics.

data_privacy_admin This role is necessary to create technique and policy
configurations. Doesn't include access to create, read, or view
jobs.

data_privacy_processoxThis role is necessary to create, read, update, and delete user-
based jobs.

data_privacy_clone_proThis sae&is necessary to create, read, update, and delete
dataclass-based jobs.

security_admin This role is required to modify high-security settings and
manage the Access Control List (ACL). On the Protect existing
data screen in guided setup, this role is required to create or
modify field encryption configurations.

sn_vault_console.vaultPrvitesleachonly doaess to the Vault console. Use this
role to review data classification and protection policies
without modifying configurations. On the Protect existing data
screen in guided setup, this role provides read-only access
to available protection configurations. This role includes
access_analyzex_ai_usex, which Al agents require to
call the Access Analyzer API.

@ Note: The security_admin role was removed from the
sn_vault_console.vault_console_admin role composition for security
reasons. It no longer appears in the Elevate role list. A user with the admin role must assign
security_admin through the standard user-administration process. To assign roles
related to Field Encryption such as sn_kmf.admin and sn_kmf.cryptographic
manager, contact your admin. For more information, see Role requirements for Field
Encryption.

Install Vault plugins

Learn how to review and install the necessary plugins for ServiceNow Vaulit.

Before you begin
Role required: Elevate to sn_vault_console.vault_console_admin role.
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ServiceNow Vault is best used with other ServiceNow security products. Make the most of your
tools and metrics by installing and configuring the plugins listed in step 3.

Procedure
1. Navigate to All > Vault > Vault Console.

2. Review the status of your tools.

Tool statuses

Status Description

Limited access Tool has a limited access license. Reported
metrics may be affected or unavailable.

Included with platform Tool is included by default with the platform

Meeds license Tool has no license. Reported metrics may be
affected or unavailable.

Premium license Tool has full access.

3. Optional: If a status is either limited or needs a license, review its respective installation page.

Tool installation

Data Discovery Activating Data Discovery
Data Classification Included with the platform.
Data anonymization Activate data privacy

@ Note: Data anonymization is installed
as part of Data privacy.

Cloud Encryption with Key Management Requesting Cloud Encryption for instances
with Now Support Service Catalog
[KB1117369] & article in the Now Support
Knowledge Base

Field Encryption Activate Field Encryption
o Zero Trust Access (ZTA) o Activating Zero Trust Access
o Continuous Authentication (CA) o Activating Continuous Authentication

Install ServiceNow Otto for Vaulit

Install the ServiceNow Otto for Vault application from the ServiceNow® Store to get Al
capabilities within Vault.

Before you begin
Review the ServiceNow Otto for Vault application listing in the ServiceNow Store for information
on dependencies, licensing or subscription requirements, and release compatibility.

Role required: admin

© 2026 ServiceNow, Inc. All rights reserved. 20
ServiceNow, the ServiceNow logo, Now, and other ServiceNow marks are trademarks and/or registered trademarks of ServiceNow, Inc., in the United States and/or other countries.
Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.


https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1117369
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1117369
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1117369
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1117369
https://support.servicenow.com/kb?id=kb_article_view&sysparm_article=KB1117369

servicenow.

Procedure
1. From the ServiceNow Otto for Vault application page on the ServiceNow Store, select Buy.

2. After approval has been granted, on your instance, navigate to All > System Applications > All
Available Applications > All.

3. Using the search bar, search for the ServiceNow Otto for Vault application (sn_vault_gen_ai).
4, Select Install.
5. Verify that the ServiceNow Otto for Vault skills are active:

a. Navigate to All >Admin > Al Admin Hub > Al Skills.

b. In the workflow list, select Vault.

c. Verify that the skills are active.

SerVicenOW All  Favorites  History =~ Workspaces ~ Admin Al Admin Hub + ) Q Search

Overview Al Skills Al Experiences Performance Settings

> Technolo A
&y Al skills for Vault
> Customer
> Employee
All @ Search using keywords Q Al features v All status v Y [ ERESRN | =

Creator

App Engine
> Platform Active Out-of-box  Azure OpenAl Active  Out-of-box
> Data and Analytics Generate data classes Discovery data pattern grouping skill

. . Generate data classes for columns of a Table Discovery data pattern grouping skill categorise the available discovery data patterns into

> Finance & Supply Chain PII.PHI,PCI,PFl and FCl...

Impact Last updated: maint, Apr 19, 2026 Last updated: admin, Nov 28, 2025

I Vault
Other View details Edit Configuration H View details Edit Configuration

& Archived skills
© Deprecated skills

Active  Out-of-box  Azure OpenAl Notstarted  Out-of-box  Azure OpenAl
Data Discovery Job Summarization Generate custom data pattern
Use ServiceNow Otto to summarize a data Discovery job record. Quickly generate and test custom data patterns for data discovery from the ServiceNow
Otto panel
Last updated: maint, Jul 2, 2026 Last updated: admin, Jul 21,2025
View details Edit Configuration H View details Turn on

6. Optional: Verify that ServiceNow Otto for Vault agentic workflows are activated by following
the stepsin Activate an agentic workflow template &.
By default, the workflows are active when you install ServiceNow Otto for Vault. This step is in
case a user deactivated them after installation.

Use guided setup for ServiceNow Vault

Use guided setup to configure an application with ServiceNow Vauilt.

Before you begin
Role required: Elevate to sn_vault_console.vault_console_admin role.

To secure custom apps, install the ServiceNow Otto for Vault application and make sure that all
ServiceNow Otto for Vault skills and workflows are enabled. See Install ServiceNow Otto for Vault
for more information.

Procedure
1. Navigate to All > Vault > Vault console.

2. In the Guided vault section, select Get started for your application within the ServiceNow
apps tab.
To begin the guided setup for your custom applications, go to the Custom apps tab. Select
the + Add custom app button, choose the app that you want to secure from the drop-down
list, and then select Get started. Or you can use Ask Now Assist to secure your custom
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applications through conversational prompts. For example, select Ask Now Assist. In the Now
Assist panel, start the conversation with Find and secure my custom apps.See
ServiceNow Otto panel & for more information.

3. In Select app data, use the table to select the application data to be used with ServiceNow
Vault and select Review selection when finished.

Select app data table fields

Label Description

Table The table the data is located in.

Column The column the data is located in.

Existing Class The current classification of the data.

Class to add The proposed classification for the data.

Reason The primary reason for the proposed class to
add.

The proposed classes are based on table column names and application context.

4, In Preview data classification, review your data classification settings.

Preview data classification table fields

Description
Table The table the data is located in.
Column name The column the data is located in.
Final class The class the data will be assigned.

When finished, select the Agree check box and select Classify data.

5. In Classification summary, review the results of the data classification and select Next when
finished.

Trouble?
Use Data Classification to review any data that failed to classify.

6. In Protect existing data, review the protection policies of the data.

Protect existing data table fields

Label Description

Table The table the data is located in.
Column The column the data is located in.
Anonymization Reports if a data anonymization policy can

be, or already is applied to the data.

Field encryption Reports if a field encryption policy can be, or
already is applied to the data.

Zero trust access Reports if a zero trust access policy can be,
or already is applied to the data.
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7. Optional: Begin applying that column's respective application data protection policy by
selecting Available.
Review Vault tools and metrics for more information.

8. In Protect real-time data, review your real-time data protection policies.

Protect real-time data fields

Label Description

Name The name of the channel or column of a table.

Type Indicates whether the data is from a channel
or column.

Real-time anonymization Reports if there is a real-time anonymization
policy available, or already applied to the
data.

@ Note: Real-time data is protected across the entire instance and all applications.

Select Done when finished.

Result
The selected application now has classified data and protection policies. It also reports relevant
metrics to the ServiceNow Vault console dashboard.

Use agentic Al in ServiceNow Otto for Vault

Use the ServiceNow Otto for Vault agentic workflows to complete tasks autonomously.
() Note: Depending on your license, you will have access to certain application features,

generative Al skills, agentic workflows, and Al agents. For more information, see
ServiceNow product tiers @.

Available agentic workflows for ServiceNow Otto for Vault Al agent collection

Agentic workflow name Description Available Al agents
Securing custom apps Proposes data classifications and available Custom app
with Vault agents protections for a custom application. recommendations
Access observer Views, creates, deactivates, and deletes Access observer
configuration Access Observer settings for a particular field.  configuration
manager
Summarize access Reviews and summarizes access logs for a Access observer log
observer logs specific field, identifying access sources, analyzer

users, and their roles.

Field encryption with  Encrypts specific fields and configure secure  Vault crypto module

Vault module access to users with designated roles. manager
Field Encryption and  Encrypts a table field and creates a module Field access auditor,
Auto Generate Access access policy for each role that needs access  Vault crypto module
Policies to the field. manager
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Available agentic workflows for ServiceNow Otto for Vault Al agent collection (continued)

Agentic workflow name Description Available Al agents
Classifying Recommends a data class for each Classify assets with
ServiceNow assets ServiceNow column collected into the Data ServiceNow Vault
with Vault agents Catalog.

For a list of all ServiceNow Vault Al agents, see ServiceNow Vault Al agents @.

© Important: Some generative Al skills, Al agents, and agentic workfiows are turned on by
default. For more information, see Al agents, skills, and agentic workflows on by default &.

Al model providers

You can use Now LLM Service, Azure OpenAl, Google Gemini or Anthropic Claude on AWS as

the Al model provider for all generative Al skills and Al agents. Use the Configuration Controls in

Al Control Tower & to define which options are available, then set the skill-level preferences in the
Al Admin Hub console B. For more information, see Large language models on the ServiceNow Al
Platform &.

Agentic workAows and Al agents use the large language model configured for your instance.
Unlike ServiceNow Otto for Vault skills, they don't define a default model of their own. If you
change the model for your instance, the agentic workflows use the new model.

Turn off an agentic workAow or an Al agent
Agentic workflows and Al agents aren't listed with the ServiceNow Otto for Vault skills and can't

be turned on or off from the skill list. To turn one off, use Al Agent Studio, or create a policy in Al
Control Tower that prevents it from running.

Security

Enable security settings to run Al agents and agentic workflows using access control lists (ACLs)
and user identities. You can configure and manage the ACLs in Al Agent Studio. See Implement
access control in Al agents @ for more information.

Installed agents

There might be Al agents installed on your instance that are not used in agentic workflows. To
learn how to see all agents that are available to you, see Find Al agents B&.

Securing custom apps with the Vault agents agentic workfow

Use the securing custom apps with Vault agents agentic workflow to get recommended data
classifications and available protections for a custom application.

Securing custom apps with Vault agents agentic workflow overview
When you install ServiceNow Otto for Vault, this agentic workflow is turned on by default.

To modify the agentic workflow, duplicate it @, and adjust the settings according to your
requirements.
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Secure custom apps

Gelt data classification and data protection recommendations for a custom application. The
workfAow requires that you have the sn_vault_console.vault_console_admin role and elevate to it.

To access and configure the agentic workflow:
1. Navigate to All > Al Agent Studio > Create and manage.

2. Select Securing custom apps with Vault agents.

() Note: The securing custom apps with Vault agents agentic workflow is triggered
automatically when you secure custom applications using ServiceNow Vault console
dashboard. You can also invoke the agentic workflow manually in the ServiceNow Otto
panel.

Al agents used in the securing custom apps with Vault agents agentic workfow

Al agents names and descriptions

Name Description

Custom app recommendations agent Uses various tools to perform the following:

» Analyzes the table schema and its
metadata.

¢ Uses the recommend column classifications
skill to propose classifications for the data in
the table.

» Proposes available field encryption
protection.

« Proposes zero trust access and data privacy
protection.

There might be Al agents installed on your instance that are not used in agentic workflows. To
learn how to see all agents that are available to you, see Find Al agents &.

Access Observer configuration agentic workflow

Use the Access Observer configuration agentic workfow to view, create, deactivate, and delete
Access Observer settings for a particular field.

Access Observer configuration agentic workflow overview

Access Observer helps you monitor the people and processes that access data on your
instance. Use the Access Observer configuration agentic workflow to modify Access Observer
settings to track access across your enterprise.

When you install ServiceNow Otto for Vault, this agentic workflow is turned on by default.

To modify the agentic workflow, duplicate it @, and adjust the settings according to your
requirements.
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Configure Access Observer

Configure Access Observer settings to track data access. The workflow requires the following
roles:

« sn_vault_consolevault_console_admin

« security_admin

Elevate to the roles that appear in the Elevate role list by selecting your profile icon and then
selecting Elevate role.

() Note: The security_admin roleisn'tincluded in the
sn_vault_console.vault_console_admin role composition and doesn't appear
in the Elevate role list. A user with the admin role must assign it through the standard user-
administration process. If the workflow reports that you don't have the security_admin
role, or that the role isn't active for your session, contact your admin. For more information,
see ServiceNow Vault roles.

To access and configure the agentic workfow:
1. Navigate to All > Al Agent Studio > Create and manage.

2. Select Access Observer configuration.

() Note: The Access Observer configuration agentic workfiow is triggered automatically
when you secure custom applications using ServiceNow Vault console dashboard. You can
also invoke the agentic workflow manually in the ServiceNow Otto panel.

Al agents used in the Access Observer configuration agentic workflow

Al agents names and descriptions

Description

Access Observer configuration manager agent Uses various tools to view, create, deactivate,
and delete Access Observer settings for a
particular field.

There might be Al agents installed on your instance that are not used in agentic workfiows. To
learn how to see all agents that are available to you, see Find Al agents B&.
Summarize Access Observer logs agentic workflow

Use the summarize Access Observer logs agentic workflow to review and summarize access logs
for a specific field, identifying access sources, users, and their roles.

Summarize Access Observer logs agentic workfow overview

Generate a summary of the user, role, and caller types that attempted to access a table column
configured in Access Observer. For example, ask the agentic workflow to summarize access logs
to view users who accessed a field, along with their roles and how they accessed the data.

When you install ServiceNow Otto for Vault, this agentic workflow is turned on by default.

To modify the agentic workflow, duplicate it 8, and adjust the settings according to your
requirements.
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Summarize Access Observer logs

Generate a summary of all Access Observer logs. The workflow requires the following roles:
« sn_vault_console.vault_console_admin

« security_admin

Elevate to the roles that appear in the Elevate role list by selecting your profile icon and then
selecting Elevate role.

() Note: The security_admin roleisn'tincluded in the
sn_vault_console.vault_console_admin role composition and doesn't appear
in the Elevate role list. A user with the admin role must assign it through the standard user-
administration process. If the workflow reports that you don't have the security_admin
role, or that the role isn't active for your session, contact your admin. For more information,
see ServiceNow Vault roles.

To access and configure the agentic workfiow:
1. Navigate to All > Al Agent Studio > Create and manage.

2. Select Summarize Access Observer logs.

() Note: The summarize Access Observer logs agentic workflow is triggered automatically
when you secure custom applications using ServiceNow Vault console dashboard. You can
also invoke the agentic workflow manually in the ServiceNow Otto panel.

Al agents used in the summarize Access Observer logs agentic workfow

Al agents names and descriptions

Description

Access Observer log analyzer agent Uses various tools to generate a summary of
the user, role, and caller types that attempted
to access a table column configured in Access
Observer.

There might be Al agents installed on your instance that are not used in agentic workfiows. To
learn how to see all agents that are available to you, see Find Al agents B&.

Field encryption with Vault module agentic workflow

Use the field encryption with Vault module agentic workflow to encrypt specific fields and
configure secure access to users with designated roles.

Field encryption with Vault module agentic workflow overview

Add field encryption protection and improve your security posture with the field encryption with
Vault module agentic workfiow.

When you install ServiceNow Otto for Vault, this agentic workflow is turned on by default.

To modify the agentic workflow, duplicate it @, and adjust the settings according to your
requirements.
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o Note: To encrypt a field and create its module access policies in the same conversation,
use the field encryption and auto-generate access policies agentic workfiow. See Field
encryption and auto-generate access policies agentic workfow.

Use the field encryption with Vault module

Encrypt specific fields and configure user access. The workflow requires the following roles:
« sn_vault_consolevault_console_admin

« security_admin

» sn_kmf.admin

« sn_kmf.cryptographic_manager

Elevate to the roles that appear in the Elevate role list by selecting your profile icon and then
selecting Elevate role.

© Note: The security_admin roleisn'tincluded in the
sn_vault_console.vault_console_admin role composition and doesn't appear
in the Elevate role list. A user with the admin role must assign it through the standard user-
administration process. If the workflow reports that you don't have the security_admin
role, or that the role isn't active for your session, contact your admin. For more information,
see ServiceNow Vault roles.

To access and configure the agentic workflow:
1. Navigate to All > Al Agent Studio > Create and manage.

2. Select Field Encryption with Vault module.

() Note: The field encryption with Vault module agentic workflow is triggered automatically
when you secure custom applications using ServiceNow Vault console dashboard. You can
also invoke the agentic workflow manually in the ServiceNow Otto panel.

Al agents used in the field encryption with Vault module agentic workAow

Al agents names and descriptions

Description

Vault crypto module manager agent Uses various tools to encrypt fields and
ensures that only those users with particular
roles have access to those fields.

There might be Al agents installed on your instance that are not used in agentic workflows. To
learn how to see all agents that are available to you, see Find Al agents B&.

Field encryption and auto-generate access policies agentic
workfow

The field encryption and auto-generate access policies agentic workflow encrypts a table field
and creates the access policies that its roles need.

() Note: Depending on your license, you will have access to certain application features,
generative Al skills, agentic workflows, and Al agents. For more information, see
ServiceNow product tiers &.
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Field encryption and auto-generate access policies agentic workAow overview

After you encrypt a field, only the roles that have access to the encryption module can read the
data. Identifying those roles manually means reviewing access control lists (ACLs), or configuring
Access Observer, waiting for the logs, and building the role list from the results. If a role is
missing from the list, users lose access to the data and you must add that role afterward.

This agentic workflow retrieves the roles that can read the field. You refine the list, and then the
workflow creates a module access policy for each role in the final list and encrypts the field.

When you install ServiceNow Otto for Vault, this agentic workflow is turned on by default.

To modify the agentic workflow, duplicate it @, and adjust the settings according to your
requirements.

Use the field encryption and auto-generate access policies workflow

Encrypt a field and create the module access policies for it. The workflow requires the following
roles:

« sn_vault_consolevault_console_admin

« security_admin

« sn_kmf.admin

« sn_kmf.cryptographic_manager
Select your profile icon, select Elevate role, and then elevate to the roles that appear in the list.

() Note: The security_admin roleisn'tincluded in the
sn_vault_console.vault_console_admin role composition and doesn't appear
in the Elevate role list. A user with the admin role must assign it through the standard user-
administration process. If the workflow reports that you don't have the security_admin
role, or that the role isn't active for your session, contact your admin. For more information,
see ServiceNow Vault roles.

To access and configure the agentic workfow:
1. Navigate to All > Al Agent Studio > Create and manage.

2. Select Field Encryption and Auto Generate Access Policies.

o Note: To invoke the agentic workflow, open the ServiceNow Otto panel and select Field
Encryption and Auto Generate Access Policies. The workflow asks you to confirm each
action before it runs. Nothing is encrypted and no policy is created until you confirm.

© Important:

Elevated roles aren't evaluated when the workflow retrieves the roles that have access to
the field. Grant access to elevated roles separately. The workflow states this once in each
conversation.

The workflow encrypts the field with the vault_encryption_module encryption module
and creates the module access policies against the same module.
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Al agents used in the field encryption and auto-generate access policies agentic
workflow

Al agent names and descriptions

Name Description

Field access Evaluates the table and field, retrieves the non-elevated user roles that have
auditor agent  access to the field, applies the changes that you make to the role list, and
returns the final list of roles.

Vault crypto Uses various tools to encrypt fields so that only users with particular roles
module have access to those fields.

manager

agent

There might be Al agents installed on your instance that are not used in agentic workflows. To
learn how to see all agents that are available to you, see Find Al agents B&.

Classifying ServiceNow assets with Vault agents agentic workfow

The Classify assets with ServiceNow Vault agent recommends a data class for each ServiceNow
column in the Data Catalog.

() Note: Depending on your license, you will have access to certain application features,
generative Al skills, agentic workflows, and Al agents. For more information, see
ServiceNow product tiers &.

Data class recommendations for ServiceNow assets

Data classification gives you visibility into the types of data hosted on your instance and
supports compliance with privacy laws and industry regulations. Classifying columns manually
is inconsistent between reviewers and doesn't scale to customer estates of many thousands of
tables. Use this agentic workflow to recommend a data class for each column in scope, with a
reason for each recommendation.

When you install ServiceNow Otto for Vault on an instance that has the ServiceNow Data Catalog
Governance (Scope: sn_dcg_app) application, this agentic workflow is turned on by default.

To modify the agentic workflow, duplicate it @, and adjust the settings according to your
requirements.

ServiceNow assets and enterprise assets

The Data Catalog in Workflow Data Fabric collects table and column definitions from connected
data sources and stores them as data assets. Definitions collected from a ServiceNow source
come from the Dictionary Entries [sys_dictionary] table, which defines every table and field in the
system. For more information, see ServiceNow metadata collector @.

Data assets are grouped by origin. Assets collected from a ServiceNow source are ServiceNow
assets, and assets collected from any other source are enterprise assets. This agentic workflow
classifies ServiceNow assets only.

Recommendations are based on schema metadata: the table name and label, the column name
and label, the dictionary entry, any existing classifications, and the name and description of the
application that owns the table.
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The workflow recommends from the data classes already defined on your instance rather than
from a fixed set, so recommendations reflect your own classification model.

Classify ServiceNow assets

Recommend and apply data classes for the ServiceNow columns in the Data Catalog. Role
required: dcg_data_privacy_admin

To access and configure the agentic workflow:

1. Navigate to All > Al Agent Studio > Create and manage.

2. Select Classify assets with ServiceNow Vaulit.

() Note: You can invoke this agentic workflow using one of the following methods:

« In the ServiceNow Otto panel, enter a prompt suchas Classify my ServiceNow
assetsorRecommend data classes for columns in the Data
Catalog.

« In the WorkAow Data Fabric panel, select this agentic workflow from the available options.
For the procedure, see Classify ServiceNow assels.

Al agents used in the classifying ServiceNow assets with Vault agents agentic
workflow

Al agents names and descriptions

Description

Classify assets with ServiceNow Vault Uses various tools to retrieve ServiceNow
assets from the Data Catalog, recommend
a data class for each column, and apply the
recommendations that you confirm.

There might be Al agents installed on your instance that are not used in agentic workflows. To
learn how to see all agents that are available to you, see Find Al agents &.

Classify ServiceNow assets

Run the Classify assets with ServiceNow Vault agent to get a recommended data class for each
ServiceNow column in the Data Catalog, review the recommendations, and apply them.

Before you begin
The following applications must be installed:

« ServiceNow Data Catalog Governance (sn_dcg_app)

« ServiceNow Otto for Vault version 3.1 or later

Role required: dcg_data_privacy_admin

About this task
The agent provides Al recommendations for the user to review before applying them.
Recommendations are saved only after the user confirms.
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Procedure

1. Open the ServiceNow Otto panel.

You can start the agent from the platform ServiceNow Otto panel or from the Workflow Data
Fabric panel. The agent is offered as a selectable option in the Workflow Data Fabric panel
only.

2. Select Classify assets with ServiceNow Vaulit.

In the platform ServiceNow Otto panel, the agent isn't offered as an option. Enter a prompt
suchasClassify my ServiceNow assetsorRecommend data classes fox
columns in the Data Catalog. Both methods start the same agent.

3. Select the category of assets to classify:
o Unclassified assets — classify only the assets that have no data class.

o Classified assets — generate new recommendations for the assets that already have a data
class. Existing classifications aren't replaced.

o All assets — classify every asset available to you.

The agent starts generating recommendations in the background.

Trouble?

If the agent reports that no assets were found, verify that the metadata collector has run for the
ServiceNow source. Verify that assets exist in the category you selected.

4. In the conversation, select the Data sensitivity classification link.
The results open in a panel beside the conversation.
5. Select Refresh to update the progress tracker and the results.

Results appear as recommendation pages are generated. The progress tracker reports one of
the states in the following table.

Recommendation states

State Description

In progress  Some pages are still being generated. Refresh to check for more results.

Complete All pages are generated. The recommendations are ready to review.

Complete Recommendations couldn't be generated for some assets because of large
with some language model processing errors. Review the available results and confirm to
columns apply them. Only the generated recommendations are saved.

skipped

6. Review the recommendations.

Each row shows the table, the column, the recommended data class, and the reason for the
recommendation. Scroll the results horizontally to see all columns.

To narrow the results, filter by data class, sort by a column, or search by table or column name.

7. When the agent asks whether to apply the recommended classifications, confirm or decline.
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The agent saves the recommended classifi
cations in the background. Confirm only af
Confirm ter all recommendations are generated. If rec
ommendations are still being generated, the
agent asks you to wait and then asks again.

The agent asks you to confirm the cancella
Decline tion. Select Yes, cancel to cancel the run, or
No, go back to return to the apply question.

A Warning:

If no recommendations could be generated, the agent tells you that there's nothing to
save and ends the run when you confirm. When you decline, processing doesn't stop
immediately because the agent first finishes the work already in progress. This might take
a minute or two. None of the recommendations from this run are applied.

Result

The agent saves the recommended classifications to the ServiceNow classification tables in the
background. The classifications appear on the corresponding data assets in the Data Catalog
after the next ServiceNow metadata collector run.

© Note:

If a recommended data class is already recorded against a column, no duplicate entry is
created. If the recommended data class differs from an existing one, the recommended
class is added and the existing class is retained.

To check the applied classifications after the collector runs, see View data assel details @.

Trouble?

If the run completes with some columns skipped, check the system logs for the cause of the
processing errors. Run the agent again for the skipped assets.

Related topics
Explore data assets in Data catalog &
Run metadata collectors &

Assign roles to Data catalog users &

Use generative Al skills in ServiceNow Otto for Vault

The ServiceNow Otto for Vault application includes the generative Al skills and features that
enable you to streamline your administrative workload.

() Note: Depending on your license, you will have access to certain application features,
generative Al skills, agentic workflows, and Al agents. For more information, see
ServiceNow product tiers @.

After you activate skills, they appear in the ServiceNow Otto panel in ServiceNow Vault console.
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Vault console

Ensure the data security, privacy and compliance of your sensitive data.

Vault overview

‘This short video will give you an introduction and overview of
Vault

Guided vault

Select an application to step by step assess and protect sensitive data for compliance:

ServiceNow apps Custom apps

© In progress < © Not started @ Not started

Customer Service Management Financial Services Operations Payment Cards

Identify, cat cover pre-classified financial operations data Categorize payment card fields
data, such as customer information, product
details, an n re

privacy and compliance

gorize, and secure sensitive CRM

ance, and wealth

y data privacy. Explore
y as needed to maintain privacy and

cords, to ensure data
+ Ask Now Assist

Ask Now Assist any of our suggested prompts below

compliar

" continue | Get started | Getstarted |
Can you schedule a data discovery job for me?

Can you cancel a data discovery job?

1 5 o

By default, all skills exist in the global domain. When you use Al in a domain-separated
environment, users are only able to access data in their domain. For example, if a user uses the
summarization skill, Al only uses material that exists in the user's domain when generating that
summary. Additionally, there is no co-mingling of data for domain-separated instances when
using generative Al skills. The data resides only on the instance, and the shared services used
for generative Al do not persist any requests (prompts) and responses. For more information, see
Domain separation in the Al Admin Hub console &. (Note that global domain is not the same as
global scope. For more information, see Exploring Next Experience pickers &.)

Generate a custom data pattern by using ServiceNow Otto for Vault

Use the generate custom data pattern skill to create a custom regular expression data pattern
from your description and add it as an active data pattern to your instance.

Before you begin

« Install ServiceNow Vault. For more information, see Configuring ServiceNow Vault.

« Ensure that the generate custom data pattern skill is active. For more information, see Activate
an Al skill &,

Role required: sn_vault_console.vault_console_admin

About this task
This skill improves your efficiency by reducing the time required to understand and write regular

expressions.

Procedure

1. Navigate to All > Vault > Vault console.

2. In the ServiceNow Otto panel, select Generate custom data pattern and specify the details.
Example

Example prompt: I need help creating a regex to detect sensitive
data for a Netherlands drivers license.

Check role access for an encrypted column with ServiceNow Otto
for Vault

Use the check role access for encrypted column skill to identify user roles that have access to
encryption and decryption keys in your instance.
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Before you begin
« Install ServiceNow Vault. For more information, see Configuring ServiceNow Vault.

« Ensure that the check role access for encrypted column skill is active. For more information,
see Activate an Al skill &.

Roles required: sn_vault_console.vault_console_admin and security_admin

@ Note: The security_admin roleisn'tincluded in the
sn_vault_console.vault_console_admin role composition and doesn't appear
in the Elevate role list. A user with the admin role must assign it through the standard user-
administration process. If the skill reports that you don't have the security_admin role,
or that the role isn't active for your session, contact your admin. For more information, see
ServiceNow Vault roles.

Procedure
1. Navigate to All > Vault > Vault console.

2. In the ServiceNow Otto panel, select Check role access for encrypted column and specify the
details.

Example
Example prompt: Which roles have decryption key access to an
encrypted column? Access includes read access.

Schedule a Data Discovery job with ServiceNow Otto for Vaulit

Use the schedule data discovery job skill to schedule one-time or recurring Data Discovery jobs
with ServiceNow Otto for Vault. Data Discovery jobs can detect sensitive data such as PlIl or PHI
provided as input to the Azure OpenAl model.

Before you begin
« Install ServiceNow Vault. For more information, see Configuring ServiceNow Vault.

« Ensure that the schedule Data Discovery job skill is active. For more information, see Activate
an Al skill &@.

Role required: sn_vault_console.vault_console_admin

Procedure
1. Navigate to All > Vault > Vault console.

2. In the ServiceNow Otto panel, select Schedule data discovery job and specify the job details.

Example

Example prompt: Configure a data discovery job that scans the tables
Task and Knowledge, looking for data patterns like Credit Card-
Visa and Phone Number in columns such as Description and Text.
Schedule a sample scan to occur on August 15th, 2025, with a
time window from 10:00 AM to 5:00 PM. Name the job "Credit Cazxd
& Phone Number Scan" and describe it as "Scans for credit card
and phone number data in Task and Knowledge tables."
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ServiceNow Vault console dashboard

Use the ServiceNow Vault console dashboard to track and manage your ServiceNow Vault
security tools.

The dashboard provides an easy way to review the security, privacy, and compliance of your
sensitive data. The dashboard reports on ServiceNow Vault tools and their various metrics, as
well as showing guided setup for applications compatible for ServiceNow Vault.

To access the ServiceNow Vault console dashboard, navigate to All > Vault > Vault Console

© Note:

If you open the dashboard without elevating to the
sn_vault_console.vault_console_admin role, the dashboard is read-only. For
more information, see ServiceNow Vault roles.
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Vault console dashboard page

Vault console . °

Ensure the data security, privacy and compliance of your sensitive data.

.
. (@)
[
. Vault overview
Guided vault ) e )
This short video will give you an introduction and overview
Select an application to step by step assess and protect sensitive data for compliance: of Vault

ServiceNow apps Custom apps

©In progress. 4 @ Not started @ Not started

Customer Service Management Financial Services Operations Payment Cards

Identify, categorize, and secure sensitive CRM
data, such as customer information, product
details, and transaction records, to ensure data
privacy and compliance.

Discover pre-classified financial operations data
across banking, insurance, and wealth
management, organized by data privacy. Explore
and reclassify as needed to maintain privacy and
compliance.

Categorize payment card fields

< Ask Otto ©
Continue [ Get started Get started
Ask Otto any of our suggested prompts below
Can you schedule a data discovery job f...
1 -5 -
Can you generate a custom data pattern?
Tools Can you check role access for an encry...
Know your data
Resources
Data Discovery  (Premium license @ ServiceNow Vault

Run a discovery scan to look for data patterns that might be sensitive data.

Once discovered, data can then be reviewed or classified for further protection and management. Go to Data Discovery

(3 ServiceNow Vault documentation ('
View tool metrics v @ Platform Encryption (3

[ Data Privacy Datasheet (7
Classification (Included with platform!

Create data classes and organize your data into data classes for better data management

@ Zero Trust Access (]

Once classified, data can be protected at the class level.

View tool metrics v

Go to Classification

[3 Log Export Services Datasheet (7
(3 Code Signing documentation

FAQ Resources
Protect your data Q
What is ServiceNow Vault? v
Anonymization (Premiumlicense) B View default policies
A R N 5
Anonymize data by data class with different anonymization techniques to preserve data patterns but remove sensitive data. _— What is included in ServiceNow Vault? 7
Useful for sanitizing instances for development or removing specific user data because of rights to be forgotten. Go to Anonymization .
What is Vault Console? v

View tool metrics v

Cloud Encryption  (Premium license

Encrypt all data stored on the platform. Go to Cloud Encryption

View tool metrics v

Field Encryption  (Premium license:
Securely protect sensitive data while providing access for authorized users.

Useful for increasing protections from bad actors. Go to Field Encryption

View tool metrics v

Log Export Service (Premium license

Forward your instance’s logs to external analytics tools to monitor data patterns.

Zero Trust Access  (Premium license
Continuous authentication while accessing classified sensitive data in real time. Go to Zero Trust Access

View tool metrics v

Monitor your data

Alinsights (Premium license
Stay informed of activity that may indicate potential threats or data leaks with charts generated by Al.

View tool metrics v

Section Subsection

Description

Insights in ServiceNow Vault
console

Al-generated summary of
Vault console metrics

Review a plain-language
summary of your data security
and a recommended next
step for each area, without
interpreting each chart.
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Section Subsection Description

© Note:

Insights requires the
ServiceNow Otto for
Vault application. The
section is hidden when
ServiceNow Otto for
Vault isn't active on your

instance.
Vault Overview, Resources, Vault Overview Provides a video overview of
and Ask Now Assist ServiceNow Vault
Resources Offers additional resources for

help using ServiceNow Vault

FAQ Resources Get answers to commonly
asked questions about
ServiceNow Vault

Ask Now Assist Use generative Al to
streamline your tasks in
ServiceNow Vault. For
example, you can ask Now
Assist to schedule a data
discovery job for you.

Prerequisite: Enable skills in Al
Admin Hub console. For more
information, see Activate an Al
skill @ and Use generative Al
skills in ServiceNow Otto for

Vault.
Guided Vault Guided setup cards for Select the Get Started button
applications on an applications card to

start using ServiceNow Vault
with that application. Read
more about Guided setup
here:Use guided setup for
ServiceNow Vault

Vault tools and metrics Tool information A brief description and
licensing information for the
tools used in ServiceNow
Vault. Select the Go to button
go to the tools home page.
Tools currently displayed on
the dashboard are:

« Data Discovery
« Data Classification
« Data anonymization

 Cloud Encryption with Key
Management
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Section Subsection Description

« Field Encryption

« Exploring Log Export
Service (LES)

« Zero Trust Access (ZTA)

Tool metrics Select the dropdown to review
various metrics and graphs
about a tool.

© Note: Find out more
information about the
metrics by reviewing the
respective tools home

page.
Default policies and Default policies and For new users with
configurations in ServiceNow  configurations a ServiceNow Vault
Vault subscription, ServiceNow

Vault can create ready-to-use
policies for Anonymization
and configurations for Log
Export Service. For more
information, see Default
policies and configurations in
ServiceNow Vault.

Insights in ServiceNow Vault console

Insights uses Al to summarize the ServiceNow Vault console metrics and recommend a next step
for each area of your data security.

The ServiceNow Vault console home page reports many separate metrics and charts. Insights
reads those same metrics and states, in plain language, the current state of your data security
and what you can do next. You don't have to interpret each chart to find the areas that need
attention.

Insights appears at the top of the ServiceNow Vault console home page.

© Note:

Insights and the charts draw on the same source data, so the two report the same values.
Insights doesn't add information that the charts don't already report.
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Insights section in ServiceNow Vault console

Q

+ Insights ©

Stay informed of gaps that prevent you from knowing and protecting all your data.

3 Email, 1 Email (Generative Al), and 1 Social Security Number (Generative Al) matches found instance-wide; 6 findings remain not
classified.

e Nextstep Review and classify these findings.

There are fields classified as Confidential, Internal, and Restricted.
e Nextstep Review your ServiceNow apps and custom apps and classify the fields found there.

No protection policies exist yet for Confidential, Internal, and Restricted data classes.
e Nextstep  Apply zero trust access, anonymization, and field encryption for these data classes.

Generated by Al. Check for accuracy.

What each insight contains

Each area of your data security gets one insight and one next step:
Insight

A summary of the current state for that area. For example, which patterns data
discovery found across your instance, or how many findings aren't classified yet.

Next step

A recommended action you can take to protect your data further. For example,
reviewing and classifying new findings, or applying field encryption to unencrypted
classified fields.

Insights are reported in this order:

1. Data discovery
2, Classification

3. Data protection, which combines Anonymization, Field Encryption, and Zero Trust Access into
a single insight

When an insight isn't shown
An individual insight and its next step are left out when any of these conditions apply:

 There's no genuine next step for you to take in that area.

» The product for that area isn't installed on your instance, so no data is available for it.

» No graph data is returned for that product.

Retrieval runs separately for each product. If retrieval fails for one product but succeeds for

others, the insight for the failed product is left out and the rest are still reported. No error
message identifies the omitted product.

Refreshing insights

Select the refresh icon in the Insights section to generate the summary again from the latest
data. A loading state appears while generation is in progress.

Reloading the whole page retrieves the latest data as well. Refreshing the section is useful when
you've had the home page open for some time without reloading it.
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Availability and error states

Insights requires the ServiceNow Otto for Vault application. When ServiceNow Otto for Vault isn't
active on your instance, the Insights section is hidden.

Insights also requires the Generative Al Controller license, which is included with ServiceNow
Otto for Vault.

When the summary can't be generated, the section reports Unable to generate
insights. Please try again latex. Selectthe refresh icon to try again.

Insights carries the text "Generated by Al. Check for accuracy". Review the recommended next
steps before you act on them.

() Note: Depending on your license, you will have access to certain application features,
generative Al skills, agentic workflows, and Al agents. For more information, see
ServiceNow product tiers &.

Role requirements

Insights is visible only to users with the sn_vault_console.vault_console_admin
role. Elevate to this role to view Insights. Insights is hidden for users with the
sn_vault_console.vault_console_auditor role. For more information about
elevating roles, see ServiceNow Vault roles.

Related topics
ServiceNow Vault console dashboard

Al in ServiceNow Vault

Vault tools and metrics

Learn about the tools and metrics ServiceNow Vault uses to protect and discover sensitive data.

ServiceNow Vault integrates with several tools to provide you with a cohesive overview of your
sensitive data security. You can hover over a widget to get further insight on the reported data.
Select the Go to button on any tool to go to its respective page.

Know your data

ServiceNow Vault uses Data Discovery and Data Classification help you understand and know
your data.

Tools and metrics

Tool Metric Description

Discovery Discovered data Occurrences of sensitive data
) across tables in your instance,

Use Data Discovery to run categorized by sensitive data

a discovery scan to look pattern type.

for data patterns that might

be sensitive data. Once Discovery status Current state of all discovered

discovered, data can then sensitive data patterns,

be reviewed or classified mcluc;hng new ﬁ”d'”3§_

for further protection and pending review, classified, or

management. marked as ignored.
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Tools and metrics (continued)

Tool Metric Description

Discovered attachments Total sensitive data
occurrences in attachments
across tables in your instance.

Classification Classifiable data Tables or columns that can be
classified.

Data Classification creates

data classes and helps Classified data Dictionary entries, tables, or

organize your data into columns that are classified.

data classes for better
management. Classified data
can be protected at the class
level.

Protect your data
ServiceNow Vault uses data anonymization, cloud encryption, field encryption, log export, zero
trust access, and code signing to help secure and protect your data.

Tools and metrics

Tool Metric Description

Anonymization Existing data All classified data per
workflow that is anonymized

Anonymize data by data class or not.

with different anonymization

techniques to preserve data  Real time data Number of successful real-

patterns but remove sensitive time calls to anonymize

data. Useful for sanitizing sensitive data as it enters the

instances for development platform, by channel.

or removing specific user
data because of rights to

be forgotten. Default real-
time protection policies are
available from this card and
are applied in addition to

any existing policies. For
more information, see Default
policies and configurations in
ServiceNow Vault.

Anonymization run times How long scheduled user- or
data-based jobs ran in hours
for existing data.

Cloud Encryption with Key Active cloud key Total rotations of the active
Management cloud key.

Securely protect sensitive © Note: To view this
data in encrypted storage data, you need the

for your data using block Key Management
encryption, along with Framework admin
enhanced key management. role (sn_kmf.admin or

sn_kmf.cryptographic_manager).
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Tools and metrics (continued)

Tool

Field Encryption

Securely protect sensitive
data while providing access
for authorized users. Useful for
increasing protections from
bad actors.

Exploring Log Export Service
(LES)

Forward your instance's logs
to external analytics tools to
monitor data patterns. New
users can activate default
configurations from this
card. For more information,
see Default policies and
configurations in ServiceNow
Vault.

© 2026 ServiceNow, Inc. All rights reserved.

Metric

Key rotation

Encrypted fields classification
status

Classes protected with Field
Encryption

Active encryption keys

Data exported in the past 6
months

Most exported topics in the
past 6 months

Data exported this month by
topic (MB)

Description

Time elapsed between each
rotation of active keys on your
instance. Bar height measures
how long a key was used
before rotation.

@ Note: To view this
data, you need the
Key Management
Framework admin
role (sn_kmf.admin or
sn_kmf.cryptographic_man

Classification status of all
data protected with Field
Encryption.

The proportion of classified
data protected withField
Encryption.

Number of active Field
Encryption keys in your
instance. Ideally, the number
of active keys matches the
number of classifications.

© Note: To view this
data, you need the
Key Management
Framework admin
role (sn_kmf.admin or
sn_kmf.cryptographic_man
and the security_admin
role.

Total volume of data, in MB,
exported to external analytics
tools each month over the
past 6 months, excluding the
current month. This trend
shows how your monthly
export volume changes over
time.

The topics with the most
exported data, in MB, over
the past 6 months, excluding
the current month. Topics are
ranked from highest to lowest
export volume.

Total volume of data, in MB,

ager)

ager)

exported so far during the
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Tools and metrics (continued)

Tool Metric Description

current month, categorized by
topic. This metric covers the
current month, which the 6-
month metrics exclude.

Zero Trust Access (ZTA) Continuous Authentication Number of classifications
classification status that are protected due to the

Continuous authentication Continuous Authentication

while accessing classified policies.

sensitive data in real time.

Default step-up authentication Classes protected with Number of classes

policies are available for Continuous authentication protected with continuous

Vault customers. For more authentication, categorized by

information, see Default class.

policies and configurations in
ServiceNow Vault.

Code Signing Operations applied on code-  Code-signed records that

o ) ) signed records in the past were created, updated, or
Use digital signatures to verify  week deleted in the past week on
the authenticity and integrity your production instance.
of your data and prevent
unauthorized or tampered Operations applied on code-  Tables with the most code-
records from being processed. Signed records by table signed records that were
Select Go to Code Signing to created, updated, or deleted.

open the Code Signing Health
and Status Dashboard.

Monitor your data

The Al Insights section within ServiceNow Vault helps you keep track of activities that may
indicate potential threats or data leaks. These activities are generated from channels such
as ServiceNow Otto and Virtual Agent, as well as database tables configured with real-time
discovery. This insight can help you prioritize your data protection strategies more effectively.
Select View tool metrics to see the underlying metrics.

Al Insights charts

Metric Chart Component Description
User entering In tables with real-time The number of users whose sensitive data
sensitive data discovery entries were detected in database tables

configured with real-time discovery.

In channels The number of users whose sensitive data
entries were detected within channels such as
ServiceNow Otto or Virtual Agent.

Channels with Channel bars (x-axis) Stacked bars representing each channel

sensitive data where sensitive data was detected, broken
down by data patterns. The data pattern
legend displays the color code for each
pattern. They may include driver license
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Al Insights charts (continued)

Metric Chart Component

Occurrences of

sensitive data (y-axis)

Tables with sensitive  Table bars (x-axis)

data found through
real-time discovery

Occurrences of
sensitive data

Description

numbers, financial information, and personal
identifiers.

The count of sensitive data instances
detected per channel.

Stacked bars representing each database
table where sensitive data was detected,
broken down by data patterns.

The count of sensitive data instances
detected per table.

All ServiceNow Vault tools

Encryption

Key Management and Field
Encryption is a suite of highly
configurable encryption modules

Data Privacy

e

Use the Data Privacy plugin to
remove personally identifiable

information (PIl) from user data when

it is migrated from a production

instance to a non-production instance.

Log Export Service

Code Signing

Help improve security by validating
sensitive application configuration
data and scripts before they are used.

Data Discovery

Ie)

The Data Discovery plugin enables you
to find personally identifiable information
(PIl) from user data. The data can then be

classified for further security measures.

Zero Trust Access
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Improve security, performance, ServiceNow Session Access enables
and user experience by importing organizations to dynamically reduce
ServiceNow log data into enterprise log user privilege in a web session

analytics using the log export service.

Default policies and configurations in ServiceNow Vault

ServiceNow Vault has a set of ready-to-use policies and configurations for selected tools to help
you get started quickly.

() Note: Default policies and configurations are available only on instances with a
ServiceNow Vault subscription.

Defaults help new users get started by providing a baseline of ready-to-use settings. The
following tools support default policies and configurations:

« Anonymization
« Log Export Service

e Zero Trust Access

How defaults are applied

Default behavior differs by tool:
Anonymization

Default real-time protection policies are added to your instance when you have the
Data Privacy plugin and the Vault Console store app installed. These defaults are
applied in addition to any existing real-time protection policies. Select Activate on
the tool card on the tools page to apply them.

Log Export Service

Default configurations are applied only when no existing Log Export Service
configurations exist on your instance. If existing configurations are present, the
existing setup applies and no defaults are created. Select Activate on the tool card
to apply defaults, or Go to Log Export Service if configurations already exist.

Zero Trust Access

Default step-up authentication policies are created automatically when all of the
following conditions are met:

« A ServiceNow Vault subscription is present on the instance.

« Both Vault Console and the Zero Trust - Continuous Authentication plugin
(com.snc.zero_trust_continuous_authentication) areinstalled.

« No existing Zero Trust Access policies are present. If any policy already exists, the
default policies aren't created.

The default policies protect the following Vault configuration tables:
Cryptographic Module [sys_kmf_crypto_module], Encrypted Field Configuration
[sys_platform_encryption_configuration], and Module Access Policy
[sys_kmf_crypto_caller_policyl].

When a user tries to access one of these tables, the policy requires re-
authentication via MFA (multi-factor authentication) for local logins, or redirects SSO

users to their identity provider. Maint users are excluded from policy evaluation.
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To review the default policies, select View default policies on the Zero Trust Access
tool card.

() Note: A user with the ca_admin role can deactivate or reactivate a default
policy. To do so, navigate to All > Continuous Authentication > Policies, select
the policy name to open its record, and then select Deactivate or Activate.

View default policies and configurations

Select View default policies or View default configurations on the tool card to review defaults.
Selecting a policy or configuration name opens its management page.

Log Export Service version requirement

Default Log Export Service configurations require Log Export Service version 3.5.0 and later. On
earlier versions, the Activate option isn't available and the tool card shows Go to Log Export
Service instead.

Related topics
Vault tools and metrics

ServiceNow Vault console dashboard
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ServiceNow Otto for Vault

With ServiceNow Otto for Vault, you can generate custom data patterns, check role access for
an encrypted column, and schedule data discovery jobs. ServiceNow Otto for Vault can make it
easier for you to perform common tasks without going to multiple systems.

Get started
Explore Configure
Learn about the generative and Configure the generative and agentic
agentic Al skills that are available Al skills in ServiceNow Otto for Vault

in ServiceNow Otto for Vault

Use Use
0+
o
Use the generative Al capabilities Use the agentic Al capabilities
in ServiceNow Otto for Vault in ServiceNow Otto for Vault

© Important:

 Not all model providers are available for customers with in-country SKUs, and some
Al products/features are currently unavailable for in-country customers. For more
information, see the KB1584492 & article in the Now Support Knowledge Base. Be sure to
check for model provider availability updates in future releases.

« Some Al products/features are currently unavailable for customers in the FedRAMP, NSC
DOD IL5, or Australia IRAP-Protected data centers, self-hosted customers, or in other
restricted environments. For more information, see the KB0743854 & article in the Now
Support Knowledge Base. Be sure to check for availability updates in future releases.

« Some Al products/features are currently available only for customers in some regions. Be
sure to check for availability updates in future releases.

« Some Al products and skills are not available in Regulated Markets. For more information,
see KB2593939: Regulated Markets Al Products/Skills Not Available &. Be sure to check
for availability updates in future releases.

Troubles