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Secure your instance

Platform security provides capabilities to secure the instance.

ServiceNow Vault Platform Security Platform Privacy
1 / AR
am
— . .
Platform security Platform Privacy enables
Use the ServiceNow Vault provides capab|I|t|es you to mask the sensitive
- to secure the instance. date on the instance.
product set of data security
tools that protect sensitive
information from unauthorized
access, corruption, or theft
throughout its entire life cycle.
Encryption Access Management Identity

—
)

Protect your sensitive data Access Management enables Know more about the
and stay compliant with you to have access to Identities in the instance.
regulatory#equirements ServiceNow instance securely.

and standards.

Additional resources
for Platform Security
products and solutions

Explore additional
Platform Security
resources for learning.
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ServiceNow Vault

ServiceNow Vault provides a single location to review and implement security tools for advanced
security and privacy requirements.

Get started
Explore ServiceNow Vault Configure ServiceNow Vault
Learn about ServiceNow Gelt started with installing and
Vault and its features. configuring ServiceNow Vault
ServiceNow Vault dashboard ServiceNow Vault tools
(o]o
Learn how to use the ServiceNow Vault Learn about the tools used
dashboard to review your data security. with ServiceNow Vault

Exploring ServiceNow Vault

Learn more about ServiceNow Vault and review the benefits it can provide for your data
protection needs.

ServiceNow Vault overview

ServiceNow Vault is a set of data security tools that protect sensitive information from
unauthorized access, corruption, or theft throughout its entire life cycle. You can use ServiceNow
Vault to apply protections like encryption, secrets management, and data privacy for the
redaction and auditing of sensitive information.

© Note:

ServiceNow Vault is a paid plugin that ServiceNow personnel must activate on your
production instance. ServiceNow Vault includes the components listed here.

To purchase a subscription, contact your ServiceNow account manager. When you purchase
a subscription, certain plugins are activated automatically. If a paid plugin isn't activated
automatically, you can manually activate it from the All Applications list in your instance.
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ServiceNow Vault benefits

ServiceNow Vault benefits
Benefit

Get a comprehensive ServiceNow Vault
overview and review the metrics related to

the discovery, classification, and protection of

your data

Guided setups to easily start using
ServiceNow Vault tools with applications

ServiceNow Vault
console dashboard

Guided Vault

Feature Users

Platform Admins

Platform Admins

What to explore next

To learn more about configuring and using ServiceNow Vault, see:

« ServiceNow Vault console dashboard
» Configuring ServiceNow Vault

» Use guided setup for ServiceNow Vault

ServiceNow Vaulit tools

Encryption

Key Management and Field
Encryption is a suite of highly
configurable encryption modules

Data Privacy

&

Use the Data Privacy plugin to
remove personally identifiable
information (PIl) from user data when
it is migrated from a production
instance to a non-production instance.

Code Signing

Help improve security by validating
sensitive application configuration
data and scripts before they are used.

Data Discovery

=

—

The Data Discovery plugin enables you
to find personally identifiable information
(PI) from user data. The data can then be

classified for further security measures.
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Logs Zero Trust Access
Improve security, performance, ServiceNow Session Access enables
and user experience by importing organizations to dynamically reduce
ServiceNow log data into enterprise log user privilege in a web session

analytics using the log export service.

Configuring ServiceNow Vault
Learn how to install and configure ServiceNow Vault
Configuration overview
« Install Vault plugins
Learn how to install ServiceNow Vault for your instance.

Learn and setup the roles necessary to use ServiceNow Vault
« Install Vault plugins

Install and verify the plug-ins needed to make the most of ServiceNow Vault.

Using guided setup to implement ServiceNow Vault

Guided setup provides a sequence of tasks that help you configure ServiceNow Vault on your
ServiceNow instance. To open guided setup for ServiceNow Vault, navigate to All > Vault > Vault
console.

For more information, seeGuided Vault.

Install Vault plugins

Learn how to review and install the necessary plugins for ServiceNow Vaulit.

Before you begin
Role required: sn_vault_console.vault_console_admin

About this task
ServiceNow Vault is best used with other ServiceNow security products. Install and configure the
other plugins to make the most of your tools and metrics.

Procedure
1. Navigate to All > Vault > Vault Console.

2, Review the status of your tools.
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Tool statuses

Status Description

Limited access Tool has a limited access license. Reported
metrics may be affected or unavailable.

Included with platform Tool is included by default with the platform

Meeds license Tool has no license. Reported metrics may be
affected or unavailable.

Premium license Tool has full access.

3. Optional: If a status is either limited or needs a license, review its respective installation page,
and then install or activate the tool.

Tool installation

Data Discovery Activating Data Discovery
Data Classification Included with the platform
Data anonymization Activate data privacy

@ Note: Data anonymization is installed
as part of Data privacy

Cloud Encryption with Key Management Requesting Cloud Encryption for instances
with Now Support Service Catalog
[KB1117369] & article in the Now Support
Knowledge Base

Field Encryption Activate Field Encryption
o Zero Trust Access (ZTA) o Activate Zero Trust Access
o Continuous Authentication (CA) o Activate Continuous Authentication

Use guided setup for ServiceNow Vault

Use guided setup to begin using an application with ServiceNow Vault easily.

Before you begin
Role required: Elevate to sn_vault_console.vault_console_admin role.

Procedure
1. Navigate to All > Vault > Vault console.
2. In the Guided vault section, Select the Get started button for your application.

3. In Select app data use the table to select the application data to be used with ServiceNow
Vault, select Preview classes when finished
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Select app data table fields

Table The table the data is located in.

Column The column the data is located in

Existing Class The current classification of the data
Recommended Class The recommended classification for the data.
Application The application scope of the data

4. In Preview data classification preview your data classification settings, when finished check
agree and select the Apply recommended classes button.

Preview data classification table fields

Table The table the data is located in.
Column The column the data is located in
Final class The class the data will be assigned
Application The application scope of the data

5. In Classification summary review the results of the data classification, select Next when
finished.

Trouble?
Use Data Classification to review any data that failed to classify.

6. In Protect existing data review the protection policies of the data.

Protect existing data table fields

Table The table the data is located in.
Column The column the data is located in
Anonymization Reports if a data anonymization policy can

be, or already is applied to the data.

Field encryption Reports if a field encryption policy can be, or
already is applied to the data.

Zero trust access Reports if a zero trust access policy can be,
or already is applied to the data.

7. Optional: You can select Available to begin applying that columns respective application data
protection policy, review Vault tools and metrics for more information.

8. In Protect real time data review your real time data protection policies, select Mark as
complete when finished.
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Protect real time data fields

Label Description

Name The name of the ???

Type The data channel type.

Real time anonymization Reports if there is a real time anonymization
policy available, or already applied to the
data.

@ Note: Real time data will be protected across the entire instance and all applications,.

Result
The select application now has classified data and protection policies. As well, it will now report
relevant metrics to the ServiceNow Vault console dashboard.

ServiceNow Vault console dashboard

Use the ServiceNow Vault console dashboard to track and manage your ServiceNow Vault
security tools.

The dashboard provides an easy way to review the security, privacy and compliance of your
sensitive data. The dashboard reports on ServiceNow Vault tools and their various metrics, as
well as showing guided setups for applications compatible for ServiceNow Vaulit.

To access the ServiceNow Vault console dashboard, navigate to All > Vault > Vault Console
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Vault console dashboard page

Vault console

Ensure the data security, privacy and compliance of your sensitive data.

Guided vault

Select an application to step by step assess and protect sensitive data for compliance:

ServiceNow apps Custom apps

© n progress
Customer Service Management

Identify, categorize, and secure sensitive CRM
data, such as customer information, product
details, and transaction records, to ensure data

© Not started
Financial Services Operations
Discover pre-classified financial operations data

across banking. insurance, and wealth
management, organized by data privacy. Explore

@ Not started
Payment Cards

Categorize payment card fields.

privacy and compliance. and reclassify as needed to maintain privacy and

compliance.

| Continue | | Getstarted |

1 - -

Tools

Know your data

Data discovery [Premim license
Run a discovery scan to look for data patterns that might be sensitive data
Once discovered, data can then be reviewed or dlassified for further protection and management.

Close tool metrics A

Discovered data Discovery status

300000
¥ 200000
& 100000 47
000
Task User
Tables
W Email '
8 US- Phone Number B Classified [l New B Ignored

Classification [Inclided with platforim
Create data classes your data i
Once classified, data can be protected at the class level.

for better data

View tool metrics

Protect your data

Anonymization  (Bremitim license
Anonymize data by data class with different anonymization techniques to preserve data patterns but remove sensitive data
Useful for sanitizing instances for development or removing specific user data because of rights to be forgotten

View tool metrics «

Cloud encryption Premium license
Encrypt all data stored on the platform.

Field encryption (Premium license
Securely protect sensitive data while providing access for authorized users.
Useful for increasing protections from bad actors.

View tool metrics «

Zero trust access (Premium license
Continuous authentication while accessing classified sensitive data in real time.

View tool metrics v

Section Subsection

Vault Overview, Resources,
and Ask Now Assist

Vault Overview

Resources

FAQ Resources

© 2026 ServiceNow, Inc. All rights reserved.
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| Getstarted |

B Data Discovered

Go to Data Discovery

Discovered attachments

M No Data

[ Go to Anonymization

(' Go to Field encryption

Go to Zero trust access

o

.
° . O
.
: O
[ J
~

Vault overview
This shert video will give you an introduction and overview of
Vault

4" Ask Now Assist

Ask Now Assist any of our suggested prompts below

Can you schedule a data discovery job for me?

Can you cancel a data discovery job?

Resources

@ ServiceNow Vault (7

B serviceNow Vault documentation ('
Platform Encryption

[ Data Privacy Datasheet(?

@Zero Trust Access

[3 Log Export Services Datasheet (7

B Code signing documentation 7

FAQ Resources
What is ServiceNow Vault? v
What is included in ServiceNow Vault? v
What is Vault Console? v

Description

Provides a video overview of
ServiceNow Vault

Offers additional resources for
help using ServiceNow Vault

Get answers to commonly
asked questions about
ServiceNow Vault

Other company names, product names, and logos may be trademarks of the respective companies with which they are associated.
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Section

Guided Vault

Vault tools and metrics

Subsection

Ask Now Assist

Guided setups cards for
applications

Tool information

Tool metrics

Description

Use generative Al to
streamline your tasks in
ServiceNow Vault. For
example, you can ask Now
Assist to schedule a data
discovery job for you.

Prerequisite: Enable skills in
Now Assist Admin console.
For more information, see
Activate a Now Assist skill &
and Using Now Assist for
Vault.

Select the Get Started button
on an applications card to
start using ServiceNow Vault
with that application. Read
more about guided setup
here:Use guided setup for
ServiceNow Vault.

A brief description and
licensing information for the
tools used in ServiceNow
Vault. Select the Go to button
go to the tools homepage.
Tools currently displayed on
the dashboard are:

« Data Discovery
« Data Classification
« Data anonymization

 Cloud Encryption with Key
Management

« Field Encryption
e Zero Trust Access (ZTA)

Select the dropdown to review
various metrics and graphs
about a tool.

© Note: Find out more
information about the
metrics by reviewing
the respective tool's
homepage.

Guided Vault

The guided vault setup offers a step by step process to assess and protect sensitive data for an

application.
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Guided vault setup offers an easy way to begin using ServiceNow Vault with your applications.
The setup will use the selected applications data. Setup first helps the user review the
application data for classification, and then helps implement protection policies on the classified
data. You can review how to use the ServiceNow Vault guided setup at Use guided setup for
ServiceNow Vault

There are 5 steps in a guided setup:
1. Select app data

2, Preview data classification

3. Classification summary

4, Protect existing data

5. Protect real time data

After a guided vault setup you can review application data metrics in the Tools section of the
Vault console dashboard. For more information see Vault tools and metrics

Vault tools and metrics

Learn about the tools and metrics ServiceNow Vault uses to protect and discover sensitive data.

ServiceNow Vault integrates with several tools to provide a cohesive overview of your sensitive
data security. You can hover over a widget to get further insight on the reported data. Select the
Go to button on any tool to go to its respective page.

Know your data

ServiceNow Vault uses Data Discovery and Data Classification to help you understand and know
your data.

Tools and metrics

Tool Metric Description

Discovery Discovered data Occurrences of sensitive data
_ across tables in your instance,

Use Data Discovery to run categorized by sensitive data

a discovery scan to look pattern type.

for data patterns that might

be sensitive data. Once Discovery status Current state of all discovered

discovered, data can then sensitive data patterns,

be reviewed or classified mcluc}mg new ﬁndmg‘s.

for further protection and pending review, classified, or

Discovered attachments Total sensitive data

occurrences in attachments
across tables in your instance.

Classification Classifiable data Proportions of classifiable
data.

Data Classification create data

classes and helps organize Classified data Proportions of classified data.

your data into data classes

for better management.

Classified data can be

protected at the class level.
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Protect your data
ServiceNow Vault uses data anonymization, cloud encryption, field encryption, and zero trust
access to help secure and protect your data.

Tools and metrics

Tool Metric Description

Anonymization Existing data All classified data per
workflow that is anonymized

Anonymize data by data class or not.

with different anonymization .

techniques to preserve data  Real time data The amount of anonymized

patterns but remove sensitive real time data.

data. Useful for sanitizing
instances for development
or removing specific user
data because of rights to be

Anonymization run times Run times in hours of data
anonymized in real time by
channel, such as Now Assist
or Virtual Agent.

forgotten.
Cloud Encryption with Key Active cloud key Total rotations of the active
Management cloud key.
Securely protect sensitive () Note: To view this
data in encrypted storage data, you need the
for your data using block Key Management
encryption, along with Framework admin
enhanced key management. role (sn_kmf.admin or
sn_kmf.cryptographic_manager).
Key rotation Time elapsed between each
rotation of active keys on your
instance. Bar height measures
how long a key was used
before rotation.
© Note: To view this
data, you need the
Key Management
Framework admin
role (sn_kmf.admin or
sn_kmf.cryptographic_manager).
Field Encryption Encrypted fields classification Classification status of all
status data protected with Field
Securely protect sensitive Encryption.

data while providing access )
for authorized users. Useful for Classes protected with Field  The proportion of classified

increasing protections from Encryption data protected withField
bad actors. Encryption.
Active encryption keys Number of active Field

Encryption keys in your
instance. Ideally, the number
of active keys matches the
number of classifications.
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Tools and metrics (continued)

Tool Metric Description

© Note: To view this
data, you need the
Key Management
Framework admin
role (sn_kmf.admin or
sn_kmf.cryptographic_manager)
and the security_admin

role.
Zero Trust Access (ZTA) Continuous Authentication Number of classifications
classification status that are protected due to the
Continuous authentication con